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In replying reter to .
) WAR DEPARTMENT #73/- $~2L
OFFICE OF THE CHIEF OF STAFF
WASHINGTON oo
P>
September 9, 1919, WA o

My dear Yirdloy:

I enclose two lettiers from Colonel Fabyan and my
answer, both of which are included in one leiter, dated today.

Please send me a memorandum expleining frankly and
fully exactly what your idea is of Colonel Fabyan's suspicions
concerning Colonel Mauborgne's motives.

In eighteen years' service in the Army, I have never
yot come across a genuine case in which an officer,vho was in
any way representative of the Regular Army, has permitted
himself to be influenced by the ulterior motives assigned to
Colonel Mauborgne by Colonel Fabyan. Colonel Mauborgne's frank
manner in discussing the matter with me gives me an additional
reason for believing that the suspicion is entirely unjustified;
but I should like to have you throw a little light on it.

I do not think it advisable to have Colonel Mauborgne
learn through us that Colonel Fabyan feels this way, but I do
think it very essential that 1ll feeling and suspicion be
removed,

I enclose a draft which you prepared concerning the
general question of publication, and also copy of my letter to
Colonel Fabyan on the same subject.

P L™

Yery sincerely your?:
, 4
mchurai'fI.[. o

Brigadier-General, General Staff,
Director of Military Intelligence.

Ma jor H, O, Yardley, [N
No. 3 East 38th St.,
New York, N. Y.

S encls.
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Septenber 9, 1919,y ‘7f

¥y dear Colenel Fadyan:

During my visit $o Riverbank, we discussed the general
questien of publication in esomnectiion with sodes and eiphers.

Colonel Van Deman has returmed from Franoe, mnd after
a month's lsave will be here in Bashington. If you san sse your
way clear %0 same to Vashington some time after Ootober 9, I
should like very much to have you see M. I. D. as it nev functions,
and also t0 bave the epportumity of discussing with General Nolan,
Colonel Van Deman and myself the general subjeet of publicity.
Obviously, pease-time oonditions are not war-time conditions and
eortain modifications of our pelicy are ineviiable. But it will
always be desirable , I think, to keep frem other nations any
information whieh would lead them +0 have any particular respect
for our metheds of cipher attack, er which would give allied nations
any oause for effense in oconnection with the publioation of notes
which they had entrusted %o us.

Very sincerely yours,

Colonel George Fabyan,
P. O. Bex 435,
Chioago, Ill.

hon
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Bopianbher 9, 1919,

Ky dear Oslomsl Fabymm:

1 desire %0 acknowslodge your letisrs of September 3nd
mnd 6th, and to axpress my regret that in our letter of 4
Sepiember fnd the werd “assumptiion” was not used in placs of
*"gusss”. I assure you that the word "gusss” was mot used with -
any wpleasant cemnotation.

=

I will do everything in my pewer to sbtain the information
you request im your letter of Septmmder 6.

Very sinsersly yours,

Coleonel OJeorge Fabyamn,
P. 0. Box 435,
Chicago, I11,

hem
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Colonel Georg«/a Fsbyan.\
etc, ) ¥7

"I -,
Tr-

My dear Colonel Fasbyan:

g2/ S2k

1y . 2227

The subject of the conversation I had with you
while I was at Biverdbank has been on my mind from time to time, but
it was not until today thet I wae able to give it further considera-
tion. You wlll recall that you asked whether Lt. Friedman had my
permission to insert in his mammscript anything that he desired, and
without foreseeing at the time exactly what xirkx this question
involved, I atateq that 1 had no objection.

The information sbount codes and ciphers collected
at our GeneralBeadquarters in France was the result of a liaison
with our Allies and of the combined efforts of some fifty officers,
field clerks, and enlisted men who for mxparkmirwt the period of the
war devoted their time to the breaking of enemy xmt codes and ciphers.

A# Xis information is not the result of the efforts
of one man, but of t¥e efforts of the Services ofFrance, England,
Italy and the United Statesxupg,in justice to our Allies, to the
msg, and to our Service, X2 I feel that if this information is
¢ompiled or published, it should be tompiled, published, and issued
by the servicex whether for limited or wide circulation.

%WM?&JALM’/
I have your interests in mind as well as my own,

ﬁr besides being a reflection on the Service, it might by some be
terpreted as a reflection on Riverbank which wounld be put in a
position that might lend color to am intimation that it was assuming
credit for work done by the Service, a pasition that both of us wish
to avoad.

This opens up the entire subject of publica-
tion snd distridbution which I feel should be settled. The Military
Intelligence Division will continme to remain silent about codes and
ciphers. We may loose some publicityx bg our silsncs, but I am
concerned with results only.

But I do not want you to feel bound to our
policy. 1 shall offer no objection to Riverbank publications even
though we remain silent; ir fact, now that oconditions have chenged 1
wish to withdraw my objection to the distribution of the Riverbank
publications held during the war,'

The dispoeition of these and future publica-
tionsm%e/)/ should be made by Riverbank rather tham XID, for
we cannot refuse to publish and consent to distribute and maintain a
consistant policy.

I have & report from iMajor ¥Yardley that your
latest exposition on the 4 T & T is highly interesting, but that he
has not been able to reach & joint conclusion with the Sigmnal Corps.

Very sincerely yours XC

¥
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5 Bast 38th Street,
New Yorx, Sept. 15, 1919,

Brigadier Gensral M. Chmrchill, U.S.4.,
Mroctor of Military Intelligence,

Waghington, D. Ce
Dear General Churechill:

I have your letter ¢f Septexber 9th with enclosures requesting
that I state fraxkly ahd fully my idea of Colonsl Padbyan's suspicliems concern~
ing Celensl Maunborgne's motives.

I doudt Colonel Fabyan's sincerity in this matter, but in erder
to point out how the decipherer is very often sincerely suspicious of the en-
sipherer of problems, I wish to state briefly the charge that was onoce made
agalinst me by a Lieutenant in the Navy, who at that time was the Eavy sipher
sxpert. When I explained to him how messages in & running kesy could be solved,
he asiked that I submit him several messages in & ruming key. I turned the
work over to a clerk and sent the siphor to Lt. Smith without evern knowing
the content. He deciphered the message and in his letter of transmission, which
I am unable to find, sharged me with a deliberate effort to make the message
indecipherable. His charge was that in the cipher of two hundred letters there
ware three places where the running key and the text stopped at the same point.
In my reply I told him that I had had nothing to do with the preparation ef
the c¢ipher, but that inagmmeh as ths average length of Bnglish words was ap-
proximately five letters, acocording to the law of averages when two lines of
English wore written without space one above the ogher the words of each line
should end at the sams plase every twenty=five letters, or at eight points in
two hundred letters; that inagmoch as there were only three such places in my
test message the problem was three times as easy as it should have besn acoord-
ing to the law of averages. I make this point to show how prejudioced the de=-
oipherer very often becomes.

Ny opinion of Colonsl Mauborgns can best be explained by recliting
dPriefly some of my experiense with him. PFor & period of two or three years
before the war Colonsls Manborgne and Eitt had advertised through the Signal
Gorps an invulnsrable method of using the U. 8. Army eipher disk, namely the
ruaning xey. ZThe rumming key is & Xey that is not somposed of a group of
letters or a word but of a paragraph or a page 0f some book that is as long as
the msssage +t0 be snciphered. This affords a key that nsver repeats and was
believed by Mauborgne and Hitt t0 be indssipheradle.

I talxed to Mauborgne about this in Ostober, 1917. I told him
I believed I could decipher messages enciphsered in & running key. He laughed
at me good-naturedly, saylng that he and Hitt had tried 1t; that I would f£ind
when I began to attack the messages that I would get all sorts of things. The
cipher burean immediately began work on a method of solution and it was not

until December 1, 1917, that Mauborgns finally submitted test messages. On
December 6, I returned to Mauborgnme the decipherment of the messages he had
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gsubmitted. The letter of trensmission is quoted verbatim:

* Bageamber 6, 1917
Wiajor J. L. Maunborgne,
'm O0ffice, Land Mﬂﬂin.
Room 722, Mills Annax.

Dear Major Mauborgne:

*] am enslosing herewlith deciphermsmts of the slx meossages
in ths same rumning key enciphered with ths U. 8. Army eipher disk,
that you submitted to the Cipher Burean.

®In three of the messages you start with proper names; in
the entire sixr messages and key you use only one sonjunstion, two in-
finitives, four prepositions, and two adverbs.

®0f oourse I don't wish to say that this is an unfalr problem
put I 42 wish to call your attsntion to what I mentiensd in our ccn-
versation; namely, that being an expert sryptographer, you do, mnson=
sciously, select very difficult and ummsual passages of "English™}

“Qoraially,
1st Lt., 8ignal Corps, U.S.R."

Please note that in paragraphs two and three of my letter I som~
plain of the sort of language Mauborgne used. I have since learnsd by exper-
iense that the problem was a fair problem, for in the field ons ocan never be
osrtain that messages are in the sams key or in the same oiphsr, as far as that
is concerned, and the intercepting stations usually garble the messages about
ten per cent. 80 far as the language is concerned, it was only Saturday that
we decodod a message adbout the shipment of bananas!

In judging Celonsl Mauborgne's astion whezn he received this let=
ter, it should be remembered that he and Hitt were responsible for the uss of
the running key in the Army. He did not wait to write me but called immediately
by telephone, was profuse -in his congratulations and begged that I immediately
submit a memorandum to the Chlef Signal Officer of the Army stating that the

oy was unsafe and should be discontimmed at onsee This I 414 and
the Chief B S§af? cabled Pershing to discontimme its use unless the cipher was
modified with a transposition. Unfortunately 1 have no copy of the memorandmm
in my files. You can probably find it in the M. I. D. files.

Colonel Mauborgne like any other sipher expert is very firm in
his opinions, but when shown that he is in the wrong is only too glad to admit
it and asx for improvemsnts for the benaﬁtnm service. Both Ga%in Manly
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and I have a very deep affection for Colonsl Mauvborgns, because of his frank-
noss and willingness to ascept suggestions for shanges in S8ignal Corps methods.

While mentioning the running kxey I wiah to add another paragraph
that has nothing to 4o with Colonel Manborgne but which will give you briefly
all the facts regarding this particular subjecte I think it was in Ostober
or Eovember, 1917, that Captain Powell left Riverbark and stopped irn Washington
for a fow days before sailing for Eurcpe. He was asked at this time what
Riverbank knew about the solution of messages in the running ksy, and he replied
that Riverbank kmew mothing, that Rlverbank had never worked on messages in the
running key and did not even xnow that Mauborgne and Hitt had recommended its
use to the Army. In the latter part of October Gensral Pershing asked for
four oods and eciphsr experts for intelligence dutiew and the cipher buresu
inmediately began to select out of some twelve students four suitable men.
During the period of training these men were instructed in the methods of
soclution of the running key and when they went to0 Riverbank, at Colonel Fabyan's

estion for further instrustion, they explained to Riverbark our msthods of
solution. I have it from ens of the men that when they arrived at at Geneva,
Riverbank knew nothing about the running key.

I am enclosing herewlith a Riverbank publlsation entitled
"Mothods for ths Solution of Ruxmming-Key Ciphers™, on the fly-leaf of which
you will find a note to Colonsl Van Deman dsted Marsh 17, 1918, and signed
George Fabyan. You will find also & reprint of a letter to Fabyan dated
Jamary 18, 1918, signed by Mr. Friedman, who at that time was a civilian,
I guote the letter herewlth:

kot e
"My dear Colonel Fabyans January 18, 191s&" Aots ! Yo

®*] have the honor to transmit to you Publication mumber

ning-Key Ciphers.®

®Conserning the possibllity of the decipherment of a mes-
sage or & series of messages enciphered by & rumning-key, it was
sald until as recently as three months ago, "It can't be done™ or
®It is very questionable.” ]It is probably xnown to you that the
U. 8. Army Disk in oconnection with & running~key has beer used as
a cipher in field service for many years, and is, to the best of
our knowledge, in use today. I suppose that its long-continmed
use, and the confidence plagsed in its safety as a field cipher has
been dne very probably to the faot that no one has ever taken the
trouble to see whather "It could be dom.™ It is altogether probable
that the enemy, who has been preparing for war for a long time, has
not negleoted to look into our field elphers, and we are inclined 7

- = - v_._*_‘,__
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16, of the Department of Ciphers, "Methods for the Solution of Run- sw
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oredit him with a xnowledge equal to or superior to our own. Ve have
been able to prove that not enly is a single short message ensiphesred
by the U. 8. Ay Pisk, or axy similar device, easily and guiockly de-
siphered, but that a series:of messages sent out in the same ey may

be dsciphered more rxpidly than they have been enclphoredl

“Hence, since not destrustive wut eomstructive eriticism is
the purpose of the Department, we have earnsstly endeavored, by point-
ing out the defeots of the 0ld system, to show how the same may be
remodied, and how the system may be made more trustworthy. %The final
paragraphs of this book state eur eonclusions, gained from the results
of our investigations.

"It 1is our hops that this bookxlet will be a source not enly
of interest to yom, dut of astive beneflt in these times when the fate
of nations is more than ever dependsnt wpon effective means of secret

MN"L (r:\’:,ﬁﬁ} OZ;)W W‘Vory respectfully,
R -
‘,,e,.v)‘ 'ﬂ,)v"\ L% % ¥. ¥. FRIEIMAN,

y_,»\r W oA . Director.

2 p,,)’ w",ﬂ"} Department of Ciphers,
D P I shall not disouss this dsliberate steal for 1t is already s
xivorbaak soandal (the next steal, as I have already pointed out to youm, will
be methods developed by the service in the 4. E. F.), but I do wish to
point out the manner in which they submitted their information to the War
Department. Friedman states in paragraph two of the above letter that as far
a8 hs knows the method i1s being used in the army and notes in the last paragraph
that *I{ is our hope that this booklet will De & source not only of interest
to you rabyan] but of active bemefit in thess tm-w
As a mtter of not tha Bigm.l corps and tho L. 2. ¥ hsd been informed that
messages enciphered in the rumning key were unsafs, bdbut Friedman and Fabyan
did not or pretended they &id not xmow that its use had been dlacontinued.
Instead of informing ms in secret sbout the “fate of nations™, Colonel Fabyan
publishes, copyrights, and dedisates a copy to0 Colensl Van Demani

oy

H4

—t (s

- But I have got off of my subject, but feel ths foregolng may
help you to form an opinion.

Vhen I was in Washington the week before lLabor Day Colonel
Mauborgne took me to the Signal Corps effice and showed me the A. T. & T
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sipher maghing in operstiom which had beern put up especially to enciphsr
messages for Colonel Fabyan. I heard him give imstrustione to the Lieutemant
in eharge how msssagss for Colonel Fabyan should be exndiphered. Ee merely
t0léd the Lieutenant to go to the Signal office, take from the files a day's
Pusiness and bring the messages baock and ensipher them just as if he were
sending them officially to Hoboksn. He did however tell him to change the
dates of the messages for he feared sSome effort on Colonel Fabyan's part to
obtain the original text from the files of the S8ignal Corps.

Y

o

It is & psyshological fast that the desipherer is always sus-
piclous of the encipherer dbut Colonel Fabyan's sharge against Colonel Eanborgne
is in my opinion entirely unjustified. It is merely another example of
Riverbank's methods.

As you asked that I discuss this subject frankly, I have felt
free in the foregoing to call things by their right names.

Very sincerely,

1 enscl.
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