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FORE~ 

In one respect, the classification or this FOREWORD and of the 
accompanying papers is a. rathf3r rema.rks.ble anom.aly and one . tl:ia t may · 
be tJf inter __ est. ~~-I shall begin·tb~story by notinf that-'iihan cor-
:rectly used, th~ currentl~ employed~ _is, cryptographic-
ally, almost ani'exact replica of a system developed over 30 years 
ago by ~he American Telephone and Telegraph Compsny, for the U. S~ 
Arm~y- in World\ -w ____ ri:,:J_P I~ A rather detailed descriptlo.n of the system 
and its apparat' was disclosed by the American Telephone and 
Telegraph Compan.r in a technical paper vhich vas Wl""itten by the 
principal invent·~'l:r, an A. T. & T. Co. engiheer named-Ve:rnam, and 
'tthich he present4d befox"e the midv:tnter convention of the .American 
·Institute of Electrical Engineers at New York City in February· 
1926. The

1
Verna.m\Jil9.per vas later printed in the proceedings of the 

Institute. It seems almost a certainty that the cryptographic · 
principles on which I I is based stem di~actly fl"Om that paper. 

/ ' . 
Our records shov that the A. T. & T. Co. development vas \ 

initiated in 1916, but ~as perfected too late to have bee~ employed 
e.xtt~nsively for TJ. 3. Army traffic in. Wqrld War I. A set of four 
intercommunicating stations was established in the autumn-of 1918, 
prllla&rily for test purposes in the United States,2 and a- limited 
amo1mt of actual traffic vas handled in this system as a preliminary 
to possible wider usage by the U.S. Army,'both in the United States 
and_ in Europe in 1918. In the' spring of 1919, upon the close of 
World War I and for a ~umber of reasons, one of which vill soon be 
made clear;. the system vas abandoned. Some 22 yea~s later, in the 
faco of' a real need for secm.•e teletypevriter colm'm.mications and 
while awaiting the completion of new equipment specially desi~n~d 
for the purpose, I suggested that 'the old noouble-t~pe system be 
resuscitated by th~Signal Corps as an emergency meens of teletype
writer crypto-communieation. The A~ T. & T. Co. vas very helpful 
in this and the emergency system was successfully used from the 
middle of 1942 until early in 1943; when it was replaced by'better 
onef: using more :moder,n'' equipment. 

\ 

*_J * 

It vas the contention of all concerned in the original A. T. & T. 
Co. development in World War I--the engineers of the company and 
thoE1e of the Signal Corps, as vell as the cryptanalysts in the 
.Military Intelligence Divi,sion, General Staf'f, in· We.shington-tha.t 
the system and apparatus as developed and proposed for use vas 
"abf::olutely indecipherable without the keyn."' Indeed, the Director 
o~ t.he Military .Intelligence Division vent on record. off.S.cially to 
that. effect and a copy of the latter, which vas actually prepared 
by ·:ra.rdley (author of uTh,e American Black Chamber~'~), is still avail-

' able' d.n our files. · _ ' 
\ 

1v er~m,-G. S., Cipher Printing Telegraph System~ for. Secret Wir\e 
artd Radio Telegraphic Co~iea.tions, Trans. A.I.E .. ~., Vol. 45, 
pp. 109-15, 19~~p. (Vernam is the man whose name gave' rise to the 

~-·· . .,,. rule vhich we nov call "Vernam ad~ition. ") · · 
,-

2A document dated 23 Sept. 1918 entitled "Regulati'ons for'the Test 
of the Printing Telegraph Cipher" is still extant. -
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O.f possible interest to the reader are the circumstances u:nde·:r 
which the a.ppal'"a.tus and tb.e system were explained to me in New 
York, in ·the early pa.l't of ~;:fay 1918, as I vas a. bout to embaF>k for 
var service in the Code and Cipher Solution Section.of G-2, GHQ-AEF, 
in France. From the summer of 1915 until )1ay 1918, I had been a. 
member of the spff of an institution known as .the \Riverbank La.bora- , 
tories at Geneva, I~linois,·a private research organization operated 
by a. soyevhat £tccen.tric but wealthy Chicagoan named \,Colonel George 
Fabyan. One of t~e fields in vhich ~esearch vas conducted at the 
Riverbank Laboratories by a small staff vas that of ·cryptogl'aphy, a 
subject in vhich I took an int~rest a.s.a.n avocation.- \.But soon it 
became my vocation, vhen in the latter part of 1916 Colonel-Fabyan 
mad(f me Director of the Department of Ciphers in addi ti.on to certain 
other duties. From then until about the middle of 1918, in a quasi
official relationf:Jhip vith, a.nd at no expense "tiha.tever to, the 
Goverx:m1ent (Colonel Fabyan, as a patriotic citizen, footed all the 
bills), the Department of Ciphers conducted cryptanalytic.vork f'or 
the State, War, Navy, and Justice Departments. None of these , 
large organizations bad any cryptanalytic units whatever until the 

2 Army established a. unit (under Yardley) in the latter part of 1917-. 
It vas on the basis of' this e&I"lier qlias1-of:fic1a.l relationship 
that a disclosure of the details of the A. T. & T. cipher ma.ehine , 
and its operation 'vas made to Colonel Fabyan and to me in May\ 1918, 
as noted. (Security considerations were just in their infancy:~) 

As explained to us by_ the officials of the A. T. & T. Co., 
the cryptographic system the ro osed vas based·u on the use ot 
tw oBaudot random-ke ta es 

, one exactly 10 O, the ot a~, exac c 
~1~e-n-g--~; -both vere to be ~hanged d&ilyo Single tapes were never to 
be used-~a.lways both tapes vere to b~ employed simultaneously, in 
combination, to generate by their interaction a single very long 
key of 999,000 characters. 

I beard nothing more about this mac~ine until April 1919, 
vhen I was demobilized and rejoined the staff at the-Riyerbank 
Laboratories, to resume my position as head o~ th~ Department of 
Ciphers--vith no· other duties. 1 The .A. T. ~ T. cipher vas then 
being carefully· scrutinized by my staff. · -, 

Having bad a good opportunity to study the system, the. conten
tion of invulnerability to decipherment without the key {the word 
cryptanalysis bad not as yet been coined) va~ deemea to be unwar
ranted by the cryptanalytic staff at Riverbank. After noting the 
results of their theoretical studies and elaborating the results 
further, I became the principal contestant. ·of the a.llege_d invul
nerability of the system. For this and for other reasons, I vas 
directed by Colonel Fabyan to put the results of our studies on 
paper and theFeupon'wrote a brief brochure entitled 11Methods for 
the Solution of the A. T. & T. Cipher Machine. u The paper was' 
~repared in' March 1919 but no copy vas sent to Washingtott at that 

1com•tesy title {an honorary colo~el on the staff of the Governor 
of Illinois) •. , He died in 1935· · 

2Tbe De~rtment of Justice ~d ~ne roving agent, on the Southern 
border, who from time·to time solved some simple Mexican ciphers, 
mostly monoalphabetic in nature. 

' ' 
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tine. Instead, Colonel Fabyan began writing letters to certain 
people and made vhat appeared to-them to be some rather broad 
cl'a.ims. 

\ ' 

~n August 1919, after a considerable amount of correspo~dance 
which was becoming rather acrimonious (largely because Colonel 
Fabyan, purposely or inadvertently 3 wrapped a veil or obscurity 
around vhat he thought ve were able to do), the then Director of, 
Military Int,elligence, Brigadier General ~~rlborough Churchill, 
sent Major Yardley to Riverbank' to look into the claims Vhich 
Fabyan vas making as to the vulnera:bility of the sy~tem. The prin
ciples ve had elaborated to solve this cipher were explained to 
Y~~dley, who returned a -few days later, accompanied by Lieut. Colonel 
!liauborgne, the-- Signal Corps cryptographic ezpert vho bad been 
di:. .. ectly in cba:r•ge of the development and who, 20 years later, vas 
to become Chief Signal Officer. The proposed solution vas explained 
to both officers, but Colonel Mauborgne contended that Riverbank 
really did not ,know the Signal Corps 9 method ot use. Although it 
vas true that permanently fixed lengths of key tapes (1000 a~d 999) 
had been contemplated in the original method as proposed by the 
A~ T. & T. Co., Colon.el Mauborgne stated that the Signal. Corps had 
di:fferent ideas: the two-key tapes, be sa_id, could be variable in 
their lengths, prime numbers, being l>referable; and· there were other 
ne~ procedures in their usage which vould, invalidate the solution 
proposed by ~he Riverbank investigators~ The record contains the 
following: "Colonel Msuborgne left vith us a rough pencil sketch 
of the manner in which the machine is ~used, reiterating his 
opinion that as nov used, the eiphe~ is-invulnerable •.•. Colonel 
Mauborgne said further that ~f ve could break the cipher vhen used~/ 
in accordance with these rules he vould then acknowledge that ve -
had broken the cipher as used by the Signal Corps." , 

A day or tvo after the departure of .these officers, ,tvo copies 
of my paper of March 1919 were sent to Washington; one tor the 
Signal Corps, the other for G-2. The conference also resulted in 
an agreement that Riverbank would accept the ga1mtlet throvn down 

1
by the Government and would try to p~ove its conten~ion of vul~ 
nerabilit{ of the-cryptographic system by solving a set of "cbal~enge 
messages. 

The ,Rive~bank cipher staff studied the nev situation presented 
by the change in procedures adopted b7 the Signal Corps and found -
it unnecessary to change its original position regarding ,the 
vulnerability of the system. Again I vas asked to put the results 
of our studies down on paper, and.wrote an addendum to the original 
paper (Addendum No. 1), which is dated 19 August 1919. The 
Riverbank/staff tQen awaited vit~ confidence (not unmixed, hovever, 
with some trepidation) the receipt of a promised set of 150 cipher 
tapes representing the ncballenge messages." .These vere to consist 
of messages sent in one day 0s traffic among four simulated stations 
forming a simulated net. -

Unfortun~tely, vhen the cipher tapes arrived, on 27 September 
1919~ there vere found among the "challenge" cipher tapes four 
plain-text tapes,- the latter having been inadvertently included. 
Rather than accept this "bust" and becloud the issue further, we 
immediately notified the authorities in Washington of tie error and, 
o~ 8 October 1919 received a nev bat~h of cipher tapes: This ~ime 

II must admit, hovever, that we nevertheless-derived considerable 
bene:fit ·rro:m the "bust," for it told us much about the oonstruc_
tion of the messages-~the natur~ of the addresses, signatures, 
etc. It vill be seen later hov useful this knowledge became in 
solutiono I do not think ve could h~ve met the challenge success
fully had it not been for this e~ror! 

-3-
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no plain-text tapes were among the cha~lenge messages and the River
bank staff began .its work. The la~or ~as somewhat-arduous and after 

·some six weeks a_ steady work, often 12 hours a day, my collabora.t'ors 
had all deserted me, when all our efforts seemed fruitless and the 
problem a hopeless one. However, with vhat.appears to me today as 
rather dogged determination (how I yearn for those days of youth!)~ 
I stuck to the task all alone. ' Finally, on 8 December, exactly two 
months after receipt of the "good" challenge.messages, I, too, came 
to ~hat seemed the end of the trail--mentally "down but not out." 

\ 

Reviewing the situation quietly, with my, _feet on to:p of my- desk 
and pulling at my pipe (yes, I smoked one in those days!), I came to 
two conclusions: first, the principles of solution were correct and 
had to yield the.results ve were seeking; second, somebody bad made 
an error somewhere in the work and the- error had to be found before 
further progress could be made. What we had received from Washington 
were perforated tapes and these bad· to be transcribed into characters 
on sheets of paper. Could it be that one of my assistants or I had
made an error in this first step? There were three crucial messages 
involved--they•had been the rav material for endle~s experiment--and 
I decided to check the transcription from the tapes myself. No 
sooner thought of than I proceeded to the task. ~ 

My ruminations were quickly rewarded when I discovered that 
~ character had indeed been omitted accidentally in transcr·ibing 
one of the three tapes--but that character was at a very crucial 
point·.' Making the necessary correction, 'I called my staff together, 
explained the situation, and asked for volunteers to tackle the 1 

problem once more. There- vas 100% response· (al-'1 six of them!), 
although I could easily detect that my staff remained cynical but 
had decided to humor me in my fatal delusion. However, it vas n~ 
delusion, and I, myeelf, vas the.lucky one to dispel it. For within 
ten minutes and vith mounti~_internsl excitement (some of my readers 

. will recognize the symptoms) I had obtained, as a resultant of the 
trial of ,two hypothetical addresses, the letters ~QU. Not much, to 
be sure--we had often before obtained excellent trigraphs, tetra-
graphs, and even pentagraphs .that turned out to be discouraging 
accidents. But I continued, thinking to myself: "If the next 
let·ter turns out to be a vowel, preferably an I or an A, maybe I, 
really have something here!" The letter that turned up was the 
letter I--EQUI! Hardly able to repress-my excitement, I went on: 
"In the name of all the patron saints of the Kingdom of Cipherb let 
the next letter be the letter P," I prayed. And a P,it was! I've 
g~t it!" I shouted, "I really haye, this time." It was a .bit dif- · 
-ficult to'convince my collaborators and echoes of disbeli~f rever
berated. But soon, gathered about in a tight huddle, a-convincing 
demonstration, consisting of adding a few "good" letters immediately 
before· and after EQUIP, left notbing·more to be desired--exce,pt the 
reconstruction of th~ key tapes. The challenge had 'been, success-

1 fully met, but it had taken much longer than had been anticipated. 

The tvo unknown key tapes were reconstructed coincidentally 
with'the solution of a few of the challeng~ messages and then, to 
prove beyond shadow of doubt ~hat the system had been solved, we . 
~nciphered three messages of our own, ~ddressed to certain officials 
in Washington, .using the reconstructed keys. Our messages were _ 
enciphered "by hand," for we did,not have any of .the machineso The 
Telephone Company in Chicago kindly gave me access to a keyboard 
perforator, by means of which, very laboriously (.by the "hunt and 
pec~method), I punched out the cipher tapes. The latter v~re then 
sent by mail to C~lonel Mauborgne in Washington, vhere, promptly o~ 
1Becau~e of the transcribing error mentioned above. But not all the 

time lo'st on-'that account vas sheer waste, for it was· during the . 
period of fruitless struggle that all the short cuts vere developed 
which'greatly hastened sol~tion once the error had been found. 

-4-
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~eceipt, they vere deciphered by machine with bis own key tapeso 
Colonel Mauborgne immediately thereupon and without reservations 
acknovledged, as promised,- that the validity of the Riverbank con-
'tention had thus been fully proved,.l Soon Colonel Mauborgne and l 

Major Yardley visited us once more, to learn the detailso The suc
cessful outcome of this experiment naturally called for another 
addendum to the o~iginal paper, and this became .Addendum No. 2. 

' ' ~ 

. By this time the cryptanalytic ~taff of the Military Intell~
gence Division, -finding itself in a· rather embarrassing position 
and insisting that the initial point of departure in the Riverbank 
solution was a knowledge ·or the starting points of ~e tvo key tapes 
for each message (hov true!), proposed that these initial points be 
disguised by means of a specially prepared small code and then 
enciphering ~he code groups by three independent mixed alpbabets. 
The proposed method (but not the code or the special alphabets) was 
submitted to the Riverbank s~ff for comment, and I wrote 8: third 1 

addendum to my_ original paper (Addendum No.3), proving the inade
quacy of the proposed method of disguising the indicators. Two 
copies of Addenda Nos. 1, 2,,and 3 vera nov sent to Washingtono By 
this time the war vas receding into the dim past, the Army author
ities were tired ·or somevhs. t g1•oggy over the whole business, and 
thought -it best to call a ~lt to it .. As a consequence, further 
uork on ttie A.. T. & T. Co. Cipher Machine 'vas stopped and the 
machines put in storage. Soon thereafter I left Riverbank to accept 
the position whiqh vas established for me in the Office· of the Chief 
Signal Officer in Washington, as the chief (and only) cryptanalyst. 
I did a little research, vhen time permitted, on improvements in the 
printing telegraph cipher and proposed one which vas soon made 
public b7 the issue of a patent. (How naive we vere in those aays! 
God forbid tbat'the improvement dia,closed in this patent be adopted 
and incorporated inl I!) 

EQ 3.3(h)(2) 
* I?L 86:-36/50 USC 3605 

In view of the present situation in .regard to thei !sys-
tem, it occurred to me that the Riverbank technical papers on the 
A. T.. & .T. Cipher .Machine, even though they were Vri tten many years 
ago, might still be of some value or would, at.least, be of histor
ical interest. A search through the old files at Ar~ington Hall 
yielded a copy of the basic paper, Addendum 1, and Addendum 3, but 
alas! a very thorough search of all files in Washington f~iled to 
turn up a copy of Addendum 2. A letter to th~ Riverbank.Laboratories 
brought nothing~ Colonel Fabyan bad long ago departed to the next 
vorld, as'hsd his seeretaryo The Deaprtment of Ciphers baq ceased 
functioning soon after my departure .and all its files had been , 
destroyed. Sct there was no Addendum 2 to be bad, which was unfortun
ate, because it was perhaps the most- interesting one of them all: 
it vas the one which dealt in detail with the solution of the chal-' 
lenge messages~ The· only materiel I could find among my old and 
very dusty personal papers was a badly·marked up first draft of 
Addendum No. 2, vi~h many diagrams missing but with consid~rable 
number of miscellaneous ·shee~s of notes, q~eer "doodlings, etc. I 

1Folloving is quoted from a letter_ dated 29 Dec. 19l9'from Colon~l 
Mauborgne to ,Colonel-Fabyan: "You have done a great work an~. your 
contention of last March is sltstained - tbat the method of ,using 
the printing telegraph cipher as used l~st year by the Sigp.a:l. , 
Corps vas decipherable,. Thi~ is, perhaps,. the· toughest indivi
dual cipher you have ever bad to tackle. ·To the victor.belong 

-the s.poils 2" . 

rFOP 5ECRET//COMIPrB 
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do not know vhethez• it va.s·worth.the effort, but I have done my 
best to reconstruct Addendiun 2, wfthinttt.~ limited time at my dis 7 
posal. It is not a.dequa te, and I am' sure that J;J:l~ final Addendum · , 
2, when-it left Riverbanl<, vas a very much better papel'~ However. 
it is my hope that some of our workers and collaborators onl 
m~y ,find _in these papers some tiny f'r~gments of interest. -'~-o-r~m-e-, ..... 
they are an echo of interesting events of a distant age; but the 
thrill of a successful meeting-of a serious challenge. is still 
vivid in memory .1 · · ' 

I have made no changes whatever in the texts· of the basic 
paper, or in Addendum No. 1 and Addendum No. 3. Because of the 
unfor-tunate failure to find Addendum No. 2, I have had to use, as 
noted above, the first draft. This, too, I have 'faithfully repro
duced without cha.ng'es of a material nature. The papers should ( 
tberefo~e be read, not in the .light of the present state of crypt
analytic science, but in the light of the art as it was in 1919-
a,\long time ago, when considered in terms .of the progress that bas 
been made sin~e then. · 

In the light of these resuscitated papers of long ago, one 
fact takes on a special significance: the present usage of a system 
over 30 years old points to a lack of sophistication or imagination 
in .cryptographic invention. This lack receives confirmation when 
we take into consideration other things that ve knov, and I .feel 
that ve should not be too pessimistic about the 'future. Currently, 

. the I I problem is, in certain respects, much more diffi;=.c-=u-=l..;;.t _ ___, 
tr~n the one which confronted the Riverbank staff in 191 . -

than were· ose nvo ve n 
~~~----~~--~~~--~~~----~----~ the iverbank solution; but more important by far is this difference: 

IL,t,...h-e-·r.,...e __ a_r---er-l ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~1--b_e_c_a_u_s_e __ I_n __ -t_b_e ______ __,l 

latter neither key tape was ever used by itself, only in combina
tion a d 

the case that the 

; this is something which would have greatly 
~~~~~---r~~~--~ fact, it would have elimi-, 

' 

Finally, there is one more aspect well worth .noting and of, 
current interest. ' 

The Riverbank staff solved what was for 'those days, I think, 
a very complex problem, and it accomplished the task under cir
cumstances which, considered in the light of vhat can be done 
cryptsna.lytica.lly today; were rather difficult. 

In the first place; the staff was very small in numbers and, 
With one exception, its members had relatively little training in 
theory and very 'little practical experience in "opera.~ions" as 

lAs of possible interest to my readers who'may·care to look into 
it, there is on file a paper entj,.tled: "Extracts from corres
pondence relating to'solution of A. T. & T. Printing Telegraph 
Cipher," together with certain letters wh~ch ~xplain vhy the 
Extracts were prepared. They·give further details of the story 
and its background. , -

' 

- ' 

. ' 
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conducted in these days. In the second place, its .procedures and 

-tools vera rela-tively veak ·and undevelopedJI for modern methods and 
techniques vere just in their infancy. In the third plane, it had 
on~j one set of messages on which its contention or vulne~ability 
had to stand o~ fall. And if it had failed on that single set, it 
vou.ld have completely fallen dovn on the job·it bad undertaken
for no other set of messages, I feel sure, wou+d nave been made . 

'available to permit another trial to be made. In the ~ourth place, 
and possibly of greatest import, the Riverbank staff solved the ; 
problem without the aid or machinery of any ~ind wha.teverc 

Of course, we vere alvays on the lookout for "sho~t cuts" and 
"band" aids to speed up the cryptanalytic testing. I do not think 
ve suffered from lack of imagination, _but the machine age in crypt
analysis had not yet dawned. Tabulating machinery was just in its 
infancy; its use as an aid in cryptanalysis was not even conceived. 

But the Rive~bank staff, small as it ~as~. without adequate 
training and experience, lacking special machinery, using what may 
today seem rudimentary methods 1 and having only a single, relatively 
smell sample to begin vith, nevertheless suqoessfully met the . 
cbelle~e offered by the Signal Corps and G-2. Today, with the aid 
of high-speed electrical end electronic devices, vith much advanced 
cryptanalytic theory, methods, and techniques, with an adequate 
staff of enthusiastic, competent researchers, and a plurality of 
sources from which examples to be vorked upo~ can be ,selected, it, , 
seel1ts to me tha·tl _ should no,t be s. hopeless problem. While 
the odds against our p~esent workers may b~ greater than they were -
against the Riverbank vorkers, the tools and methods of the former 
ara very much better than those of the latter; and over and beyond 
these consider~tions there· is this one: the urgency, tmpo~tance, 
and possible fruits of a successful meeting of the 1948 challenge 
are' so much grea.·ter th$.n those of the 1919 challenge that no com
pal ... ison whatever ean be made in these respects. Just as the 
Riverbank workers met the challenge presented to them in 1919, vith 
far less at stake, ·so I ··feel sure gurl jvorkers "Will success-
fully meat the far mor .. • __ e ____ ... ---d····~~f'+cmlt but much more important challenge 
offered them in 1948o 

EO 3.3(h)(2) " . 
PL 86-36/50 USC 3605 

21 July 1948 
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C 0 NT EN T So 

lo OPERATI0N OF CIPHER !fACHINEo 

posaibUities in the wq ~ ~f'icult7 of deciphermento 

We.a.knaasssj) danger of ovarlapJ:dng portions of massages; 

nacessity for CEi"tain characters. Wdch operate tha machine and are nee= 

sssar:Uy a paxot of the cijhego message) :reciprocity in ciphEill" square 
~ 

makes easy reeonstructiona 

2.. Solution o£ single ley messages which overlap_p detecting 

overlapping placeso 

)o Solution of d~uble running key messa~s Vlhich overlap; re-
'1 

construction of !<eye fi>om ~lwd or captured messagesa 

k. o DeeiJ:berm~mt by superimposition ot cycles with nothing given 

excep~ that ~ is inh~ in the machine itself'o Deeipherment of sub= 

So Lqth of cycles det~ed by solution. depsnding upon key 

il'idicators o 

', 

6o Cipher aqllalL"e or charto 

(a) HeM it +a constructed.jol primary forme 

{b) Chanced ,,from primacy into secondary squ.aioe for cart-

venience .. 

(c) Recipr'Ocal relations however usedo Makes reconstruction 

of square easy" 

• 
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PamCIPL$ USED IN THE SOLUTION OF THE Ao To & To 

MAGfiiiiE CIPHERo 

Ira J~llWtJ l91S0 ~~ woo ~mit~.~ fOX" ~ e~nticm by the 

Ao '1' 0 & 'l'o Oom~D e.nd tlhG p.i'tice of the Chief s~ '()ff'i~ of th~ 
'I 

United St&tea Agol!Wo d~aila and ~ptas of thG lm~ of a eiph~ ~binG 
' 

tc ba us!Sd 1m ~lrmu~l'dtti~ aci'at ottidal cammmicaticmso ~taif eonsicl= 

G~abl0 at.v.OW wa ha~a to~d th3 o~~ion that thG~ s;vo~ possGra~ cs~tain 

t:a~aooas which rsmit of~ atteek ~pon the ciph~ and n"Emdw it unsafe 

foxo matters of importance" 1 

We shall tey to show .fh>st that tiua alightlslat eo.relesansss on ths 
!, 

l1 

lay all thG msssagea ~ciphered by means ot the esme ksya open to easy sol= 

utiono Sinco earGlleS&n(IJS&J em the p&X"t or the peraB~l tc ba ent:rustsd. w:tth 
,, 

tm operation of 'the machimt and !gne&"ance on th~ pax<>t of the reasons for 

GJVQJ."'1 p&>®caution mcesear;r in cipbe&"" work us to oo ~ected, th@ existence 

of this op<Bnmg for an attack must be ~tted.. SE!COndl,y :> we ehal.l at tempt 

to show~ granting not onJ3 an absolutely Wallible operation of the machine 
li 

by the personmili but also the theoNtical absolute inde~ipherabllity ot a 

massa•~e .anciphered by means of a ramlom=-mhed» s1ngle£l non ... repeat~ng, running 

keyJ) that the mechanics of tha machine» and certain features of the syste~ 

are such that an attack is not only practicnbl.ep but easy under norrral con

ditionso 

It will bs unnecessary to E!P into details of the operation or the 

lmchine D inasmuch as this ~pOrt iS addressed only to those VlhO submitted it 

We shall discuss the solut.ion of two cases: . ,, 

,, 

two or mc>re being in the same keyso 

(2) raters me~sages have beem encipherGd oorrect:cy tJ 

none bsmg in the same hlsys o 

-l= 
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,f 

1 o SOWTION OF A CASE rJHERE 'NO l~ESSAGES HAVE BEEN 

ENCIPHERED BY THE SAME m1S o 

bt vs suppose> ~hat in· the two messages given bslmv the first. 

bas bsan .enciphered by the keys indicated and thatD through an oversight 

Oi" ~lesmesss the sseomi massage we then enciphsred by ths same kews.~~ 

bapmng at a.&etl_y the sa!n3 'point 1Rl each kayo ~ xoesult of such an 

~ll'T01f is that both messages have ba~ enciphered by tha aama single ke7" 

and wa Jlla3· disi"egard for the present the fRet that a double kay was uaedo 

We give the details of the solut.ion .or su~h a caseD not because there is 

anything original or s~ impossible. contained th~ in, but because 

cexotain phases of the prmciples elucidated. will be used lat.er in the dis"" 
' , . 

. , 

ouasl.on ot a mere complicated caseo 

MESS AGE So 
C:.-c::2t-cr:tCIIOO.Oc::3 

,, 

II 

X6NDP lL. E Y 'r P P · Q P ,J U Y Qk.RMV MIMMO 

YN3RF V?GCG 3NRXQ-YGGTE !FORT 
I, 
,I 

'fYGIR J B "p S S DFJ5B KWMAX CGX.3U 

ELHYU P Y ,J N X LKKWU OYSCR X IE etc. 
•' 

I! 

etc.et.co C E "L 2 W C 3 S K C 

2o E Y '1' P P Q p ;:J ~f y QPRRB S J E 7 H FM4F3 

lt N 0 AU FVGCM JXECI X 3 I 7 P K3GJI 

TDWI~'l S E '!7 E 2 KZ2P6 S HI 2 5 FLWY3 

U,QHAM ":1 1 D U T GE5GC DVYJT X 1 Q etco 

etc. etoo 4HZUF CR3LX JP63Q u Q 

We zna.y disregard the first seven letters in both messages~ 
' 

since the7 deal with the kei indicatorso Tha next four letters.t J~M~Y»Q$ 

baing common to both messages~ proba~ represent 44~ j) (functions of 
I 

II 

machineg earriaga return3 line feed, letters) o Ve may begin work:ingg 

therefore~ from that point on, as shown below~ putting the messaees di= 

ree~ beneath each othex-o 

~2= 
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Mesa .. l = l-+ R H V }.{ X H l.~ 0 X 6 N D P Y· N ) R F V 7 G C G 3 N R X 0 Y G G 
Mess o2 = P R R B S J E 7 H F M 4 F 3 M N 0 A U l'"' V G C M J X E C I X 3 I 

Meso,l - T F. I F 0 R T T Y G 1. H J B P S 5 D F J 5 B K W 11 A X C G X 3 U 
l1ess.,2 = '! P K 3 G J I '1' D l1 I \'1 S E 7 E 2 K Z 2 P 6 S H I 2 5. F L W Y 3 

M0ssol = F, L H Y U P Y J N X L n K W U 0 Y S C R X I E etc~ etco C E L 2 
Messn2 ~ U 1 ft A H :; L D l! T G E 5 G C D V lii J T X l Q etco etc, 4 H Z U 

l1 

Mess .. l = 'T C 3 S K C , 
Messn2 - F C R 3 L X J P 6 3 Q U Q 

Now :in all massaees' we mtq e.mpect to find both a. series of JVs 

(s:pacea) and 442. (carriage rot urn and line i'S6!i) » repeated irregular~ at 
l 

intervals throughout the meSSB[,'eSo If \'ie can locate in ona of the messages 

a series of 3 va or the combination 442, or Bey" otitu' p.1.ai.n teKt, then we may 
' I ' 

i'ind what the plain ttmtt of ~he co:rrssponding portion of the oth6lf message iso 

Too complflte symmatey of ths cipher square~ giving rise to reciprocal rala= 

tions bet·ween the three elemanteiJ) key» plain text and cipher~ in a l!l8ni!el" tc 

be explained bal.owfl ~s it: possible to recover the single KEr.fZi> g.tven the 

cipher ami the plain texlic This is the first weakness in the cipher syatemo 

I.t>t thia exam.pleJJ ~ may start off l'q assuming that the plain text 

of one of the msssaeea canaiata of nothing but a sfil"ies of 3°s 9 and then 

find out What the plain text·: of the other message liDuld be on this assump= 

tion, by x-eferring to the cipher square; that isJ) by finding the single key 

letter>S eoncemed for the tentativaly deciphered portions and applying them 

to the corresponding portions in the other message o For emmple.~~ the .first. 
li 

cjpher let.ters in the two rnassaeea as ax-ra.n~d for deeiphernent are 4 and Po 

If' we assume that the plain :text equivalent of 4 is 30 then the key letter 

would be N~ in which case the plain text equivalent of P would be Go IfD 

on the other hand, we ass'UIIIB that the plain text. equivalent of P is 3., than 

the key letter v.ould be L.$ in which .case the plain text equivalent of 4 would 

be G ulsoo But the result of assumii¥; the key letter to };~ 39 applying it to 

4» which gives Ng and then applying N to p D is also G; and the result of as= 
' 

suming the key letter to be 3t appl,ying it to P 9 which gives L$ and then a;p= 

plying 1 to 49 i.s also Go 1l'hes~ :rW.ations,~~ as s~t~d abov~s- :hold true be= 
·- ' .I • 

cause of the complete reciprocity of the cipher squareo It is clear there= 

torfl» that we can omit~ for the pressnt, th@ interli!2die.te step of determining 
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the key letters, end find E.d.mpzy the plain text. of the other message 

directly from the square, .'by considering only the three elements: assu.mcd 

plain text., ciphs!l" of mss51aae 1, and ci}itar ot .m0ssage 2o 'l'his can be. done 

in one operation by proce~ding down the columns headed, for GXBillple by 4 and 
II 

P, in the cipher square, until we coma to 3 .in one of the colwnns$ where= 

upon it will be found that G is in the other column on the same line as .3jl 

or We can proceed down the OOlUllinS headed by 4 and ) to ? in one of the col= 

umns, whereupon G will be:found to be opposite P in the other- column on the 

same line., Any three letters my be chosen to find the fourth .in like man= 
'I 

nar~ since the four elements, 4, P, 3 and G, exhibit CODJJleta reeiprocityo It 

will be noted that the letters 4, P:t .3 and G appear at the four corners or a 

rectangle :in the ciphexo square, and that there ~e six times 32, or 192 such 

rectangles in this square, at tha corners or which the letters 4, P9 3 and G . 

FIG o le CIPHER SQUARE 

ABCDEFGHIJK~MNOPQRSTUVWIYZ234567 
A7GFR2CBQS4NZ5K6IHDIW3XTVPLEUJMOA 
BG7QTOHAF5LPJS!EKCWMDVUR3N46XZI2B 
CFQ?UKAHG4SEML2POB3JVDTXU65NRIZYC 
DRTU743UXK2I6YSZ5VANBCQGHMOJFEPLD 
E20K47N6!URCWXFBQPJ3ZI5LMHTASDVGE 
FCHA3N7QBJI25ZEY6GU4XRWVTONKDSLPP 
GBAH~6Q7CMZY4IP2NFT5RX3DUKJOVLSEG 
HQFGXYBC7L56I40N2AVZ3WRUDESPTMJKH 
IS54KUJUL7FDHGRVTZNAPEOY6WQ)2CBXI 
J4LS2RIZ5P73tiQUnXREC6NYOPVGDKAHTJ 
KNPEIC2Y6D37XWAQBOSR54ZULGVFJUTHK 
L Z J M 6 W ;· 4 I H B X 7 C V R 3 S 0 Q 2 Y N E K U A T P G F D L 
M5SLYXZI4GQWC7T3RJPBN62KBDFVOHAUM 
NKY2SFEPORUAVT7HG6IDMJL5ZBXC43WQN 
0 6 E P 7. B Y 2 N V ~1 Q R 3 H 7 C K L X 4 5 I J S F D G H T U A 0 
P Y K 0 5 Q 6 N 2 T X B 3 R G C 7 E H ;1 I Z 4 S J A U H L V D F P 
QRCBVPGFAZMOSJ6KE7XLUTD3R21YW54NQ 
R D ·"l 3 A J U TV N E S 0 P I L M X 7 K G F H B '1 5 6 4 C 2 Y Z R 
S . I M J N 3 4 .5 Z A C R t1 B D X U 1 K 7 Y 2 6 P 0 'T H U E F' G V S 
TWDVBZXR3P652NM4IUGY7QCAFSELHOKJT 
U3VDCIRXryEN4Y6J5~TF2Q7BHGLPSAKOMU 
VXUTQ5W3ROYZN2L~4DH6CB7FAJKMGPSSV 
WTRXGLVDUYOMEK5JS3RPAHF7CI2iQ~N4W 
XV3WHMTUD6PLKEZSJRQOFGAC74N5BY2IX 
YPN6MHOKEUVGUDBFA25TSLJI473QZXRCY 
ZL450TMJSQGVAFXDUI6HEPK2N37~YBCRZ 
2E6NJAKOP3DFTVCGHY4ULSMZ5QU7IRXB2 
3UXRFSDVT2KJP04MLWCEUAGQBZY17N653 
4JZIEDSLMCAUGH]TV52FOKP6IXBRN7QW4 
SMIZPVLSJBHTF~~~D4YGKOEN2RCX6Q735 
602YLGPEKXTHDUQAFNZVJUS41CRB5WJ76 
7AQCDEFGHIJK~MNOPQRSTUVWXYZ234567 

_-4-
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Applying this process of assu.ming one of the messages to consist 

exclusive)3 or 31ls 11 the plain text of the other message is shown in Figo 2B 

on the line labeled ''Equivalert. s of )on 

! FIGo 2o 

»::essnge l= 4 R ).q V PH X M U 0 X 6 N D P Y N 3 R F V 7 G C G 3 N R X 
Message 2- - P R R B S J E. 7 H F M 4 F 3 M N 0 A 'U F V G C M J X E C 
Equivalents of .3- G 7 L A X L B 0 4 H A 7 7 P F 3 0 F C Q G 3 3 2 J Y E Q 

Message l"" Q Y G G T E I F 0 R T T Y G I R J B P S S D F J S B K if 
Messaee 2- }., X 3 I 7 P K 3 G J I T D 11 I W .s E .7 E 2 K Z 2 P 6 S H 
Equival~ts of 3- Y ~~ G 0 H i1 F F I S, L J 0 F J A R 1Vl L 7 B 2 0 F F I C A 

Messae;e 1= M A X C G X 3 U E L H Y U P Y J N X L IK K W U 0 Y S C R 
Message 2- · l 2 5 F L W Y J U q H A M W L D M T G E 2 q C D V M J T 
Equivalents of 3- V S I 3 N R Y 3 2 E .3 L 5 E A I H D ll R H F 1" Y K X E V 

Message l"':' X I E etc o etc a 

Message 2e X L q etc o etco 
Equivalents of 3- 3 T L 

Not~ the underline a portions of what is apparently eJCCelJe nt plain 

tex1;o The ~rat one spells out 3CF D which suggests 30F3o T\•Jenty=two letters 
. ! 

beyond that wa find 30F3ARM~ which . suggests 30F.3AR&i!S o Five l.etters beyond 
. .. ~ ,. ' 

that~ we find <FFIC:1 which- suggests ,3CFFIGE3"' or 30FFICER(S)3# or 30FFICIAL3o 
' ~ 

' -~~ li 

~sa plain text pOrtions may or may not. belong to 'the same massage, since , ' . . ' 

'We eBnnat toll yet to vlhich message any tentatively deciphered portion belongs .. 
~ . :~ 

-l.st,us nowtey a s~ies of442 8s in place of a series of 311s .. In 

other v1orda 1 \ve m~ assume ~at one messa.[;S consists exclusive]¥ of a sat"ies 

of' 442Vs9 and see \·mat the plain text ·would be for the othEr messageo We nay 

start by assuming 442 to oc~ at the beginning of one ra.essageJt and see what 

it gives for the corresponding place in rrtessage 2, thus: 

Message 1 - 4 R M 
Message 2 - P R R 

Assumed plain text - 4 4 2 
Equivalents of J.J...2 - P 4 H 

!! 

Since P4H does not constitute any part of a plain text word, we 

try the sequam:e 442 one space to the righto Thus: 
,c 

:! 

Message 1 - 4 R M V 
Messazo 2 = P R R B 

Assumad plain text. - 4 4 2 
Equivalents of 442 - 4 V ,g 
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,, 

This combination, 4VS ~ is likewise no part of a plain tex:C. 

'a'l'OJ'd, eo ws try the aequene0 442~ <me~ two, threG o o .... o spaces to 

the right=' taJci.rllg note of al.T the t§>od cc.mbip.ationa which rasult in 
' 

th0 other lries&a~o Naw, a ebort cut to this process is to till out 

on one line ths squivalants or 4; on a line belmvJ> the equivalents of 2; 

then the first two members of any sat of tha three equivalents of 442 will 

be i"oUild by t8king tm seque!,lt letters on the first of the two lines of 
,, 

li 

equi valenta, and the third member or the set or three equivB.lents will be 

found directJ.r to the right or these tm letters on the lower line 0 

, Messa.r.e l = 4 R U V !i X 
!,!ssaB! 2 - P R R B S J 

Equivalents ot 4- P 4 V K Z V 
Equivalents ot 2= H S ~ H 

{ P 4 H 
Equivalents. of 442 ( 4, V S 
in succession: ( V K 6 

( It Z H 
( etc. 

App~ing this process tht'oughout. both messagesr; vze have Trlhat is 

shomn in F~o 31 which illlcludas the equivalents of 3, since we may aa well 
,, 

,I , 

eombim thEil results of both ~lq>erimsnts into ona .figure to see 1f we can 
,, 

pie00 toget-her such portions "of the tentative decipbarment. ~ ms:y be glveno 

FlGo )o 

·~s-~l-4RMVMXMMOX6NDPYN3RPV7GCG3NRX 
~ssafP 2..,:: ~ R_R B S J E 7 H F M 4 F 3 M N 0 A U F V G C M J X E C 

Equivalents of 3 .... G 7 L A X L B 0 4 H A 7 7 P F J 0 :t;:_ C Q G 3 3 2 J Y K Q 
Equivalents of 4 .... P 4 V K Z V Y H 3 0 K N N G E 4 H E 2 6 P 4 4 C U B A 6 
Equivalents o£ 2 = H S 6 H 5 V C L S I I T J 2 V J 4 Z M 2 2 3 F "'.7 D Z 

~sM~l-QYGGTE!FORTTYGIHJBPS5DFJ5BKW 
lles~uwe 2 = I X 3 IJ P K 3 G J I T D W I rT S E 7 E 2 K Z 2 P 6 S H 

Equivalert'~ of 3 ... Y N G 0 H W F F I S L l 0 F 3 A R 1J! 1 7 B 2 0 F F I C A 
Equivalents of 4 = B 7 P H 0 5 E !1!, D V 4 H E 4 K I T V !..I C H E E R 2 K 
Equivalents o£ 2 =: r: R M V ~ Y J J 7 A H 2 V J 2 S N G H I 5 l V J J 7 4 S 

Message 1 "" M A X C G X 3 U E 1 H Y U P Y J N X L I< K iV U 0 Y S C R 
Massage 2 - 1 2 5 F L 11 Y .3 U Q H A lf :1 L D lf T G E j G C n V M J T 

Equivalents o£ 3- V S I 3 N R Y 3 2 E 3 L 5 E A I H D N R H F F Y K X E V 
Equivalents of 4 - L D'R J 7 I B J C F 4 V l7 F K R 0 S 7 I 0 E E B A ?; F L 
Equivalents of 2 ... 0 A 7 2 R N :1 2 3 U 2 H B U S 7 L K R N L J J r:'T D 6 U 0 

Message l = X I E o • o o o etc. 
Messase 2 - X L Q o ~ ••• • etc. 

E'quivalents of 3 = 3 T L 
Equivalents ot 4 ,..., 4 U V 
Equivalents of 2 "" 2 P H 
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lm.mediat!Sly preceding sor·,3ARM (the result of a series of seven 

3na) ~c }·,~ye L and before t~t ERA (the result of 1.42)o Ibtine that the L 

can be jo:L"'l.ad to the ERA and then to the 30F3ARM, we have the follovdng: 

Plain t~ of one message - 0 R P S 4 4 2 3 3 3 3 3 3 3 3 A N 
Plain te::-.t of' other message = 3 G E N E R A L .3 0 F 3 A R M Y 4 

Immediately followiO£; the place where ARM occurs" we have the 
,I 

' 

Plain t~t of one nl9s saga <a N Y 3 0 F F I C 
Plain t.e:;~(. of other message .,. 4 4 2 3 3 3 3 3 

We can join these two portions, and asSlming that ORPS .is a part 

of the nBme 3SIGNAL3CORPS s w~ have: 
!I 

Plain text of one mea sage = 3 S I G N A L 3 G 0 R P S 4 4 2 3 3 3 
Plain t£:tt.t of other message= .3 AD J U '1' ANT J.G E rt ERA L 3 0 

Plain ~::~ct of one ~sage - 3 3 3 3 3 A N I 3 0 F F I C 
Plain text o.f other massage = F .3 A R M Y 4 4 2 3 3 3 3 3 

.I 

With this amount of intellig5.hle text to build upon, it is not a 

difficult. matter for the cr,yPtographer to coiD;plete tho decipherment of these 

two meesa.gee$ applying the principles 6lucidated above» with this modifica.= 

tion: that continuation of tf.xxt in one message resulte in continuation of 

text in the ather, without a!l recourse to the assumption of n. series of 3rrs 
I. , 

To recover the key we have but to take the plain text of either 

nessap,el- and one of the cirner m.essaees and refer to the ci}:her squareo Were 

the two ressages exactJ.y the: sane in length, it would be :impossible to tell 
'I 

whether t.'1e cipher message labeled 1 above applies- to the plain text. message 

beginning m ALL OFFIC.ffiS., or to the other message" In this caae, however, 

the I!tessages are not the same length a The endings are as follm1s: 

la o o o o a C E ~ 2 W C 3 S K C 
2o G 0 c Q 0 4 H z! u F c R 3 L X J p 6 3 Q u Q 

'I 

tho r,orticr.. where :.t.e two measa,}3a no 

longer o-verlap is as follows; 

--?-

• 
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ooCEL2WC3SKC 
.... 4HZUFCRg~XJP63QUQ 

OFFICER M5 
VOCATE3GEN 

It is evident that the second message ends ........ o VOCATEl 

GENERAL.3, and we can now attach each cipher to the proper plain text .. 

Cipher message 1 begins TO ~· r.FFic.ERS; cipher message 2~ COL J B 

EMERSON .. 

The corrpleted work appears as sham in Fig., 4 o Tha solution 

of such a case present no great difficulties to the decipherer~ although 

the process may be rather alowo 
II 

FIG., 4o 

Singl0 k97 ~-...... ..; __ ..,;.._._.~ A H 9 4 0 L 0 X C K 0 3 Y Z X 2 4 M T 
Plain text of one message-.· 4 4 2 5 T 0 3 A L L 3 0 F F I C B R' S 
Plain t~ of other massage..: U 2 5 C o L 3 J 3 B 3 E M E R S o N 
Cipher - - - ... E Y T P P Q P J M Y Q 4 ,R U V M X M M q X 6 N D P Y 
Cipbar - - - - E I T P P Q P J M I Q P R R B 5 J E 7 H F M 4 F 3 M 

Single. lmy = til M U D C H 6 R 5 2 P I V S Z H 2 G Q A S T 4 H H Z V .~ 
Plain text = 3 0 F 3 T H E 3 S I G N A L 3 C 0 R P S 4 4 2 3 3 3 3 3 
Plain text = 3 3 J q A R E 3 A D J U T A N T 3 G B N E R A L 3 0 F l 
C~~---N3RFV7GCG3NRXQYGGTEIFORTTYGI 
Cipher = - ., N 0 A U F V G C U J X E C I X 3 I 7 P K 3 G J I 'l' D W I 

'I 
,, ' 

ti~eby-TKXYDRFYIL5ELPIB4PBHW7PZWXGP 
Plain teatt - 3 3 .3 A N Y .3 0 F F I C E R S 3 I N 3 T H E 3 S I G N A 
Plain text - A R M Y 4 It 2 ,3 3 .3 3 3 I T 3 I S 3 R E Q U E S 1.. E D 3 
C~Mr---HJBPS5DFJ5BK~MAXCGX3UELHYUPY 
~~~---WSE7E2KZ2P6SHI25FLWY3UQHAMWL 

• # II 

Single key = B 4 W R S B P A Z H 7 4 7 6 R 6 o o stc., ... o o P tl.2_ 
Plain text ... L 3 C 0 R P S 3 D E S I R I N G o o etco ... ., .. 0 F I•' 
Plain text "" T It A T 3 I N F 0 R M A T I 0 N ., o etc., . ., o o ., V 0 C 
Cipher ..: - - J U X 1 K K T1 U 0 Y S C R X I E o o etc .. o " " ., C E L 
Cipher ·~ - - D M T G E 5 G C D V M J T X L Q o ., etc.. o o • • 4 H Z 

Single key - J .X K C V_ W Z R M 0 P N 6 !t 
Plain text - I C B R 6 M 5 , 
Plain text ~ LT E 3 G E N E R A L 6 M .5 
Ciliter - - - 2 W C 3 S K C 
Cipher - - ... U F C R .3 L X ~ P 6 3 Q U Q 

\ 
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2 o SOWTICN OF A CASE GIVEN FIVE U~S.3G~ COHRECTLY 

ENCIPHERED0 NONE BEING IN Tl!E SAHE KEYS o 

It is cl.ear that if onra by :is l$t000 lettGrs in length and the 
I 
•I 

other 999D tba resultant singl.rA key could ndt begin to repeat itself until 
• 

999»000 letters mve bean encipharado This fact obviously precludes the 

possibility of an attack upon the SBl!le pl'ineiples as explained in the pra= 
" 

GJCCept as the ~sult or errt>rs.. \'lhile it is true that the resultant single 

kie;y is a ll'lOn=repaatingg rando~mixed keyJ' yet the fact. that thio smgle k&y 

results &om two ke7s which rmhain constant, though shiftir.g wlth regularity, 

parmit's an attack to be made upon the systsm, 
I 

It is clear that if a massage be~w.i.th the keys 001=0019 after 

1 9000 letters have been enciphered, the longlil' !my will have made one com= 
" 

plete rnolut.ion, and the shorter key Tlllill have made one coq>lete revolution 

plus one attar.!) resulti~ in b1 .. inging baclt ths longer kEiY to OOJ. and the 

shorter key to 002o These two revolutions constitute what we shall term a 
II . 

I 

svwj) and :in this insta~D tile ti&"St cycle will have beatt conpletedo Aft.er 

2DOOO let~.t the longer !my will haw mc.d.e exactly .two complete revolutions# 

tM shorter one will haw made! two letters ntore than two compJ.ete NVolut.ions1 

• 11 

resulting in bi'irtging the longer key back to 0019 and the shorter key to 003o 

This would be the end of the s~cond cycleo These r·alations existing between 

the two keys and the cycles a~ illustrated graphicaJ.J,y in Figo 5, in vmich 

s!9uent gcles are auparimposedo 

Cycle lo Longer key = 

Shorter key = 

Cycle 2., Longer key = 

Shorter key .... 

B Q Z V .3 P N V 6 0 R K etc. o o V X U 
NV A C X Q 5 R T S B Q etc .. o o R K N 

:1 ,I 

~ I 
B Q Z V 3 P N V 6 0 R K etco • o V X M 
V A C X Q 5 R T S B Q etc .. " R K N V 

Cycle J.. longer key - B Q Z V 3 P N V 6 0 R K etc o .. .. V X M 
Shorter key - A C X Q 5 R T S B Q etc o o R K V N A 

~ 1: 

II 

Cycle 4 .. Longer key ... B Q Z V .3 P N V 6 0 R K etc.. .. o V X M 
Shorler key = C X Q S R T S B Q etco o o R It V N A C 

at. co etco 
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We ehall tales as the measure of a complete cycle the longer key., 
:f 

r.!ote that we may 1·~gard the longer key as stationary~ and merely shift the 

short~ lfay one letter to the left after each cycl.e has been completedo 

The basis of the ~tack on this case consists·in (1) determining 

and superhposing sequent cycles; (2) assuming the presence of such characters 

as 442 and 33333, vhdch cannot bs eliminated and st.ill have the machine .func

tion properly; and (3) recovEl{C':ing the keys step by step simultaneous~ with 

deeiphermento 

!n order to simplify the explanation of this case we shall show 

first hOi'l the double ~ are recovered and tested as to correctness, using 

a. certain amount of cipher text tdth its cor~sponding plain text, disregard

ing for the present the <pestion of how the latter is obtained., Ve shall aa= 

sume that the portions of teact given below bolong to the same se~ion of three 
II 

sequent cycles., and that we have the plain text for the first two cycles o 

Ciphar = G N U Q R X 5 etco 
Plain ., b 4 2 S A 6 M etco qvcle lo 
Cipher .,. 2 S 4 W P W N etco 
~a.in .., 6 M 5 U N L E etco Cycle 2., 
Cipher = S E 4 Y K I 4 etc o 

Plain - etc.. Cycle .3o 

Now the successive steps in the recovezy of the c:buble key are 
II 

illustrated groaphica.J.:cy in Figo 7 :> and the subsequent discussion will refer 
\.,_,{"•, 

to the various sections of this figureo l1a do not knovJ mat the combination 

or letters :1n the longer and the shorter key is r:;hjch produces cipher letter 

G from plain text 4 as the first cipher letter in cycle 1., and cipher 2 from 

plain text 6 as t.he first cipher letter in cycle 2o !:bt we may assume in 

cycle l that the first letter in the longer key is -A~ in which case the cor= 
·I 

:responding letter on the sh~er kay must be z, as shown in (l) of Fig .. 7; 

in cycle 2" ranembering that
1 

the longer key remains &tationary1 and that 

the shorter one shifts one apace to the left after each cycle, it the f'irst 
II 

letter in the longer key is A~ then the corresponding letter in the shorter 

key, to produce cipher 2 fro.m plain text 6., must bo G., as shown in (2) of 
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Now since the shorter key has shifted one latter to the left in· 

cycle 2, the letter G can be ptaced next to Z on the shorter key in cycle 

1 o Sea (3) of Figo 7 o If the letter in the second position on the shorter 

key in cycle l is G, in order to produce cipher N f'rom plain t¢ 4, the 

corresponding letter in the acme cyal.e on, the lo~er key rust be Vo See (4) 

of Figo 7 o ~ may now place V next to A on the loneer key in cycle 2o See 

(5) or Fig .. 7o 

In order to produce cipher letter S from plain text M in conjunction 

with Vas the. letter in the longer key., the second letter on ~he shorter key in 

cycle 2 must be Uo See (6) of Figo 7 o i'b .!ll.a¥ now PLace U next to G on the 

shorter key :in cycle 1$ as shown in (7) of Figo 7 » and find the corresponding 

letter on the longer key'? It ia 2o See (8) of F.igo 7 o 

The process set forth is continued, resulting finally in the re= 

construction or a double key v.hich vdll produce from the cipher letters given 

in both cycles the correct corresponding plain texto Thus: 

Cycle lo 

Cycle 2o 

Longer key = A V 2 X 7 M V 
Shorter ·key ~ Z G U Y D G X 
Cipher - - ~ G ~~ U Q R X 5 
Plain text = 4 4 2 5 A 6 N 

longer key "" A V 2 X 7 :M V 
Shorter key ~ G U Y G G X W 
Cipher -= - 2 S 4 17 P W N 
Plain text ... 6 M 5 U N 1 E 

We may tast the correctness or these keys by applying them to 

cycle 3o Thus: 

Cycle 3 

Longer key = A V 2 X 7 M V 
Shorter key - !LJ D G X W 
Cipher - - - S E 4 Y K I 
Plain teKt - E R A L. L Y 

Wa see here the ending of a word like GENERALLY and 'II'Je may feel 

sure of our keyso 

Noli in the reconstruction or our keys above~ we began arbitrarily 

wjth A as the first letter in the longer keyo We might have begun v:ith any 

other one of the 32 possible lettttrs or which the cipher square is co~osed_, 

and thus brl.ld up anothQr pair o! keys which, though in extemal appearance 

althogether different from the pair recovered above, would serve just as well 

afl the lattero In shorli1 it is possible to derive 32 different pairs of keys, 

-11= 
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any pair of ~ich might ba tm original pair~ but since all pairs give 

equivalent rsau.lts~ it will be unnecess~ to find out which pair was 

realq the original .. 

In the preceding eJmmple, the decipherment of superimposed 

portions of cycles 1 and 2 was given, it havirg been stated that we should 

disregard for the moment the nue st. ion of how this dacipharr.:tent was JrOCured .. 

~Ia shall now proceed to the nooct. step, which is to deeiph,er and reconstruct 

the keys simultaneousl;yp given no decipherment whatevaxo to start with.. For 

this eaee we shall. show the steps in the actual salution of a problem mere 

only five messages have been mtercepted.. Since the principles to be eluci= 

dated require but a small part or a larger boCV' of text~ :it will not be nec

essary to give the whole .of each or these five messages.. l~ shall show first 

JI~Srely the key indicators and the length of each message .. 

KEY INDICATOR5 AND LEIDTH OF ~.W:SSAGES o 

lo om-oso.. Length, 6.1.0 ~etters .. 

2.. 670=6(1)" Length, 555 letters o 

3o 225-216.. Lengt.h, 482 lettarso 

4o 7(1'f-698o Length, 884 letterso 

5o· 591-583.. Length, 572 letters .. 

Assumi.t'lg keys of 1,000 and 999 lett6i:'s, we may indicate graph

ically the relative positions in which these messages will fall by a diagram 

such as that shown in Fig .. 8., In this diagram we shaw exactly mere each 

rressage begins and ends., '!.mat the key indicators are, etc.. We can take for 

elqlerirnent any vertical section of these superimposed cycles.. Let us toke 

the section cons:isting ar 25 letters in each of roassaeea 1, 2, 4 and 5 as 

indicated by the serrated lines in Figo So This diagram shows that letters 

l to 25 of message 1, 391 to 416 or messae,e ~, 354 to 379 of message 4 and 

470 to 495 ot message 5 fa.J+ \'1 ithin this section o '1-\S therefore take those 

letters from our messa1{eso Thsy are as _follows: 

Massage lo Letters 1 ... 2; .. 

5I27C JRNK6 R7~A J4UX6 CJOAJ 
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Message 2o Letters 39l=4l6o 

5-JBOB G3L77 D'(SVZ BTVm 50BRG 

Message 4o Letters 354=379o 

XCIU.'l JQJUH WA5C 3 \'WOOlF ST?UI 

Message 5o Letters 470-495o 

CXURW K3Z2!' F70N2 . GVRNP 26NTR 

Let us place these tour portions directly beneath one another .. 

Thus: 

Cycle l = 5 Y 2 1 C 
Cycle 2 = 5 J B 0 B . 
Cycle 3 ~ X C H L T 
Cycle 4 = C X U R W 

3RI\fK6 
G3L77 
JQJUH 
K)Z2Y 

FIGo 9o 

R72QA 
D7SVZ 
WA5C3 
F 7 0 N 7 

J4UX6 
BTVIR 
l1\VMBF 
GVRNP 

CJOAJ 
50BRG' 
ST7UI 
26NTR 

Now if we can find the plain text tor the series of letters 

which .fall dir0ctly beneath one enother in cycles l and 2 we can begin 

to reconstruct the keys., It becomes a question thel"€fore of assuming 

ths plain text for the first few letters of cyles 1 and 2, recovering 

the keys upon the basis of such tentative decipherment and then testing 

them upon cycles 3 and 4o If the tentative decirherment is correct, the 

application of the rouble key to cycles 3 and 4 must result in the pro= 

duction of intelligible taxto If wch a result is not attained than it 

means that the tentative decipherment upon which the recovered double key 

is based. is not correct, and 11'ie proceed to ta;-y a different tentative de= 

ciphermcnt for cycles l and 2o The incorrect a.ssunption can involve ei= 

thereor both of the series of tentatively deciphered letterso Obviously, 

if ·we can be certain of the decipherment of one of the series v1e will be 

on surer gound and will have to modify our assumption only for the other 

of the series wren our trials of recovered keys prove the tentative de= 

cipherment to be incorrecto Now the beginning of nearly every message 
. -

can be assumed to be 4425 ~ in order to insure a proper adjustment of the 

receiving machineo let us begin tmrefore by assuming that our message 

l starts lvith 4425, and since the portion of this message Vlihich falls 

w.ithin the section to be analyzed contains letters l to 25 1 we may insert 

tentatively the deciphernwnt of the first .four letters of message 1 as 

4425 o Than let us assume for the moment that the portion directly beneat~ 
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in message 2 consists of a serials of 3's, reconstruct the keys for these 

two port.ions (as illustrated in Fig., 7) and test them on cycles 3 and 4o 

The result of thess steps is shom in Figo lOo 

FIGo 10 

longe:P kiW ... A S R 4 
Shorter by = !! 0 R 9 

Cycle lo Ciphar - 5 Y 2 7 C 3 R N etco 
Assumad plain tm. "" 4 4 2 5 

longer key - A S R 4 
Shorter laay = 0 R ctJ! 

Cycle 2o Ciph&r .... 5 J B 0 B G 3 L etco 
Assumad plain text ... 3 3 3 3 

Longer ~y - A S R 4 
Shorter ley .... R Q H 

Cycle 3 Cipher - X C H L T J Q J etc o 

Resultant plain text-H M R 

longer key ... A S R 4 
Shorter key ... g H 

Cycle 4o Cipher ... ~C~XF=:U~R W K 3 Z etc., 
· Resultant plain teKtcG ·N 

These results prove that the assumption of a series of 3 9s for 

the beginning or cycle 2 is incorrect~ since the letters given for cycles. 

3 and 4 foxm unintelligible texto We therefore tey out another probable 
• 

combination tor message 2Jt such as RE3D retaining as our decipherment of' 

the corNSponding portion of message l the combination 4425, and see what 

result this gi.veso A list ot the polygraphs which would E"ecur most tre= 

quently; and mich would be' 'tested in conjWlct.i~n with 4425 tor messaga 

l, is given in the following table: 

33333 '5)F'Jt IN;;T 3Wl'l' 
3THE3 ATI WA....SJt D:;TH 
3AND3 HAT3 VER SllN 
ING3 :ffiT3 I'f-31H S3'fH 
ERE.3 HE(3)S T3TH TER (3) 
3THA TION3 3ARE3 RE(3)A 
ENT.3 E1J.'"Jll N3TH 6M53 
HE(J)R(3) HIS) .3ALL3 6N53 

,3(]13 

The successive trials take very little time., since the correct.= 
' 

ness of a.n;y trial is speedily proved or disproved by applying the resultant 

keys to cycles 3 and 4o In this case, the trial or the polygraph 30N3 reo= 
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sults in sxcallent combinations in cycles ) and 4o Thus~ 

F!Go ll., 

Longer ley = A S P M _ 
Shorter key ... H 0 P A 

Cycle lc. Cipmr = 5 Y' 2 7 C 3 R N ete" 
Ansumed plain ~ - 4 h 2 5 

Longer ley = A S P M 
Shorter key - Q.J!. A.1 

Cycle 2~ Cipher ~ 5 J B 0 B G 3 L etco 
Assumed plain text - 3 0 N 3 

Ionger kBy = A s P H 
Shorter key = L~ 7 

Cycle 3o Ciphex• =X C H L T J Q J etc., 
Resultant plain text = 4 4 2 

Longer key~ AS P M 
Shorter key ~ A 1 _ 

Cycle 4o Ciphex· = C X 0 R l1 K 3 Z etc., 
Resultant p.1.ain text = C 0 

It is evident that# in eycl.e 3 we have struck a ~carriage return 

and li.ne feed;" in cycle 4» we p-robably have a worn. begi..rming with co, and 

we can tey to build upon thia digraph such words as suggest them.selves 11 as 

CODE 
COLUMN 
COLLF..cT 
COME 
COMING 

CCl!JiAl'l> 
COP.PANY 
CONDI'l'ICW 
CONNECT 
CONSIDER 

CONTRACT 
CONVOY 
COPY 
CORRECT 
COST atco etco 

It mq take considerable tima to test out all of' the \'lOrds 

vil:ieh suggest themselves, but it is only the start which is laborious 9 

far after this the messages almost solve themselveso Let us see w~t 
( p 

happens when we try CO!.!l!ANDo Given( ? in cyele 4» the blank letter is 
{ u 
( Ii 

F o This enables us t.o place F beneath U in the lower key in cycle 3, and 
(M 

gives A as the plain text letter., Given (? in cycle '41) the blank letter is R .. 
(R 
(M 

With these additianal kwer kay letters in place throughout 

our deei herment 1-ve have the f'o.llo>d.ng: 

-15-
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longer key "'" A S P M 
Shorter ke;y ... H 0 P A 1 F R. 

~ l.o Cipher - S 1' 2 7 C 3 R N etc., 
As svmed }}ilain text ""' 4 k. 2 5 

Xo:nger key·- A S P M 
Slhort.er J!my ... 0 P A 7 F R 

Ctcla 2o CiphEfi3 ..... S J B 0 B G 3 L etoo 
Assumed plain tst 3 0 N 3 

longer key = A S P M 
Shorter key .... P A 7 F R 

C~e 3 Cipher - X' C H L T J Q 3 etco 
Resultant !ilain text - 4 4 2 A 

longer key ""' A S P M 
Shorter- ley ... A 7 F R 

Cipher = C X U R W K 3 Z etc,. 
Resultant plain text. ... C 0 M M A N D 

.. 

VIe are novs reorlF to detemine the next letter in the longer key.. In 
(? 

the column hea~ by the letter to be sought~ :in cycle 1 \'le have (7 ; in 
(? (? (C 

cycle 2, (F ; in cycle 3~ (R o (? 
(B (T 
(? (? 

l't is evident that we want such 8: le_t.ter in the upper key as will produce the 

best plain text l:ettere from the given cipher letters to add to the already 

deciphered text... We could try out all the letters ot the alfhabet in tum:t 

begiiudng ·with A,\) trus: 

If A is the ) (A (A - (A 
uppar kay let.- ) in Cfcle 1.(7 = F; in cycle 2, (F = Q; in cycle 31 (R = B 
ter then ) (C {B (T 

If B is the ~ (B -.· {B · (B .. 
upper key let- · in cycle 1 9 (7 = Q; in cycle 2, (F = F; in cycle .;, {R = A 
ter then . (C (B (T 

If' C is the ) {C (C {C 
Upp3r key let- ) in cycle 1,(7 = 7; jn cycle 2, (F z a, in cycle 3 (R = H 
ter then ) (C . (C (T 

etco etc .. 

A short cut to . .,the finding of these successive equivalents is 
~ 

accomplished by the use or the alphabets of the cipher square cut apart. and 

mounted upon atripso It r-dll be noticed that the successive equivalents for 

the conbina.tion Z 1n cycle l are F, Q, 7, o o o .. ; for the combination: 

in cycle 2, Q, F D G, o o o · .o ; tor the combmation ~ in cycle 3, B, A, H., o .. o 

Now note the alphabets in the cipher square headed by the .intersec= 

tion letters o£ the combinations J ,~ an4~ viz .. , c, H, and G, respectively .. 

0 " 

In the C alphabet the sequence begins F, Q11 7, .. .. o · .. It is evident that t.l-tis 

alphabet will give the conplete sequence of letters resulting from the application 
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of tha auce0ssive letters of the alphabet to the oombipa.tion Z " The H 

alphabet. ~11 likewise give the complete sequence of letters resulting !rom the 
- . F 

application of the successive letters of the alphabet to the conbination s; 
R 

and the G alphabet will give those applying to T" Therefora, if we take the 

alphabets of the cipher square. cut them apartJ mount them on strips, seloot 

those headed by the letters 9P H6 and G1 and set them so that the letters of 

all tta-ea coincide throughout their length~ we hmre the conplete series of 

letters resulting from the application of the successive letters of the alphabet 

to these combinatio!'l.so T~ successive letters or ~quivalents of this operation 
- -

will all be found on the same hori~ontal lines.. By settmg the 7 alphabet oppo-

site our strips, tho letter in the longer key necessary to produce t..lle equiva= 

lents which fall an the same line will be indicated on the 7 alphabet. at the 

same timeJ> as shown in Fjg o l)o 

FIG .. 13o 

7CHG 
AFQB 
BQFA 
C7GH 
DUXW 
EKY6 
FABQ 
G H C 7 
HG7C 
I 4 L M 
JS5Z 
IfE6Y 
tMI4 
ML4I 
N 2 0 P 
OPN2 
P02N 
QBAF 
R3VT 
s J z v 
TV)R 
UDVTX 
V T R J 
WXUD 
XWDU 
Y6EK 
z 5 s J 
2NPO 
.3RTV 
411\llL 
5ZJS 
6YKE 

It the high ~uency lett4in'S appear in red on these strips,~~ 

w~ can begin b7 selecting that horizontal line which contains all 

red letterso In this case~ with V as the letter in the longer key 

tor th~ column under discussion., the three high frequency letters, 

T, R9 and 3 are givena These, added to our pari.ial decipherment~ 

give the following: 

Cycle 2o 

Cycle 3o 

Cycle 4o 

FIGo l4 

longer key = A S P M V 
Shorter key = H 0 P A 7 F R 

Cipher = 5 Y 2 7 C 3 R f~ etco 
Plain t eKt = 4 4 2 5 T 

·longer kay ... A S P M V 
Shorter key .,. 0 P A 7 F R 

Cipher ... 5 J B 0 B G .3 L etc o 

Plain text - 3 0 N ) R 

longer key = A s P M V 
Shorter key ... P A 7 F R 

Cipher - X C H L T J Q J etco 
Plain text - 4 4 2 A .3 

Longer key = A S P M V 
Sharter key ... !. 7 F R C 

Cipher = C XU R W K 3 Z etco 
Plain text ... C 0 M M A N D 
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(V 

In cycle 4 we have ~i vthich gives C as the corresponding let= 
(A 

ter in the shorter key. as shown alreaey in Figo 14 .. , We mq try out in 

cycle 2 the lottar E after Ro This would give Z as the letter in the longer 
. 

ltey tor that col.umno Applying Z to all the conbinations in this column, 1\e 

have the following: 

Cycle le 

Cycle 2o 

Cycle 3o 

. Cycle ~0 

Longer kay - A s l' U V Z 
Shorter key = H 0 P A 7_ F R C 

Cipher ... S Y 2 7 C 3 R N etco 
Plain text. - 4 4 2 S T 0 

Lenger key ~ A S P M V Z 
Shorter key ... 0 P A 7 F R C . 

Cipher - 5 J B 0 B G 3 L etco 
Plain text - 3 0 N 3 R E 

longer key -: A S P M V Z 
Shorter key - P A 7 F R C 

Cipher -X C H L T J Q J etQo 
Pltdn text - 4 4 2 A 3 H 

Longer key ... AS P M V Z 
Shorter key= A 7-F R C L 

Cipher C X U R W K 3 Z etc o 

Plaintext COMMAND 

The first message begins with TO~ and we rrey place a 3 after ito 

This gives the lettGr in the longer key \vhich applies to that column, vizo, 3; 

and this» in tum.? gives the plain text letter C following E in cycle 21 making 

it probable that the word is RECEIPT or RECEIVING or RECORD etc o Tlms: 

Cycle lo 

Cycle 2o 

Cycle 3o 

Cycle 4o 

FIGo 16o 

longer key - A S P M V Z 3 
Shorter ley - H 0 P A 7 F R C 

Cipher - 5 Y 2 7 C 3 R N etco 
Plain text - 4 4 .2 5 !- 0 3 

wnger key "" A S P M V Z 3 
Shorter key ""' 0 P A 7 F R C 

Cipher ~ S J B 0 B G 3 L etco 
Plain text -~- 3 0 N 3 R E C 

Lo~er key ~ A S P M V Z 3 
Shorter key "" P A 7 F R C 

Cipher X C H L T J Q J etco 
Plain text 4 4 .2 A 3 H 

Lonser key = A s P M v z 3 
S hOTter key ... A 7 F R C 

Cipher ... C X U R W K 3 Z etc o 

Plain t eoct - C 0 M M A N D 
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(Z 
From the eombination (? in eycl.G .4~ L is e;tvm ae the letoor in the 

(K 
(N (3 

shorter k®Y~ which~ in turn, in. cycle 3jt in (L ~ eiws the plain text. letter El) 
' (Q 

(? 
suggestmg the word HF.AVYo ;.e can test out the words which sugges't them ... 

selves in cycles 2 and 3, ~d see what we get in cycles l and 4; or wa can 

test out the \..ords \1hich suggest themselves in one cycle by applying the 

resultant key letters to any other cycle at t?e proper pointo 

Enough or the Pr-ocedure has bem shown to prove that the method 

is perfectly r)racticableo If' 4425 tried out at the begin."ling of .the message 

does not yield good results, there are many other places to try out the same 
' 

combination further aJ.ong; for this combination~ 442, must appear at inter= 

va.l.s of apr.croximately 55 to 70 letterso Or, this .fallings the ends of messa.= 

l§'S can be t~sted for 6M,5.f) i .. eo~ "period .. " Should the decipherer be .fortunate 

emugh to find two m~ssages lihich bagi.'l ?aithin one or tv1o letters of one 

anothErr in sequ~nt cycles~ then it will be unnecessary to assume any plain 

text othm- thEm 4425o 0!-1 it he should find that the bag:inning of one message 

falls wlthin the same section as the end of mother# the Plain text will be 

4425 and 6M5 o When a plae@ is reachoo where the JFoper conMnuation of the 

messages ia difficult by reason of the failure of the preceding te:xt to sug"" 

gsst the succeeding text, recourse is had again to the alphabet strips .. 

It is to be noted f'urthcr that these alphabet strips may ba used 

to find the letters in the shorter key as well as those in the longer key., 

The arra."lgement of the messages :into sequent cycles is such that the letters 

of the shorter key are similar on diagonal lineso Given the letters of the 

longer key and the cipher on a diagonal lineg ane proceeds to set the striJS ~ 

applying the same principles as before, remembering only to add the high 

frequency combinations found diagonall3 on the. st.rips in the messages as 

arranged for decipherment., The letter opJX>site the high frequency oom-. . 
bination on the 7 alpha.bet11 will be the diagonally oonstant letter of the 

shorter key o 

'!'hl.9 complete d.aciphermant together with the double key for these 

partial 11essages is shown in l"igo 17 o 



·longer Key 
ShortE~r Key 
Cipher 
Plain t6iet · 

Longer Ke;r 
Shorter Key 
Cipher 
Plain tett 

Longer Key 
Shorter Key 
Cipher 
Plain text 

Longer Key 
Shorter Key 
Cipher 
Plain t61Ct 
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FIGo l7o 

-ASPMV~3EK70JNALIRBGU3HWFD 
.,;,.HOPA7FRCLDPEKZTUHPA3ULF7A 
= 5 Y 2 7 C 3 R N K 6 _R 7 2 Q A J 4 C X 7i,C J 0 A J 
-4425T03ALL3RESERVE30FFICE 

-ASP HVZ 3E K 70 JN AL IR BGU 3H~'!FD 
-OPA7FRCLDPEKZTUHPA3ULF7AV 
-SJBOBG3L77D7SVZBTVIR50BRG 
-30N3RECEIPT)OF)AN30RDER3F 

- A S P P! V ~ 3 E K 7 0 J N A L I R B G U 3 H i7 F D 
-PA7FRCLDPEKZTUHPA3ULF7A~C 
-XCHLTJ~JUHWA5C3W~MBFST7UI 
-442A3HEAVY3BARRAGE30N3THE 

-ASPMVZ3EK70JNALIRBGU3H~FD 
-AZFRCLDPEKZTUHPA3ULF7·AVC2 
-CXURWK3Z2YF70N2GVRNP26NTR 
-COMMANDING)6WW~5TH3MINEWE 

Wa have sean that the knowledge of the length of the kay was 

necessary in order to arrenge the massages in the preceding cafre for de= 

ciphsrmento Granting that the lengths of the tapes bearing the keys would 

bs changed from dqy to day, and that "breaks" between messages would be made~ 

it would nev~rtheless be an easy mat~ f'or the enenur to supsrimpose eycles 

correct]Jr, withallt. a knowledge of these lengths or these "breaks""' since 

tha key indicators which must accompany eacll message afford ample data 

for the placem:ent of messageso For instance in the preceding case we can , 

determine the cycles to which each message belongs relat iva to the first 

message, rnBrely by finding the difference between the key indica"Gors for 

the several mesaa~s, tho~ we may not know how much of a message is to be 

found in one cycle ard how nucll in the next cycloo Thus~ the indicators 

for mes~ge 1 are O(D and 050~ the difference being 10..., Those fer meseage 2 

are 670 and 60011 the difference also being lOo Therefore~ the beginning 

of the second message is in the SanB cycle as the whole of mssage lo The 

indicators for mea saga 3 are 225 ·and 216, the difference being 9o This shows 

that ntessage 3.P -;nth respect to .massage 1 1 :13 in cycle 2; since in the first 

message the bRo key tSa"rJeS are 10 letters apart as regards their points of 

origm,; and in the third message only nine letters apart o Now the difference 
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between 225 a.'ld 060 is 165 o So thnt we may place the first letter of 

message 3, Vih:lch balongs to cycle 2, under the 165th letter of message lo 

We can now fit in the. rnrtion of message 2 which belongs ill the second cycle, 

since v:e note that the placemant of message .3 allows roan for 225 letters of 

message 2 in cycle 21· leo.ving 330 letters11 mich will be exactly enough to 

.fill up 1~000 letters in the first cycl.eo However 11 we do not need to do evan 

this mucbD tor tve can mrk with beginnings of messages., ThusD given the 

following series ·of key indicators for as many messages~ they can be arranged 

as shown in Figo 18 o 

MESSAGES 

Mess- Indicators Diff- Cycle' Mess- Indicators Diff= Cycle 
age eranoe age erance 
l 4:D=385' 35 l l4 212-189 23 l3 
2 430-399 3l s 15 517-483 34 2 
3 32D-291 29 7 16 476=456 2D 16 
4 755--729 26 10 17 706=6~ 19 17 
; 8.3{)=802 28 8 lB 468=450 18 18 
6 103-079 24 12 '19 .316-299 17 19 
7 465-433 32 4 20 011-=994 16 2D 
8 OOJ.-978 2l 15 2l 050=035 ·15 21 
9 670=643 27 9 22 200..186 l4 22 

10- 2l.D-177 33 3 23 286-273 13 23 
ll 035-010 25 ll 24 095coo003 12 24 
12 212=190 22 14 25 001-989 ll 25 
13 516=486 30 6 

There are several JX)ints W}k;,~.·e an attack mey be made.IJ when the 

message~ are arranged as shown. in Figo lBo Both keys may be recovered com= 

pletely or: nearly so o No matter hmv the kay indicators may be usedD given 

a sufficient amount of intercepted traffic, onough text can be obtained to 

make it possible to arrange the cycles with rei"erence to one another so 
( 

that a solution may be achievedo The cryptographsr is guided by the key 

indicators in his arrangement of messages preparatoey to decipherment and 

not by the order in which they happened to have been santo 

=21= 
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ADDENDUM I .. 
\ 

OPINION TJASED UPON. THE SIGNAL CORPSII PJDDIFIED METHOD (J! USING 
. . . 

THE A .. To & 'l'o MACHINE CIPHl'll .. 
. . 

The purpose of this memorandum. is to set forth our opinion~ wSth the reasons1 

that the Ao T .. & T .. machine aipher as now used by the Signal Corpa is decipherable 

bjr the sam.e principles as aJ.xteady established and as alreactr admitted to be effec

tive by the representatives of tha !! .. I .. Do and the Signal Corps.. . 

The toll~Jing :is a transcript of the rules for the operation of the machine 

# tor cipher ptll"Poses~ as set forth in a pencU memorandum by tto Col .. J .. O .. Uauborgne .. 

Order of Punching Tape o 

10 line feeda ,: 
6 letters representing ~~~·. o.f .. :~ap~ ·'tl~~~p 

as PPP'.nn' \000S2SJ · 

During Capt .. 
Fowlsr 9s time 
enciphering began hGre o 

Iat~r- or letters designating cipher oti'ice~ .as 11~"., "NP" et.c .. 
Figure shift (6) · . 
Ciph9r bureau serial number of nessage 
Spaca (3) 
Figures (6) 
Check or lOrd count in wmerals 
Letters. - linii teed (5-2) 
PlacG fxoom -
Date 
i'i.miil fiied 
Carr!aga rtatwm- l1B1a te<edo 

Early 1919 
Enc jphering . 
begins 

Name- ad~ess ~body or message- signature 
Enciphering ends .. 

One line feed ....... 15 carriage returns .. 

Note --Tapes A end B va17 .in length ®pending upon numbe!' of letters 
to be sent in one dEW o For example, we migilt use 700 on the A tape 
and 699 on the B, or 650 on the A tape and 365 on the 13~ etco , 

* * * * * 

The differences betl'ISen the original method and the modified method of 

using tha machine can be sum.cnarized a.s follows: 

OOIGINAL }!EJ.'HOD MODIFIED !AErHOD 

TAPF.S 

lo Cha tape is one lGtter lo One tape may be· gny number 
longer than th<a other tape o · of letters longer than the other tape., 

2o Tha mllllber o'l letters in ~o The tapas va~y from day to dWo 
each tape ia constant .from dq to d~ .. 

-1-



.. . REF ID:A414B94B 

SHIFTU!G THE TAPES 

· )o The tapas are eit,her 
not shifted at all between 
messages or are shifted together 
the same rmmber of letterso 

)o The tapes are shifted an 
unequal mmber of letters after each 
message., For example, the A tape 
may be shifted 10 spaces, the B tape 
14o 

BEnlNr!ING OF ENCIPHERJ~D ME:'1SAGE 

4o Each message begins with 
the functions represented b,y 4425o 

4o The enciphered y:ortion of message 
be gins at once with the name and address 
of the person to wham the message is sento 

USE OF FUNCTIOI'5 .~lD PUNCTUATIQl 

5o All functions and 
punctuation are used as . in 
ordinary typewritten ma.ttero 

5., Some functions and punctuation ney 
or rray not be used8 io eo, there may be spaces 
(3) bet.ween words» commas (6N5) » paragraphs 
(44233333) etcop with the exception of (442) 
'Which is absolutely necessary for the function= 
ing of the machineo 

V1® shall now show that these differences as set forth above do not change the 

nature of the ci}iler in a manner so as to prevent an attack by exactly the 

same pr:lnciples as elucidatsd before, first, because it iB Ul'liJSoessary to know 

either the lengths of the tapes, or by how much they differ, secon.dly8 because 

the shifting of the t~ tapes an unequal number of letters has no bearing up:m . . 
the case at all, third9 that even should the mcipher'msnt begin with some mlmom 

text and mt with the funct~ons h425 that there is a sufficient nunber of possi= 

bilities to try out in other places; and fourth, that .the pr_esence or absence of 

certain functions and of punctuation may make the problem a little more difficult 

but by no neans unsolvah'leo 

1 o THE TAPES o 

In order to eliminate· all ambiguity we shall define the vord "cycle" 

ani the phrase "sequent cycles" as foll.ovss: 

(a) CYCLEo That relation which exists betw~:;en the tm lrey tapes after 

ona tape has ~de one complete revolutiono Cycles may be measured by either the 

the measure of a cycl.eo 

(b) SE:lUENT CYCIESo Two '-'Ycles are sequent when the longer tape occupies 

too sama absolute position in both cycles and the shorter tape is displaced one 

and only one lett3i' in one· cycle as compared with the othGt"o In all the drawings 

and figures this displa.cQ!Iient is to the lefto Whun the key indicators for one 
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xmaesa.ga differ by an amount~ X, and those for another message dif'fer by 

X + 1 or X = 1:~ thsn we ha!i'a a case of sequent cycleso rfhen the lengths of 

thfS l<:ey tapes are unknow this dif'fersncs nrust be e'xpressed in ter~ of 

eithar a positive or a negative quantityo E::xample: , Key indicators 075 c= 

1259 . diffeNnCS ~ -50o Key indicators 125 = 0751) difference a <a 50o 

In ths orjginal method the knowledge thnt the tV«>. tapes differed by rut 

one letter in length enabled us to sq that sequent cycles represented a die

pl.acemant of the shorter tape of but one letter each timeo 'lhisD in tum means· 

that sequent revolutions of the longer tape ao incAde with sequent cycleso In 

other words:l a progression from sq the ·end of the second revol.ut.i.on to the end 

of the third revolution means a progression of one complete· cycle and represents 

a displ.~cement of ane letter of the shorter Ulpeo 

It the tapes differ in lengt}t by more than one letter_ for example6 if 

the tm tapes di.ffer by 50 letters~ then the displacement or the shorter tape 

\dll b0 50 letters per rGvolut.ion of the longer tape, in v1hich case it is clear 

that sequmt mvolutions of the longer tape W.ll not coincide vdth sequent cycles" 

Pig., 18 ,and the di8cussion applying to it shows clearly that these messages 

were supiilrimposed b;y rGf'eren~ to the key indicators only.. Tha crucial point is 

th1s 9 that in t'l-te solution or a sine.l! long message a knowledge or the lengths of 
. - - ~ 

the key tapes is abaolut0l.y essential; l'dthout th:ia kn~wledge the length of' a 
• 

eyele and the displacement in sequent cycles never can be determined., which in 

turn means an inability to superimpose cycles so that the princiPLes of solution 

can be ap!l].iedo But in the solution of a series or .cassages a knowledge of the 

·lengths .of the key tapes is entirely tmnecessaey; since sequent cycles arc 

determined not from such a knowledge but S>le]Jr from the key indicators .for 

the respective messap,eso The displacement in sequent revolutions IDal' be any number 

of l.etters» a matter of no concern to us, but ·tne displacement in sequent: 

cz~les (according to Our definition of the pl'arase) is always one letter, and 

tm,ra can be no doubt that that messages in sequent cycles can be found, as will 

oo illustrated balow.. To sum up., th~refore, a knowledge or the lengths of the 

two tapes is entirely unnocsssary for the superimposition or cycles, preparatory 

to decipherment of a series of ~B&a8SBo 
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2o DAll.Y VARIATION IN LBI\'GTHS OF '!'A.PE3 o 

Tho ta.cli that there is a daily variation in t h:J lengths or the tapes in 

the modified method as conpared \uth a constant length in the original method 

has no be8:ring upon the case because as stated in the preceding section, a 

knowladge of the lengths or the tapes is unnecessary tor the solutian of a 

series of mea sages, and secondly~ because the fact of constancy in the lengths 

(as 'I!ISS the case il'l the original .mJSithod) is I!£....[2 of no :importance in SUO~ a 

solution a 

3o SHIFTING THE TAPESo 

The shifting of the tapes, together or singly, equal or unequal distal"ll:es 

in all instances ha.s no bearing up:m the ease, bacanse such shift.ing does not 

preclude the possibility of the occurrence of· sequent cycle so As a matter or 

facto 11te uneqyal shifting of the tapes&- after each mesaa13ea is a highl,Ldanger= 

ous procedure because it makes possible the accidental enciehermente or two mesc: 

aagea p: an id~tical resultant si."!Qle kst, io eo, such proceeding introduces 
' ' 

many possibilities of "overlapao" Eveey case. in which the differenoa between 

. the key indicators is the .same re:rxreaents' a case of an 11overlap11 o 

4o FUNCTIONS ELD.f.INATED AT BIDINNINGo 

The fact that in the original method messages began to be enciphered with 

the f\mctions 4425 only eliminated the necessity of assuming }il.ain text for the 

beginning of a message, io so, if we lmow that each messaee begins with 4425, the 

trial of' the most frequently recurring polygraph..s in the corres}X)nding position 

in the next sequent cycle is Bll that ·is necessary to get a start•o H owever, in 
' 

the modified nethod trere remain many othe."' points of attack, for the encipher= 
I 

ment begins with a name and an a.ddresso ThiS must contain, in military messages» 

titles, initials, punctuation and functions such as figpre and letter shifts, 

periodJl spaceso All of these afford easy openings for attack, eapecial]Jr in 

vien of the fact tl',lat the sending and the receiving stations ·can be determined 

with. a fair oogree or probability Q 

5o ELIMINATING PUNCTUATIOl\! etco 

The elimination .of all punctuation~ and such functions as space and paragraph 

would not complicate the solution any more than their .absence in ordinary cipher 

messages doeso However, the tunctiona 442 (ce.rrlaee retum and line feed) are 

-4= 
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abaclutely nectllsea.ry tor the proper opsi"ation of the machine and therefore their 

alimination is impoesiliLco 'lb~ length of lines is not highl.y variable in nature r; 

and. it is reasonabl;y certain that in the bod1' of the mQ!Ssage ths fb.mtione 442 

.ll'WJt recur at intsrvals. appro:d.mating 60 !at tare o 

'rita indicators and. lamgths or the following serias of 17 messages lllus= 

trate tOO foregoing pointso 'this series ot hypothetical messages was dram Up 

according to the rulss as laid down in the memorandum sutmp.tted by the Signal 

Corps, and represent. wt,at happens in the traf'tic ot only one station of posslb~ 
I ' 

fOUro This station has been assigned one :f'ourlih of the ler.gth ot one tape, in 

aCcordance with the plan set i'ortho The tapes for the de,y are 700 and 670 letters 

in lengtho Station 1 has been assigned the region &om 001 to 160 on the shorter 

tapso At m time must the , differen~ between the key :indicators exceed 160~ other

wise Station l will be encroaching upon the ragion assigned to another station:t 

or as we shall sqf) he will be "out ot boundso" Tm data far this series of 

hypothetical messages ai"0 as fol.lomu 
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TAPES 

·700- 670 
- ._ - eo 

Messag.a 1., 076 - 055 (a) : 21 (b) lOa 658 - 532 (a) : 126 (b) 
J21 - :2§1 (c) 4W - L/37.. {c) 
437 ""416 (d) ll45 -1019 zoo ... 67_0 (e) 

2o 4142 - 417 (a) ~5 (b) 445 - 349 {d) 
206 ... 206 {c) 
648 - 623 (d) 11. 449 - 385 (a) ::: 64 (b) 

~OS - 508 (c) 
3. 418 - 362 {a) :56 (b) 57 - 893 

l68 - 368 (c) 700- 6?0 (e) 
786 - 730 iS? ... 223 (d) 

~-~~(e) 
260 ... 236 (a) = 24 (b) 08 ... 0 (d) l2o 
418 = ~8 (c) 

4o 090 - 068 (a) = 22 (b) b78 ""54 (d) 
~= t&i (c) 

480 - 350 (a) = 130 (b) 75- 55 (d) l)o 
216 = 216 (c) 

;. 362 ~ 262 (a) : 100 (b) 696 - ;66 (d) 
~.,., 281. (c) 
49 = 549 (d) J.4. 698 = 571 (a) 1:: 1Z7 (b) 

267 - 267 (c) 
6. 655 ~ 550 {a) : 105 (b) 965 <=> 838 

688 =~(c) 700 "" 670 (e) 
1343 -1238 265- lbS {d) 
~0 ... 61.Q (e) 

3 ., 568 (d) l,5o 272 = 170 (a) :102 (b) 
208 = a>S (c) 

7o 649 .... 5o/! (a) : 52 (b) 400 - Y/8 (d) 
~2 - 30..2._ (c) 
954 - 902 16. 495 .., 399 (a) : 96 {b) 
zoo~ 67Q (e) ltl6 - 416 (c) 
254 ., 232 (d) 9ll = 815 

7.00 - 6ZQ_ (e) 
s. 259 = 232 (a) = 27 (b) 211""' 145 (d) 

J2J .... ~2l (c) 
582 .,. 555 (d) 17 .. 225 = 202 (a) ::: 23 (a) 

~08- ~08 {c) 
9 195 - 076 (a) : 119 {b) 33 -:iD (d) 

~!!7. = ~~ (c) 
42 = 523 (d) 

KEY TO EXPLAI!JATORY MARKS: (a.) Indicators at reginning of .rreasagee 
(b) Cycle as determmed .from their difference o 

(c) Length of messageo 
(d) ·Positions of tapes at end of message o 

(e) Subtraction for length of tapes o 
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ADDENDUM 2 

SUMMARY 

In this Addendum we shall shov: 

Bo hov the test messages submitted by the Signal Corps were. 
deciphered .. 

b. that the present system, vhich employs key tapes dif
fering in length by moFe than one letter, is much more unsafe 
than the former method in which key tapes differing in length by 
one and only one letter vera used. . 

Co how the trials for possible plain text are reduced to 
simple terms, enabling a great number of ~rials to be made within 
a short time. 

do methods of solving cases not involving sequent cycles. 

1. PRINCIPLES USED IN THE SOI,.UTION OF THE TEST MESSAGES 
- ' 

It may be said at the outset that the principles which ~ere 
involved in the· solution vere basically those set forth in the 
original manuscript and its Addendum 1. The steps were as 
follows: 

a. First, the plain -text preamble for each message vas 
read. This gave the key indicators, the serial number of the 
message, the number of words, the place of origin and dateo For 
example, tbe first message sent by the station at Hoboken gave 
the f'olloving preamble: · 

EWWPPQA6Q53656QR52HQ3P30F3E3HOBOKEN3NJ3SEPT36WW36TRP55P442 

"Translated," this would read as follows: 

322 * 001 (Ssries)A (No.)l 14(vords) HQ P(ort) of E(mbarkation) 
Hoboken NJ Sept 22 5:40 P(M) 

Then the total number of' characters in the message was 
determined by count, beginning with the character immediately 
following the 442 and extending to the beginning of the series 
of 2~s or 4us at the end of the message. 

By classifying the tapes in accordance vith their points 
of origin, and then in accordance ~ith their serial numbers, the 
following list resulted: 

List of Messages 

WASHINGTON SERIES 
Message Me~sage 

No a Indicators LeBSth l\lOo Indicators Le~th 

1 126 * 001 278 8 687 * 228 491 
2 406 * 281 321 9 393 * 082 182 
3 729 * 604 380 10 577 * 266 438 
4 324 * 347 213 11 . _2}0~.-~ 067 252 

g 539 * 562 230 12 484 * 321 304 
771 * 155 276 13 002 * 626 331 

7 261 * 432 423 14 335 * 320 484 
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Message Message 

Noo Indicators Length Noo Indicator,!_ Le!!Bt.h 

15 034 * 167 314 46 474 it 123 ,421 
16 350 * 483 341 

. ~~ 110 * 546 319 

t~ 693 "' 187 237 431 * 228 359 
145 * 426 264 49 005 ., 589 400 

19 887 ~ 0~ 333 50 407 ~ 352 326 
20 746 -n 3 281 51 735 * 041 582 
21 242 * 032 182. 52 532 oG- 625 273 
22 426 ~ 216 326 53 020 * 261 309 
23 754 it 544 270 54 331 * 572 ' 150 
24 2g9 * ll7 629 55 483 * 085 403 
25 0} * 1 9 1959 56 101 * 490 403 
26 470 .. 213 228 §~ 506 * 256 3~8 

~~ 100 * 443 304 099 * 636 '7 3 
219 * 110 43~ 59 097 * 143 492 

29 658 * 549 30 60 591 * 004 221 
30 181 ·:1- 220 481 61 02~ ~ 221 381 
31 664 * 064 214 62 40 * 602 237 
32 093 il- 280 410 63 647 * 202 327 
33 505 * 053 254 64 189 * 531 295 
34 698 f) 309 236 65 486 * 189 300 
35 212 ~· 547 244 66 001 * 491 195 
36 458 * 154 275 ~~ 198 ~ 049 424 

~z 735 fi. 431 ·:;-62· 624 * 475 411 
312 * 156 323 69 250 if 259 . 318 

39 637•* 481 491 70 570 {!o 579. 262 
40 3~0 * 335 142 71 047 ~ 204 161 
41 4 7 * 479 318 72 210 ~ 367 208 
42 020 * 160 275 73 . 420. ~ 577 202 
43 297 * 437 374 74 624 "' 142 149 
44 673 * 984 206 75 775 * 293 133 
45 094 * 382 378 

HOBOKEN SERIES 

Message Message 
Ifoo Indicators Length No. Indicators Lep.gth 

1 322 * 527 191 19 772 * 605 . 294 
2 515 it 194 532 20 186 * 971 215 
3 971 * 089 195 21 403 * 479 456 
4 460 * 287 203 22 733 * 298 370 

g 665 * 492 253 23 446 * 031 314 
133 * 108 229 24 762 * 578 407 

A 
364 ~- 339 429 25 479 * 117 165 
008 * 131 388 26 552 * 285 354 

9 398 * 521 3370 27 121 * 002 366 
10 770 * 254 213 28 489 * ~70 751 
11 198 * 469 177 29 455 * 484 1089 
12 377 * 009 245 30 759 * 297 396 
13 624 * 256 235 31 3~0 ·:t 056 1200 
14 733 * 493 358 32 7 5 * 619. 562 
15 434 * 214 275 33 942 * 544 523 
16 711 * 491 345 34 300 * 430 512 
17 271 * 199 178 35 027 * 305 495 
18 451 * :?79 224 

-2-
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NEW YORK 8ERIE5 

/ 
~lessage Message 

.No Indicators LeDBth No Indicators Lemtth 

1 714 ~ 001 157 1~ 576 * 002 236 
2 086 f'~ 160 307 14 714 * 240 272 
3 395 ~ 469 235 15 201'* 514 302 
4 891 a..o67 761 16 505 * 119 235 
5 618 u- 191 205 i~ 742 ·:. 416 231 
6 038 * 398 365 188 e 010 2A6 
~ 405 \} 126 '329 19 418 * 288 2 4 

736 iot- 457 577 20 752 w 574 134 
9 528 * 397 316 21 101 * on 128 

10 059 * 076 585 22 231 * 201 133 
11 646 * 024 359" ~~ 366 * 336 143 
12 220 * 385 253 511 'J: 481 91 

NORFOLK SERIES · 

Message 
No. Indicators Lenstq. · 

")' . ...... 
1 518 it- 001 514 
2 247 * 517 320 
3 569 * 200 271 
4 055 '* 473 274 
5 331 * 110 ~~ 6 612 it 391 
7 215 * 142 163 
8 380 * 307 139 
9 521 * 448 446 

10 182 * 257 677 
11 074 * 297 407 
12 483 * 067 227 
13 712 il- 296 273 

. 14 200 -!;· 571 279 
15 481 * 213 195 
16 678 * 410 990 

' 

-3-
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, b. Next·, the lengths of the two keys 11rere determined from 
a m~~hematical analysis of the foregoing lists. Consider, for 
e:xa.mple, the first few messages emanating fr.om Washington.P paying 
particular attention to the key indicators, and the length of each 
messageo For example, Washington 1 begins at 126 ~ 001 and 
contains 278 letters!a lt is evident that at the end of the me3~ 
sage the keys would be a. t points~ hereafter designa.,ted as "loci," 
278 letters beyond the original loci. Thus: . 

Washington 1 ••oo 126 * 001 
Length •••• 278 278 

404 ~ 279 

The key indicators for Washington 2 are 406 * 281~ tvo in advance, 
respectively, o~ the loci where Washington 1 left off. It is evi~ 
dent that before beginning on the n~xt message Washington 2, which 
has 322 letters, the encipherer "slipped" both key tapes two letterso 
Adding the number of letters hera again to the key indicators, we 
have the following: 

Washington 1 
Length 

Slip 
Washington 2 
Length 

•••• 126 * 001 
n .. 278 2JJi 

4o4 * ·279' 
0 0.. { 2 ~ 2) 
0 • :-:4'06* 281 
0000 :222 g22 

728-* 03 

Washington 3 begins at 729 * 604.1> in other wordsg after a "slip" 
of 1 letter in eseh key. 

Nov Washington 3 has 380 letters. Let us add 380 to the 
key indiyators. Thus: 

Washington 3 
Length 

729 * 604 
380 380 

1109 ~ 98'4 

The :result should correspondc_;: approximately vith the key 
indicators for the next message, but Washington 4 gives as indica= 
tors 324 * 347. It is evident, therefore, that both key tapes 
have completed one revolution and are 323 and 346 letters, res~ 
pectively, beyond their initial loci, viz, 001. If now we find 
th~ difference between the 'theoretical pair of indicators, 
1109 * 984, and the actual pair, 324 * 347, we shall begin to 
approximate the lengths of the keys. Thus: 

1109 * 984 
324 * g~f 
785 * 

Washington (theoretical initial loci) 
4 (actual 11 

" ) 

We begin to suspect that the longer key·!s about 785 
letters in length, the shorter, about 637. We must, therefore, 
determine not their approximate lengths, but the!~ exact lengths. 
If there were no slip betveen Washington 3 and Washington 4, then 
the numbers 785 and 637 would coincide tvi th the exact lengths of 
the keys. We do not know whether there has been a slip between 
these two messages~ or, if there has been, whether the slip was 
the same for both keyso But we do not have to determine that 

lwe shall ;;se the word "letters" to include all the characters 
and "functions" of the machine, as they appear on the cipher tapes. 

-4-
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immediately. Let us turn our attenti.on to a case in vbieh only 
one of the key tapes completes a revolution within a messa~e. 
For example, consider Washington 5, v1th key indicators 53 * 562, 
length 230 letters; and Washington 6, vith key indicators 771 * 155$ 
length 276 letters. Let us calculate as before. 

Washington 5 
Length 

It there has been a slip of tvo letters on both key tapes, 
then Washington 6 should beg~ at 771 ~ 794. But in reality~ the 
key indicators for this message are 771 ~ 155. Still assuming an 
equal slip ot two letters, then locus r(92+ 2 = 794SI Which coincides 
\Jith locus 155. Taking the difference» 794-155 = 639, vhich would 
be the exac·t length of the short key. Above 11 ve bad determined 
the app~oximate length as 637. 

Applying the same process to determine the exact length 
of the long key, taking Washington 6 and 1 for calculation, we 
find the ~olloving: 

Washington 6 •••• 771 * 155 
Length •••• 2t6 276 

10 7 it 431 

Washington 7 begins at 261 * 432. Since the indicators 
as regards the short key differ only by 1, ve ass~e an equal slip 
of 1 for both keys. Therefore locus 1047 + 1 = 1048 vbich coin
cides vith locus 26lo Then, likewise, 1048-261 = 7B7, the exact 
length of the long key. Our approximate length vas 785, as 
determined above. 

It nov remains to test 'these determinations on all mes
sages11 their correctness being based upon the consistency with 
W·hich the theoreti~al key indicators for each message agree vith 
the actual, taking into account the assumption that the tvo key 
tapes were slipped an equal distance in every case. There may be 
a variation in the amount of slip between successive messages, 
but so long as in each case both tapes are slipped through the 
same distance, the result vould be exactly the same as though each 
message vere 1, 2 11 3 ... letters longer than is actually the case, 
vith no slip whatever involved. A careful study of the calcula
tions which follov will shov that there could not possibly be any 
doubt about the correctness of the two determinations, 787 and 639. 
There are several discrepancies, ~t is true 11 but they vere due to 
errors, or carelessness on the part of the encipherer,, as will 
be discussed later. 

Before giving the complete calculations for the series 
or messages, ve shall introduce into the discussion a feature 
which concerns what ve have termed l!tent cycles. {For defini
tion of the ordinary cycle see page 2 of Addendum lo) 

Consider Washington 3. for example;·it begins at 729 * 604, 
or in the 125th cycle and ends at 322 * 345, or in the minus 23rd 
cycle. '!'he me.ssage involves, therefore, at least two cycles. 
But tha~e is in reality an additional cycle involved. For, after 
the message has proceeded for 36 letters, the short key is at 
locus 640, ~hich coincides vith locus 001, since the key is 639 
letters in length. But while the short key is at locus 001 11 the 
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REF ID:A4148948 

long key is at locus 729 36~ or 765o Atter the 36th letter, 
therefore, the message proceeds in cycle 765-001» or cycle 764o 
This ~e term the hidden o~ l!tent cycle; in contradistinction vith 
the open or patent cycles (~bich are shown by the key indicators 
themselves), because the existence of the latent cycle is dis
closed only by the ealculations made as a result' of the determinao 
tion ot the exact lengths of the tvo key tapeao These relations 
can be demonstrated v~y stmplyD thus: 

Washington 3 
(length 380 letters) 

729 * 604 

71-*6~ 
Cycle 125 

or 

765 * 001 Cycle 764 

But this message is 380 letters in length and continues 
to be enciphered after the 36th lettero Proceeding for 23 letters 
more» the long key reaches the ·locus 788$ vhieh is in reality 
locus 001» since the long key is 787 letters in lengtho The short 
key» &fter 23 letters, is at locus 024a The difference betveen 
the t~o looi 001 and 024 is the~efore -23. and the message is'nov 
p~oceeding in the lat~nt -23rd cycle. It continues to do so until 
the and of the messageo These relations are summarized matbem&tic
~lly in a standard form as follovs: 

Message Leysth 
Boo Indicators Pl!£!i1a Total Czcle 

Washington 3 729 * 604 125 

zg~ * oi§ 36 

764 765 * ool 

1~ *~ 23 

ooi * o24 -23 
. ~21 221 321 380 

End of Wash o 3 0 0 322 * 345 

The calculations which apply to the entire series of messages 
are as follows: 

Message 
No .. 

l 

2 

3 

WASHINGTON SERIES 

Le..B&£h 
Indicators Partial Total PY.cle 

126 * 001 125 
27:8 278 278 278 
404 * 279 

!og 'flO 
2) 

281 
222 g[2 322 322 
I2a ~ o3 

1 1) 
729 * 604 

36 7g~ s 66t 
-6-
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.Message 
Noo Indicators 

Le~th 
Partia. 'fot!..L Czcle 

3 
765 ° 640-cont 8do 

'765 i} 001 764 

7~ * o~i 23 

001 -c. 024 -23 
321 321 321 380 
322 b 345 
.! 2 2l 

4 324 it 347 
213 213 213 21} 
531 * 560 
( 2 2} , 5 539 a: 552 

of~* 648 78 

617 * 001 616 
1~2 152 152 230 
79 * 153 
<~2 . 2L 

6 ·V·1~ * -1'55 
1'7 . 17 . 

7"88 i l72 
17 

001 ~ 172 -171 

~6 i ~~:. 29==·=-==--=w ~1§ 
{ 1 11 

7 261 8 432 
208 208 208 
~69 * 640 
469 * 001 468 
2~~ 21~ btr * 21 

215 42~-

8 t 2 12l 87 it 228 . 
101 101 101 
788 * 329 
001 * 329 -328 
.311 311 311 
312 'i 61rn 
312 * 001 311 

79 1&9 _1.9. 491-
391 * 0 0 
~ 2 2) 

9 393 * 082 
182 182 182 182 

575 * 20'4 
' 2 2) 10 577 -a- 260 
211 211 211 
78'8" ~ 477 

-476 001 * 477 
16i 16.2. 163 
lb * 640 

163 164 *'001 
64 64 64 438 

228 * o65 
1 2 21 

11 230 * Ob7 
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REF ID:A4148948 • 

Msssage 
:Noo Indicators 

L<e~th 
Pa.Jrtial Total Cxcl.!. 

11 230 * 061 
~2 252 252 252fj 

8 ~ ;;19 

' 2 2} 12 8ii i }2l 
304 ~04 304 304 
788 *25 
001 * 625 -·624 
~ 1. ll 

13 02 if' 626 
14 14 14 

oi5 * 64o 
016 * 001 15 
~1~ 31~ 317 }31 

; 4 31 

14 
~ 2 '2l 
35 * .}20 

g20 g20 320 
55 $4() 

655 * 001 654 

~~ * i~i 133 

001 * 134 
484 

-133 
_21. g1 31 
032 3 1 5 
~ 2 2l 

15 34 * 167 
316 tl6 316 316 
350 *83 
~ 0 Ol 16 50 ~ 48:; 
15I 1~7 157 
507 6 6 0 
507 ~ 001 

184 341 
506 

184 184 
691 * 185 -
~ 2 2) 

11 --93 * 187 
..:;9_5- ~2 95 

":.:7_88 * 2 2 
001 ~ 282 -281 
14i 143 143 238 
14 * 425 

18 ' 1 lJ 145 * 426. 
214 214 214 
359 * 64o 
359 * 001 358 
~0 50 50 264 

1(: 9 * 651 
~ 2 2) 

19 l1 * 053 

~di 333 333 

2 2l 
20 746 i} :;88 

., . 
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Message Le!!Bth 
Noo lndieatoxos Partial Total C1c1e 

20 746 ~ 388 
42 42 42 

788 4 430 
001 * 430 -429 
210 210 210 
211 * 646 . 
211 .a- 001 '210 
~29 29 29 281 

240 $ 035 
~ 2 21 

21 42 e 032 
182 182 182 182 

·424 * 214 
22 

~ 2 2) 
26 * 216 

226 326 326 326 
I52 it s42 

2 2l 
23 1sir* s41J: 

~ 34 34 
7 * 578 
001 w 578 -577 
62 62 62 

063 * 640' 
063 * 001 62 
174 _17i 174 270 
237 * 175 

24 ' 2 2) 239 * 177 
462_ 462 463 
702 * ~0 
702 * 001 701 
~B'G""""-:"'="....-~ 86 "'"' ~ ~ 

788""'ro8"r 
001 it 087 -86 

80 80 80 629 
081 * 167 

25 ' 2 2l o83 * 159 m 4
4-*= 5 * 6 0 

471 

554 ~ 001 553 
~~4 234 234 
7 :g- * 235 
001 iT 235 -234 
4og 4os 
4o * 04o 

405 

406 * 001 405 
382 382 382 
788 * 383 

~382 001 * 383 
25a 2~7 
25 * 6 0 

257 

258 * 001 257 
211 211 211 1960 
469 * 212 

26 
! 1 ll 

70 * 213 
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REF ID:A4148948 .. 
Message Le~th ' 

No"~ Indicators Partial 'total Cycle. 

26 470 -& 21.3 
228 228 228 228 
698 *441 
' 2 2) 21 700 ~ 4143 
88 88 88 

788 * "'331 
001 <& 531 -530 
10§ 1~ 11 i' 6() 

109 

110 lA- 001 ' 109 
108 108 108 305 
218 3 109 

28 
{ 1 ll 
219 i 110 
43l 4i7. 437 437 
65 ~ 5 1 
~ 2 2) 

29 58 * 549 

J~ 3 645 91 

748 749 * 001 

~ .39 

001 flo 040 -39 17g 17:2 . .175 305 
1r * 215 
hrt * 22~)-30 
420 420 420 
oo1 * 64o 
601 * 001 
~6 :i6 56 476 

657 !fi 057 

!64 * o6k) 31 
124 124 124 
788 it 188 
001 * 188 -187 

BS 87: 87 211 
08 it 275 

'~ 2l 32 09* 280 
::;60 i6o · ~6o 

53 flo 40 
452 453 * 001 

46 46 46 406 
499 it 047 
·' 6 6) 33 505 * 053 
2!21 221 251 251 
Is6 a 304 

2 ~~1 34 761 * 30 

7@~ * 35t 
27 

001 it 336 -335 
206 206 206 233 
207 * 542 
~ ~ .5~ 

35 2l2 * 5"41 
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Message 

No. !!;td.!Qa.tors Parti~f.'~Total , Cycle 

35 212 it 547 
_9.2 ~ rJl 93 
305 ~o 
305 it 001 304 
1.48 148 148 241 
453l'f 149 

36 --=£s~ ~ tsil 
212 272 272 272 r .. li21i 5 5) 

37 5 * '431 

7~ * 4~~ 53 

001 * 484 -483 
15§ 1~6 156 
157 ~ () 0 
157 * 001 

149 358 
156 

14g 149. 
35 * 150 
( 6 6l 

38 312 * =156 
g22. i2.3 323 3?3 
35 *79 
~ 2 2} 

39 37 * 481 = 

~1 151 78 i>" 632 
151 

001 * 632 -631 
8 8 8 

oog * 64o 
009 * 001 8 
327 2~~ 327 486 
33f5 * 32 
~ 1 Zl 

40 3~3 * 335 
140 140 140 140 
483 * '475 i 4 4) 

41 87 * 479 = 
161 161 161 
648 *" 64o 
648 * 001 647 
140 i4o 140 
788 * 141 
001 * 141 -11-i-O 
1~ li- 13 314 

01* 15 
i 6 6l 

42 020 * iGo 
2]2 -= 21_2 272 272 
292 * 4)2 
~ 2 !il= 

43 297 * 4"37 
20g 203 203 
50 *640 

499 500 * 001 
167 167 167 370 
l>61 * 1oB - -
~ 6 6) 

' 
44 73 * 174 

-11-
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Message LetB-th 
Noo Indicators Partie. Total Czc1e 

44 673 * 174 
11~ 115_ 115 
7B il= 289 
001 * 289 -288 
82 ; 89 204 

090 * ' 
45 ~ 4 41 ·94 i 382 

~8 2~ :;52 3 5o 
258 

352 on 001 351 
116 116 J-16 374 
JibS o 111 ! 6 6l 

~6 74 it l23 
~14 ~14 314 
788 * 37 

-436 001 * 437 
102 102 . 102 416 
l03 i 539 
' 1 1l 47 llO $ 546 

94 _94 ¢4 
2(jij ~ 6 0 
204 * 001 203 
221 ' 221 221 315 
425 * 222 
~ 6 6l 

48 31 ~ 228 
~~~ 2as 355 355 1 *53 

6 6l 
49 792 * 589 

-584 005 * 589 
I 51 ~1 51 

o56 * 6 o 
056 * 001 55 
i41 24t 345 396 

0 * 34 

' 6 6l 50 0~ * 352 
288 28 288 

695 ~ 54o 
694 695 * 001 

~4 ~4 34 322 
I29 * 035 

6 6l 
51 735 * 041 

~ !23 53 
7 4 ogli 
001 * 094 ~93 

;22:2 ~22 523 576 
I2~ *~1Al 

52 ·532 * 625 
1!2 15_ 15 

51l7 4 540 
546 547 * 001 

241 241 241 
788 i 242 

-12-
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~F ID:A4148948 
., 

i(l 

Message Le~th 
1\To. Indicators Pa.rtia-iJ:iotal Czcle = 

52 
contvd. 

788 u 242 
001 * 242 -241 

oft d ·2;g 13 269 
_.r-et=-==r 

,y' 26¥} 53·:. 
j06_ ,306 306 306 
326 u 567 

54 -!~ !T 5i " 

68 68 
3"§9 il)JJo 
399 fit 001 so so so 148 

39S 

trrg=aoa! .. ,_ -
~ 4 4l 

55 83 g 085 
305 305 305 
788 * 3§0 

-389 001 * 390 
94 9.4 :at 399 095 i \- . 

56 
M 6l * 4~0 

~rm 150 
5 * 0. 

2~1 * 001 250 
?:_2 2~ 249 399 
500 * 250 
~ 6 6l 

51 50b it 256 
282 282 282 

7BB 3 s3B 
001 * 538 -537 
~ 92 92 3"(4 

0 * 630 
L6 6} 

58 --09~ *53~ 
4 

103 it or&o"'"'' 
103 * 001 102 
6i~ 6i$} 639 
1 }~' b 0 

741 742 * 001 
46 46 46 

78ff i o41 
-46 001 * 047 

86 86 86 775 
OS·r i 133 
~10 1Q) 

59 97 * 1'43-
487 487 ~®I * ~~~ 

' 1 ') 60 591 * 6;: 
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Message 
.. 

Len~th 
No. Indicators Partial Total Cycle --- .. - . 
60 591 * 637 

3 3 3 
sglf ~ oiK> 
594 * 001 593 !;..._ 194 194 
7 * 195 
001 ~ 195 

218 
-194 

21 21 21 
o2'2-* 216' rt==t= t= -

61 ~ri * 2~1l -
i~~ *~ 377 377 

' 4 
5 

4) 62 ;{)8 * 602 
' 

4~~ * 6~~ 38 

446 * 001 445 m- 197 197 235 
3 .r, 198. 

t4~ * 20~ 63 
141 141 141 
7"88 * 3li3 
001 *· 343 -342 
182 182 182 323 
183"~ 525 

' 6 6l 64 189 .eo 5:5!' 
lOa 102 
29 * 640 

109 

298 * 001 297 
18~ 183 183 292 
11:8 $ 184 

65 !ag * 1a~) 
297 2~. 297 297 

~q 
66 7~"'* Il§~) 

001 * 491 -490 
14§ 142 149 
Is * b~o 

149 1~0 * 001 
4 44 44 193 

194·r~ 

67 ~ 4 ~ 
g8 * 049 

420 420 420 420 
bl8 * 469 

-£2t * lf7f 68 
164 16 164 
788 * 539 
001 * 639 -638 

1 l 
oo2 ~ 5fi:o 

-14-



,. 
REF ID:A4148948' "' 

Messago Lafg!;h 
1\Joo Indicators .fartie. Total ~1e 

68 002 * 640 
cont 0do 002 * 001 1 

242 242 242 407 
21Pi 'i 2~ 

69 
~ 6 16} 50 i 259 

315 ~ ~li 315 
55 i 57 
~ 2 ~l 10 70 ft 57 
~1 61 61 -o 1 $ 64o 

631 ~ 001 630 

~s=t~ 157 

001 ° 1~8 -157 
42 2 42 259 

64~ * 2oo 
,...,..... === 

. ! . 4l 
71 0"47 * 20Ji: 

~~ 159 159 
2 !lf 3 
' 4 4) 72 210 * '57 -· 

206 206 206 206 
~16 * 573 ! 4 4) 

73 20 * 577 
63_ 6g 63-

483 rOJi 
482 483 * 001 

~~ ;-ij~ 137 200 

74 t2i * flr}l 
l4t 141 1l~7 147 
- 'l * 289 

4 4) 
75 75 293 

1M* 3ig 13 

001 * 316 -315 
120 120 120 133 
121 * 436 
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HOBOKEN SERIES 

Message LeMth 
·No .. Indiea.to:ra Partial Total . Oye~.!. --=--

_._.. 
1 322 * 001 321 

1521 121 191 191 
513 i 192 
( 2 2) 

2 5l5 41- 19li 

~* ~~ 273 

001 * 467 -466 
1~ 112 173 
17 * 640 
1~4 * 001 lTJ 

6 86 86 532 
26() :* o&'7 
~ 2 2} 

' 
1'62 *-089 

121 1~ 197 197 
~59 if 2 
~ 1 1) 

4 'b() ~ 287 
20;2 2~ 203 203 
bb3 i ~ 
~ 2 2) 

5 65 * 492 
li 122 123 
78 * 615 

-614 001 * 615 

~~ 25 

026 ~ 001 25 
105 105 105 253 
l31 * 106 
~ 2 2) 

6 133 * 108-=-

~~ 229 229 
3 3"7 
! 2 2) 

7 364 * 339 

g~§ * t*h 301 

664 665 * 001 li 12~ 
7 ·~ 12 

123 

001 ~ 124 -123 
g ~ 5 429 

00 * 129 

8 
{ 2 2) 
ooa * 131 
388 288 388 388 
390 * 51"9 

--=*Ill - ~ 2 2) 
9 98 * 521 

112 119 119 
517 * 640 

516 517 * 001 
251 251 251 370 
768 * 252 
1. 2 2l 

10 770 .* 251¥ 
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Message LengtB. 
Noo Indicators Partial 'l'ota.l Q;rcle 

=rnr=M"'t"''= ---
10 770 iol 254 

18 18 18 
788 ~ 272 
001 * 272 -27~ 

i~* ~ 195 213 

( 2 2} 
11 -198 i lfb9 

1.1'7_ lift 
375 * b 

177 177 

375 * 007 368 

=!t~ ~ 00~ ~ 12 

~~~r~f 245 245 

£ 2 2~ 
13 o24 *-256 

164 164 164 
788 * ~20 
001 * 420 -419 

71 ~1 71 235 
672 * I& l 
L2_- 2l 

14 07P 493 
14± 14~ 11:!-7 
22 * 64 
221 * 001 220 
211 2il 211 358 
4'32 "* 212 i 2 2J 

15 34 * 21:4 
212 m 275 275 
709 "* 4 9 

16 
~ 2 . g} 
711 * 491 
i/3A ., sf6 77 

001 * 568 -567 

a~ * 6t~ 72 

073 * 001 
196 

72 
~6 1_96 345 

9 * 197 
' 2 2l. 17 271 * 199 
14§. 171}, '. 178 178 
q: 9 * 377 ! 2 2} 

18 5l * 379 
224 224 224 224 
675 * ilo3 
~ 2 2} 

19 '77 * b05 
'f5 115 35 
7 2 * 6 0 r 712 it ooi( 

76 1~§ u o}~ 
.:.76 001 * 0~7 

183 1 3 183 294 
184 * 260 
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Message L~~h No. Indicators Part'l~~otal Cycq.e _.,... 
19 184 u 260 

cont 11d .. ~ 2 2) 
20 .. - 86 $ 262 

21! 21!2, 215 215 
40 $ 477 

!o§ * ~r§J 21 
161 161 161 
s64 * 6~o 
564 * 001 
224 224 224 

563 

788 * 225 
001 * 225 -224 

71 ~1 71 456 
072 $ 2 5 
~ 2 2l 

22 "74 * 298 
~42 ~42 342 

16 *~o 
416 * 001 415 

28 28 28 370 
444 0 0~ ! 2 2) 

23 4b * o31 
314 ~14 314 314 Ioo *4s 

2 2~ 
24 762 ti- 347 

26 26 26 
L7SB * 373J 

001 * 373 -372 
26~ 26I 267. 
26 i ~40 
268 fr 001 267 
114 114 11~- 401 

• ~82 * 115 
~ 2 2l 25 .. 8't * i17 
1~ 162 165 165 l ~ 282 

26 ~ 3) = 

55 * 285 
2a6 2_36 236 
7 8 * 52i 
001 ~ 521' 
118 118 118 

-520 
354 

i19 *' 639 
' 2 2) 

~7 121 4 641 
121 * 002 119 
i66 _366 366 366 

8"7 * 3b'B' £ 2 2l 
28 89 * 370 

210 ~*0 270 
75§ * 6-o 

758 759 * 001 
2s 29_ 29 
7~ * 030 
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Message Le:ggth 

Woo Indicators Pa.rtia~ 'Total Czcle 

28 788 * 030 
cont 0d. 001 * 030 -29 

~ 452 751 
53 ! 2 2} 

29 55 * 484 
156 ~ li6 
Oll * 6 0 

156 

611 * 001 610 

w~ * ~~~ 177 

001 * 178 -177 
462 462 462 
463 * o>.to 
463 * 001 462 
224 g94 294 1089 Is1 * 295 . 

2 2) 
30 759 * 297 

7@~* 3~~ 29 
.' 
' 001 * 326 -325 ' 

314 gl4 314 
315 *40 
315 * 001 314· 

~a*o~i- 53 396 

{ 2 . 22 
31 370 * os6 

418 418 418 
788 * 474 

-473 001 * 474 
166 166 166 

· 167 * 64o 
167 * 001 

604 1188 604 604 
I11 * oo5 

14 14f 
32 785 * 619 

78§ * 6~ 
001 * 622 

3 

18 18 18 
o19 * 64o 

18 019 * 001 
53f 53~ 225 __ !i5_6 
55 * 53 
~ 8 SJ 

33 562 * sll4 
96 ~* 6~ 

. 657 658 * 001· 
1~0 130 130 
7 8 * l31 

-1:?0 001 * 131 
292 292 222 s-.-'te 
293 * 423 
~ I 1l 

34 300 * 430 
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Message LeBSth 
Noo Indicators Partial T"otal C;y:cle 

34 300 * 430 
210 210 210 
51h * 640 
510 ~ 001 509 m 278 278 
7 * 279 
00~ * 279 -278 
19 1~ 12, 201 

020 tt 29 

' z 7l 35 027 i 305 

-~~ ~ gig ~335 

362 * 001 361 
160 . 160 160 492, 
?" 

NIDI YORK SERIES 

Message Leysth 
No. Indicators Partii Total Czele 

1 r-7!4 * OOll 713 
~4 14 74 

1 a ~ o1s 
001 it 075 . ~74 

ogi * 1~~ Bj 151 

~ 2 2) 
2 o86 * 160 

201 i01_ 307 307 
393 *bf 
~ 2 2l 

3 395 it 469 
ltl lifl 5 6 * 6 0 

171 

566 * 001 565 
64 64 64 22,2. 

6:;o * 065 
~ 2 2) 4 32 * 007 
1~6 156 156 
7 8 * 223 
001 * 223 -222 
41a 411 417 
41 i 640 
418 * 001 417 
188 188 ].88 761 
606 * 189 
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£.1(~51 tll~gei! Length 
X3@o India& to&>·s Parti'"iil 'l1otal O]!Cl.!, 

=- ---==- === ·=,......=nr:-FP" 

fJ. 606 w 189 
CO!il~ 0Cil 0 ~12 12~ 

5 113 i f91 
].~0 =m- 170 

lrtJ ap 
... 360 001 ol) :;6 

at~~ ;i 25 2Q.5. 

~ ~ 2l 
0}8 ~ 398' 
242 242 242 
28o * oro 
280 {'} 001 279 
123 12~ 1~2 ~65_ 
403 i 12 t 2 2} 

1 05 * 126 
32~ ~2~ 329 329 I3 ~s 

2 2} 
8 736 w 457 

~2 5,2 52-
7B *so§ 

-508 001 * 509 

~~ 131 
3 '/!" • 

132 .;. 001 131 
~94 224 224 577 

2f) * 395' \ 

! 2 2l 
9 28"" * 397 

24} 2~ 242, &r * 64o·· ·-
670 671 * 001 

6~a ~ oia 17 

001 * 018 -17 
26 26 56 316 

057 * 074 

' 2 2) 10 059 * 076 
~i--~ 564 

3 * 0 
622 623 * 001 

. 21 21 21· 58.5. 
ozrr~ 022 ~ 

11 £4g * 02i) == 

142 142 142 
78ff if 165 
001 * 166 -165 
21~ 21~ 2ll 25~ 

-21 * 38 

' 2 2l 12 220 3 385 
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Message Le!mth 
NOo Indicators Partial 'Tc>tal Czcle 

12• 220 * 385 

.m.~~ 253 25} 

£1g 4t 64i) 13 
476 ~ 002 

236 ' 236 
474. 

236 236 I12 * 238" 
2 2} 

14 7lli * 240 

7; * ;t4 74 

001 * 314 
128 

-313 
198 lf8 27,2 
199 4 5 2 
' 2 2j 15 201 * s14 
126 126 126 
327 * 640 

326 327 * 001 
176 176 176 _202 
503 * l77 
! 2 2j 

16 505 * 179 

jifi " itt 235 235 

2 2) 
17 742 :a: 416 

46 46 46 
788 * 462 
001 * 462 -461 
178 1*8 178 
l79 * 6 0 

178 179 * 001 

1Bt * ooA - 7 231 

18 
~ 2 2) 
18B * 010 
2l6 2~ 4 4 * 2 

276 276 

! 2 2~ 
19 66 * 288 

284 284 284 28lf. 
75o * 572 

' 2 il 20 752 * 57 
~6 :2_6 36 
71f* 610 

.-609 001 * 610 
30 ~0 o;n * l> o 

30 

031 * 001 30 
68 68 _68 134 

'099 * 069 
' 2 2l 21 lOl * 071 
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Message Length 

Noo Indicators Partial Total Cz..cle 

21 1()1 * 071 ' 
128 128 128 128 
229 if l99 
~ 2 2l 

22 31 * 20l 

1~1: Ht 3b i)" 1}} 1}3 

NORFOLK SERIES 

Message Leegth 
No. Inf!ica t_o~s Partial Total Czc1e 

1 518 * 001 517 
2~0 219 
7 8 * "271 

270 

001 * 271 -270 
244 244 244 514 
245 * 515 
{ 2 2) 

2 247 * 517 
123 ~=i 123 
370 a bb 
370 * 001 3~tfB 369 

w 1i 127: 220 
5i * 19 
~ 2 2)~-

3 5b9 i\' 200 2ls 219 219 
78 * 419 

=418 001 * 419 
_s_g 5_2 52 271 
053 * 471 
~ 2 2} 

4 055 * 473 
'.167 161 167 
222 * t>4o 
222 * 001 221 
107_ 10~ 101 214 
329 * 10 
' 2' 2l 

5 331 * 110 
279 2l/' 279 279 
610 * 3 9 
f>r2 2) 

6 2 * 391 
1~6 lt6 176 
7 8 * 5 7 

-566 001 * 567 
7i P- 73 

07 * 6 0 
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Message Length 
No. Indicators Partial Total C:ycle 

6 074 -:t 640 
cont 0¢l. 074 -;} 001 73 

1t9 1~9 1~2- 288 
2 3 * 1 0 
(·2 2) 

7 215 * 142 
16~ 163 163 163 
37 * 305 

8 ' 2 2l 380 * 307 
12_9 li~ 139 '139 r9 * 4 2 2) 

9 52l * 4413 
192 lt2 
713 * 6 0 

192 

713 * 001 712 

7~~ *o~ 75 

001 * 076 -75 
1~9 179. 119 446 
1 0 * 255 
i2 g) 

10 182 ,* 257 
383 -t83 383 
565 *40 
565 * 001 564 
22§ 22~ 
78 * 22 

223 

001 * 224 
_11 71 11 -~ 611 

11 

072 * 295 
~ 2 . 2j 
074 * 297 
~43 g43 

17 *40 
343 

417 -;!- 001 416 
64 64 64 407 

481 * 065 

22 
~ 2 2} 
83 *= 067 

227 22~ 227 227 
710 ;-29 
( 2 2) 

13 712 * 296 
~6 76 

L7 8 *372_j 
001 * 372 -371 
1~ 1,21. 12Z . =212. 
19 * 5b9 
_lg , 2j 

14 200 * 571 
6,2 69 69 

209 *=b40 
268 269 * 001 

210 210 210 - 21:2 
479 * 211 
£ 2' 2} 

15 81 * 213 
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Message L~p.gth 
No. Indicators Part1a 1 · Total C;r_ele 

15 481 * 213 

N~ ¥ k~ 195 195 

£7§ 2) == 16 * 4io 
110 '110 110 
788'"* 520 
001 * 520 -519 
120 120 120 
121 ~ 6lio 
121 * 001 120 

~g~* ~~ 639 

760 * 001 759 
28 28 28 

788 * 029 
001 * 029 -28 

5~ * 1~~ .22 920 

Remarks on Calculations 

It is to be noted that these calculations exhibit a remarkable 
consistency, and corroborate the calculated lengths of the tvo 
keys, 787 and 639, respectivelyo By the consistency of the calcul
ations we mean that it would be utterly impossi'ble to have the 
calculated slip between messages equal fo~ both keys in every case 
as a result of coincidence; for, unless the assumed lengths of the 
two keys be correct, the-slip would be unequal and inconsistent 
in many places. The fact that they are equal ·means that the 
encipherer was consistent in slipping both tapes an equal distance 
every time. The idea behind an equal slip is not clear, for it 
entirely defeats its own purpose, which is to prevent the enemy 
from determining the lengths of the keys. Had the encipherer slipped 
them unequal distances in every case, being' careful, of course, 
to slip the short tape further than the long, no such consistency 
would have been possible to uncover. Bu~, in this case, the pos
sibility of overlapping :messages, would be greatly increased~ as 
will be shown subsequently. 

As mentioned above, there are several discrepancies, due to 
errors on the part of the encipherer. That they are errors, and 
not intentional operations intended to deceive the enemy is shown 
by their nature. For example, the slip between Washington 68 and 
69 is 2 * 12. Evidently the encipherer meant to have Washington 
69 begin at loci intervals away from where Washington 68 ended, 
and probably misi•ead the number 249 on the short tape, making it 
259. This becomes the same as though he bad slipped the long 
tape 2 letters and the short one 12. In the New York messages 
another error of 10 is involved bet~een messages 4 and 5. ~ 
this error not occurred there would have been afforded about twice 
as man ossible oints of attack as vere actuali the case as 
g1 1 be shown ater. 
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Excellent corroboration for the determined lengths of keys 
is afforded by finding the total numbers of letters in all mes
sages emanating from each stetion,,adding the total amourit of slip 
and then calculating as if only one message vere concerned. The 
final result should coincide with the result obtained from cal
culations for the individual messages. Thus: 

(1} W!shington Series 

Initial loci oo••••••·•••·~········o•• 126 * 001 
Total number of letters enciphered •.• 25834 2583~ 
IJ.l 0 tal slip .... 0 ••••••••••••• 0 •••• 0 0 • .. • ~~~3~2~-·~-=1~32'P 
Sum. " o ., •• "' •••• o .... o • o ••• y • o ~ ••••• o • .. • .. 26092 25996 
Minus 33 revs. of' long key) 07l 6 
and 40 11 " short 11 ) "· • " .. • • • • • • - .... £5""'._,..?.J...........,_,_._-.,..2...,5:.os5!...........,0 
Final loci ····~···o·•·······~······•.. 121 * 426 

. ' 

( 2) Hoboken_ Series 

Initial loci ·····G··················· 322 ~ 001 
Total number of letters enciphered ••• 13503 13503 
Total slip ...... " ...... o • ; •••• a ........ ~ .:.__ =-~7~6::=--'""'P';!~7_F.:6~ 
S-um o o u • " • • o v u o ~ c:

1 

o o • c,~ o It o w • ., " t1 • Cl a $ c. " • • vo 13901 l35B0 
!~linus 

2
1

1
7 r~vs .. ?,f hlongt ~ey) ....... ., ...... -m..a..7.;:::..9 ....... ___ 1;;e:;3 .... 4=l..:o-9 

and . s~ or . ) 
Final loci .. " ......... ., ........ ~ ........ ~. 522 * 161 

(3) New York Se~ies · 

Initial loci •.••••••. : . .............. . 
Total number. o~ letters enciphered ••• 

714- * ·001 
6914 6914 

Total slip .. ......... tl- •••• o ........ ••••• " 

Sl.lm • o '"' "' o • " ••••••••• o • "' ••• o .......... v ., 
~1:. . b9* r s -

Minus 9 revs. of long key) 
and 10 " 11 short '' ) • · • • · • •· · · " • · -7083 .:6220 ..-...--...,, 

Fina 1 loci . " ... " . " ........ " .. ~ .. c •• "' G ., .... 602 ·~ 572 

(4) ~!orfolk Series 
-.-. =e-=;a= ¥"""' 

Ini t!al loci .. o •••• " ••• o ...... v ...... g ....... 

Total number of letters enciphered .•• 
To ta 1 s 1'1 p . ~~~ o • • • •••• o ....... *" ............. -

Sum .... o o u o o u •• o ••• o G • " .......... "' • o • .,. ., • 

' ~18 * 001 
5 41 5841 

b~~~ 31 
s""S·r3 

Itinus 8 ~evs. ~f long ~ey)·o••••·••••• 
and 9 short )-
Fina,l loci ... " . ., o ......... .., .. 10) ..... • "' .. y •• 

"'§£2§.._ -:2121~ 

094 * 122 
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In each case it will be noted that the £1nal loci coincide 

vith those given by the individual calculations, in perfect accord 
vith the requirements based upon keys_ 787 and 639 letters in 
lengtho 

The purpose of all these calculations was to find such cycles 
as ~ould form the basis of an attacko A table vas made, thererore, 
shoving all the cycles, both plus and ntnus, involved in the series 
of messages (see Table 1). · 

' ' 

· The most favorable relation of cycles for an attack being 
three sequent· cycles (for derinition see page 2 of Addendum 1}, 
an examination of this table was made with a viev to finding three 
sequent cycleso These vere found, showing first in ~able 1 in 
cycles 415~ 416, and 417, messages Hoboken·22, Norfolk 11, and 
Nev Yor~ 4, respectivelyo 

By referring to the ealculations on pages 6-25, it will be 
seen that the three sequent cycles begin in reality with Hoboken 
19, latent cycle 711; Norfolk 9, latent cycle 712; and New York 1, 
latent cycle 713. They end vith Hoboken 24'- latent cycle 415; 
No~folk'l3, latent cycle 416; and Nev YoPk-~, latent cycle 417o 
The extent of the three sequent cycles is indicated in the cal
culations for these messages by the brackets. 

Had no errors been made in encipherment, these three sets 
of messages vould have proceeded along in three sequent cycles 
to the following points: Hoboken 29~ latent cycle -29; Norfolk 16~ 
to its completion in latent cycle -28; New York 10, latent cycle 
(theoretical or what it should have been) -27. ~he error referred 
to on e 2 made betveen Nell York 4 and therefore cuts the 
B_umber o possib ~ points or attack in half. 

c. The messages involved were immediately transcribed 
in the usual manner in the form of tbr~e sequent cycles. There 
were two excellent points of attack in:-these messages 'llfhen arranged 
in this form. They vera excellent because two messages began in 
one case at exactly the same point; in the other ease, very near 
the same point. One of these cases 18 shown below. \The initial 
points of all messages shovn hereinafter will be designated by a 
vertical double bar surmounted by an asterisko) 

Upper key loci 182 186 
Lo\fer key loci 256 260 

Cycle -74 NEW YORK 2 • • 0 6XTSQWQZKWCMCPWIDY3GD3A6JM 6 0 .. 

: 
it-

Upper key loci 1182 186 
Love!" key loe1 257 261 
NORFOLK 10 •.• SXH7GMERHP3QSNI3MCZVCTRVOU . . . Cycle -75 

* Upper key loci 
lr86 Lover key loci 262 

HOBOKEN 20 •• 0 3CTFJIXXLK3F4PK~5LDYEQ Cycle -76 
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TABlE 1 

D~~ribution of £tcles 

Plus 
(o-,lo<tl_ 

1 Washington 681 
8, Washington 39 

15 Washington 13 
18 Hoboken }2) 
25 :i:!oboken 5) 
30 Uev York 20) 
55 Washington 49) 
62 Washington 23) 
72 Hoboken ll.6) 
73 Norfolk 6} 

Plus 
{101~2001 

102 Washington 58~ 
109 Washington 27 
119 Hoboken 27l 
120 Norfolk 16 
131 Nev York 8 
149 Washington 66l 
156 Washington ;7 
163 Washington 10 
173 Hoboken 2) 

Plus 
~201;=300) 

203 rasbington 47l 210 Washington 20 
220 Washington 14 
221 Norfolk 4) 
250 Washington 56~ 
257 [Washington 25 
267 [!iobok<tn 24! 
268 Norfolk 14 
279 New York 6 
297 Washington 64) 

-28-

-17 
-23 
-28 
-29 
-:79 
-46 

\

-74 
-75 
-76 
~86 
-93 

Minus 
(0-100) 

Nev York 9) 
Washington }) 
Norfolk 16) 
Hoboken 28) 
Washington 29) 
Washington,sB) 
New York 1} 
Norfolk 9) 
Hoboken 19) 
Washington 24) 
Washington 51) 

Minus 
j101-2'0'0J 

-123 Hoboken 7) 
-130 Hoboken 33) 
-133 'Washington 14) 
-140 Washington 41~ 
.,157 Washington 70 
-165 Nev York 11) 
-171 Washington 6) 
-177 Hoboken 29) 
-178 Nev York 17) 
-187 Washington 31~ 
-194 Washington 60 

Minus 
~201-300) 

-222 New York 4~ 
-224 Hoboken 21 
-234 Washington 25~ 
-241 Washington 52 
-270 Norfolk 1) 
-271 Hoboken 10~ 
-2~8 Hoboken 34 
-2 1 Washington 17~ 
-288 Washington 44 
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Plus Minus 
{301-400~ 1301-400} 

304 Washington 3l) -313 New York 14) 
311 \-Tasbington 8 -315 lrlashington 75) 
314 Hoboken 30) -325 Hoboken :;o) 
321 Hoboken 1) -328 Washington 84 
326 Nev York 15) -335 'Washington 3 ~ 
351 Washington 4~~ -342 Washington 63 
358 Washington·! -360 l'lev Yol'k 5l 
361 Hoboken 35~ -371 Norfolk 13 
368 Hoboken 11 -3~2 Hoboken 24 
369 Norfolk 2) -3 2 Washington 25~ 
398 Washington 54) -389 Washington 55 

Plus Minus· 
(~O:J.-500) .{!!QJ.-500~ 

405 Washington 25) -418 Norfolk 3) 

{415 Hoboken 22l -419 Hoboken 13) 
416 Norfolk 11 -429 Washington 20~ 
417 Nev York 4 -436 Washington 46 
445 Washington 62l -461 New Yo~k 17) 
452 Washington 32 -466 Hoboken 2) 
462 Washington 2J -473 Hoboken 31) 
468 Washington 7 -474 Nev York 13) 
482 Washington 73~ -476 Washington 10) 
499 Washington 43 ' -483 Washington 37 

-490 Washington 66) 

Plus Minus 
15.Q__1-600) ,5_01-600) 

506 Washington 16) -508 New York 8~ 
509 Hoboken :;4) -519 Norfolk 16 
516 Hoboken 9~ -520 Hoboken 26} 
517 Norfolk 1 -530 Washington 27~ 
546 Washington 52~ -537 Washington 57 
553 Washington 25 f565 New York 3) 
563 Hoboken 21~ -566 Norfolk 6) 
564 Norfolk 10 -567 Hoboken 16) 
593 Washington 60) -5~7 Washington 23~ 

-5 4 ~ashington 49 

Plus Iv'linus 
,{§Ol-7001 (601-700.) 

610 Hoboken 29) -609 New York 20) 
616 Washington J) -614 Washington 5) 
622 New York 10 -624 Washington 12) 
630 Washington 70~ -631 Washington 39{ 
647 lia.shington 41 -638 Washington 68~ 
657 Hoboken 33} -654 Washington 14 
664 Washington 7) 
670 · New York 9) 
694 Washingt~n 50) 

-29-



Plus 
1701-800) 

701 Washington 24) 
712 No:rf"olk 9) 
713 New York 1) 
741 Washington 58) 
748 Washington 29) 
758 Hoboken 28) 
759 Norfolk 16) 
764 Washington 3) 
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\ \ 
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d~ Since the messages begin with ·an address, it vas only 
necessary to try out all the addresses that would be likely to 
occur in such ~essages. The modus operandi of these trials is 
given in Section 3 of this Addendtun. Suffice it here to say-that 
the assumption of TRAN3PORTATION)SERVICE, as the beginning of 
Hoboken 20, and ADJUTA~~3GENERAL, as the beginning of Norfolk 10, 
yielded LEY3EQUIPMENT for New York 2. There vas no doubt now that 
the messages ~ere .broken. Subsequent ~ork meant merely the con
tinuation of plain text in three cycles and the simultaneous re
construction of the'keys. As an aid in this precess, one of labor 
and patience, it wa~ found necessary to decipher parts of many 
other messages in cycles as close ~s possible to these three. 
For example, the closest cycle to cycle -76 was cycle -86, repre
sented by Washington 25. As soon as the first fifteen letters of 
the short key had been reconstructed, viz~ 260 to 275, these in 
conjunction with longer key letters in loci 186 to 201 were applied 
-to rla.shington 25 at locus 186 in the longer key. They yielded as 
plain text 3EACH}DAY}AS}THEo By applying the same steps to other 
messages, J,~la.ces in cycles -93~ .. 123, -130,. -133, -141, and also 
in ·46, -39s -29, -28, -17, and -9 were deciphered, all with a 
view to expediting the work of rebuilding the keys, which was all 
that was necessary to complete solution since we bad no interest 
in the messages, per se. The work uas divided between two sections 
of operators, one section vorking forward from locus 186 of the 
long key, the other ~orking backward until the vork joined. Even 
with this number of cycles to work upon, the work went slowly 
because of errors in the encipherment. It was completed, however, 
in a comparatively short time, and the resultant keys were tested 
upon isolated fragments of ne'tli messages and f'ound to be correctu 

It is ncess~ry to add that the messages were broken within 
t~n _miQ.Y'fi~s a..f~!'.- one of tQ.o_§t~ very ~Iight b~t eve,~-present errors 
in tra.nscribi the letters of the ori inal three se uent cycle~ 
had. been ur1covered. · is· C1'1~ur 1n·.;o ... vcd t.'he inad,Jertent omission, 
by one or=onr=clerical staff~ of a single letter from Norfolk 9 at 
a locus in advance of 186, and resulted in baffling all efforts to 
solution for every hour subsequent to the finding and the tran
scription of the three sequent cycles. 

2. WHY KEY TAPES DIFFERING IN LENGTH BY .l'vlORE THAN ONE LETTER ARE 
CRYPTOGRAPHICALLY UNSAFE 

In the preliminary summary of this addendum it was stated 
that the present system of using this machine employing key tapes 
~hich differ in length by more than one letter is much more .un
safe than the original method employing key tapes which differ in 
length by only one letter. The reason for this is that the present 
system !!f>t, onl.I. makes the produc_!iion~!. Q.Y.,erla:gs_ '!!tr:t, JlOSS!b]&, 
but also makes their production, unaer certain circumstances, a 
legitimate function of the==machine. ln fact, the messages pre
sented for"test made a hairbreadth escape from such a fate2 
The.point is well vorth detailed explanation. 

The question which first arises in this connection is~ Given 
the initial indicators for each of four stations, can the cycles 
through which all messages will pass be determined beforehand? 
The answer is rn-the affirmative. In fact~ the cycles through 
which each series of messages will pass themselves go through . 
definite cycles. Let us refer to the calculations for the Hoboken 
series and set down in the form of a list the successive plus 
cycles involved: · 
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JHOBODN SE..t:UES OF CYCLES 

321 
173 

25 
664 
516 
;68. 
220 
72 

711 
563 
415 
267 
119 
758 
610 
462 
314 
166 . 
18 

657 
509 
361 

• ' 

The numbers in this list bear definite relations-to·one 
another» ~elations which are absolutely determined by the displace
ment~ or difference in the lengths of the two key tapes. In this 
case the dif~erence betwe~n the lengths of the tvo key tapes is 
787 - 639 148. This means that if we make our calculations unon 
the basis of a stationary long key tape, the displacement of the 
short key tape will be 148 letters per revo~ution of the long key 
tape.. This in turn means that the progression of cycles for each 
series of messages, as determined by the difference between the 
key indicators, will differ by the constant factor 148. Let us 
see if this is exemplified in the series of cycle numbers given 
above for the Hoboken messages._ 

Series as calculated Series as observed 

Initial cycle 321 321 

148 
2nd cycle of series l73 173 

148 -
3rd cycle of series 25 25 

If we continue to subtract 148~ we vould begin to introduce 
minus- cycles, and si~ce it is more advantageous to deal only with 
plus cycles, let us convert cycle 25 to the n~xt higher multiple 
of th+y cycle numb~r, by adding the length of·the longer key tape 
to it. Then: 

1 This is legitimate since ell the calculations are ~sed upon the 
revolutions of the long key tape~ 
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.... . 

25 m 
That is~ cycle 25 is exactly the same as cycle 812. 

us deduct l4o, as before: 

812 
148 
Ol)If 

Now let 

This agrees with the cycle number given by our list. We 
could have combined the two steps of adding 787 and than deducting. 
148 in one step, by adding 639, the length of the short key, to 
25. This vould give the next cycle number. Thus, 

Let us continue 

1. 

3-

9. 

10. 

11. 

25 

~ 

Series as calculated Series as observed 

321 
148 
i73 
148 
25 m 
148 
0'64 
148 
510 
148 
3b8" 
148 
220 
148 

72 
1§_1' 
859 
148 
711 
148 
5b3 
148 
~15 
etc. 

c:= ==~ === 

321 

173 

25 

. 664 

516 

368 

220 

72 

711 

563 

'"'415:o 
etc. 

Thus, it is apparent that every cycle through which each 
series of messages will pass can be predetermined, provided~l~~~ 
that no errors are made in the ~_.wj.@ermen~. ·For, if the relative 
positions of the twO, key tapes be changed in the slightest degree 
at s.ny time_in the enciphering pr-ocess, the natural or predetermined 
series o:f cyc.les will be modified. Such modifications actually 
occurred in the four series of test messages, entirely as a result 
of errors on the part of the ~ncipherer. 

We give in the two lists vhich follow the series of cycles 
vhich actually resulted from the encipherment~ together vith the 
series which theoretically should have resulted. Each series has 
been arranged with reference to the others in a manner designed 
to shov the production of sequent cycleso 
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TABLE 2 · 

THEORETICAL SERIE8 ACTUAL SERIES 

Va.sho Wash. Hoboken Norfolk New York 
(1~01) 

Hoboken . Norfolk New York 
(322*ooi)(5i8*oo1)(7i4*ooi) (1~01)(322*oo1){5~8*o61)(7l~*001) 

125 125 
764 
616 

(468)1 
(459) 
31!1. 
16; 
15 

654 ' 
506 
358 
210 
62 

701 
553 
405 
257 
109 
758 
600 
452 
304 
156 

8 
647 
499 
351 
203 

55 
694 
546 
398 
250 
102 
741 
593 
445 
297 
149 2 

~77~~ 
630 
482 

321 
173 

6~~ 
516 
368 
220 

72 
711 
563 
415 
267 
119 
758 
610 
462 
314 
166 
18 

657 
509 
361 

517 
369 
221 
73 

712 
564 
416 
268 
120 
759 

713 
565 

(417)3 
,(427) 
279 
131 
770 
622 
474 
326 
178 
30 

764 
616 
468 
320 
172 

24 
66:; 
515 
367 
219 

71 
710 
562 
414 
266 
118 
757 
609 
461 
313 
165 

17 
656 
508 
360 
212 
64 

703 
555 
407 
259 
111 
750 
602 
454 
306 
158 

10 
6'-b9 
501 

321 
173 

6~~ 
516 
368 
220 
72 

711 
563 
415 
267 
119 
758 

·610 
462 
}14 
166 
18' 

657 
509 
361 

517 
369 
221 
73 

712 
564 
416 
268 
120 
759 

1Error made in slipping·t~e two key tapes between Washington 
1 and 8 . 

713 
565 
417 
269 
121 
760 
612 
464 
316 
168 

20 

. 2Error made in slipping the two key tapes between Washington 
68 and 69o . 
~rror made in slipping the tvo key tapes between New York 4 and 5v 
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A careful study of T~ble 2 discloses some very important ract~. 

In the first plaoeg the possibility of the production of over
laps is demonstrated very readily. Washington 1 began with the 
key 1ndieat~s 126 * 001, and Hoboken 1 began with the key in
dicators 322 * 001. Had Hoboken 1 begun ~ith the long key at 321 
instead of ~22, the Hoboken series would have begun immediately 
to overlap the Washington series from the latter 0s cycle 320 on 
to the end of the Hoboken messages. Again, Norfolk 1 began with 
the key indicators 518 * 001. Had Norfolk 1 begun with the long 
key at 517 instead of 518~ or had Hoboken 1 begun with the long 
key at 323 instead of 322~ the Hoboken and Norrolk ·series would 
have overlapped for the vhole length of the Norfolk series. 
Again, New Yol"k began with key indicators· 714 * 001', and Norfolk 
1 began vith key indicators 518 * 001~ Had New York l begun with 
the long key at 71} instead of 714, or bad Norfolk 1 begun with 
the long key at 519 instead of 518, the Norfolk and New York 
series would have overlapped .. , 

The beginning points for each series were undoubtedly deter
mined by dividing the length of the long key by four (in order to 
divide the long tape into four ne~rly equal parts) and adding th!s 
number to the long key starting point for each series. consecutively. 
Thus, 787 + 4 :196o Given the long key starting point for Wash~ 
ington 1 as 126, the long key starting point for Hoboken 1 was 
126 + 196 = 322; ,tha. t for Norfolk 1 was 322 + 196 = 518; that for 
New York 1 was 518+ 196= 714. 

It is impossible, of course, to divide a prime number into 
four equal integral parts. In the, case under study the length of 
the long tape is 787v The number 196 is the nearest integral 

' fourth part of 787, it is true, but the division of the long tape 
into four parts is meant to be only approximate. The intention~ 
as understood by us, is to allot to each station a length of the 
long key pl"oportionate to its requirements as regards its day 0s 
activity. With certain key lengths, the allotment on the basis 
of equal activity of four stations 11111 result in the production 
of overlaps. Likewise, with other key lengths, the allotment on 
the basis of unequal activity will result in the production of 
overlaps. Examples will be given. 

Returning to this case, pad the number 195 been taken as the 
amount to be added·eonsecutively, instead of 196, hel"e are the 
starting points that Yould have resulted for the four series: 

Washington 
(126 i~ 001 

' Hoboken Norfolk New York 
(321 * 001} (516 * 001) (711 * 001) 

Had this been the case a four-fold overlap would have been 
produced. Note the sequencea or cycle numbers. 
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Washington 
(126 .. 001) 

125 
764 
616 
468 
:520 
172 

24 
663 
515 
367 
219 
71 

710 
562 
etc. 
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TABLE 3 

Hoboken 
(321,* 001) 

320 
172 

24 
66} 
515 
367 
219 

71 
710 
562 
etc. 

Norfolk 
(516 i'!- 001) 

515 
367 
219 
71 

710 
562 
etc. 

. New York 
(711 * 001) 

710 
562 
e~c. 

The cycle numbers vould have coincided for the four series 
from cyc1e 710 onwards$ and the four series of messages would have 
overlapped one another. 

That this is not stretching the possibilities of the situation, 
consider the results of the adoption of 787 and 669 as the two 
lengths. These numbers do not possess a common factor and are not 
multiples of one another, so that their choice as key lengths is 
legitimate and likely. The displacement 1s.787 - 669 118. The 
allotment we vill assume to be equal; the starting point for 
Washington 1, as 126 * 001. The s,tarting points for the other 
series and the cycles are as follows: 

TABLE 4 

Washiagton 1 Hoboken 1 Norfolk 1 New York 1 
{126 * 001} (322 * 001) (318 * ooi) (714 ~ ooi) 

Cycles Cycles Cycles Cycles 

1 125 1 321 1 517 , 713 ... 
2 7 2 203 2 399 2 595 
3 676 3 85 3 281 3 477 
4 5~8 4, 754 '4 163 4 359 
5 4 0 5 636 5 7~~ 5 241 
6 322 6 ~18 6 6 123 

~ 204 ~· 00. 7 596 ~ 5 
86 282 8 478 674 

9 755 9 164 9 360 9 556 
10 637 10 46 10 242 10 4:;8 
11 519 11 715 11 124 11 320 
12 401 12 597 12 6 12 202 
13 283 13 479 13 675 13 84 
14 165 14 361 14 ~57 14 753 
15 47 15 ~43. 15 39 15 635 
16 716 16 125 16 321 16 517 

etc. etc. etc .. etcv 
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Not~ nov that a four-fold overl~p would.be the legitimate 
result of the' choice of these le~~thsp This case is interesting 
also because 1 t !,rou~d produce four sequent cycles in addition to 
the overlaps. In other vords,-had the length of the short key in 
the se~ie~ of test messages been 30 letters more than it was, not 

'only '!4ould. there have been produced four sequent cycles but a,lso 
a. .f'uur-fold overlap! 

. . 
It may ba desirable to give further instances~ Let us assume 

tvo key lengths 811 and 753s t~o legitimate lengths. On the basis 
of aqua 1 activity!' theal.llotma:o.t 'l.ifould be 811 + 4 =- 202· letters of 
the long tape per station~ Suppose ~e start with the indicators 
126 * 001 for the first messag~ of the Washington series. The 
-initial points for the other series vill be es shown below: 

l-fashington 1 
(126 * 001) 

Hoboken 1 
(328 * 001) 

Norfolk 1 
{530 * 001) 

Nell York -1 
(732 w 001) 

Now let us calculate the various cycles and tabulate them .. 
The displacement is 811 ... 753=58. 

Washington 
(126 * 001) 

1 125 
2 67 
3 9 
4 762 
5 704 
6 '646 
7 588 
8 530 
9 47:2 

10 414 
11 356 
12 298 
13 240 
14 182. 
15 124 
16 66 
17 8 
18 761 
19 703 
20 645 
21 587 

_,. 22 529 
23 471 
24 413 

etc. 

TABLE 5 

Hoboken 
(328 * 001) 

l'Jorfolk 
(530 * 001) 

1 . :;27 
2 269 
3 211 
4 153 

6
5 95 

37 
7 790 
8 732 
9 674 

10 616 
11 558 
12 '500 
13 442. 
14 384 
15 326 
16 268 
17 210 
18 152 
19 94 
20 36 
21 789 

4) 22 731 
23 673 
24 615 

etc. 

~ 1 529 
2 471 
3 413 
4 355 
5 297 
6 239 
etc. 
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Note thmt tuo overlaps ~ould be produced; the first cycle 
of the Norfoll~ se~1es ~ould overlap th&.22nd cycle of the Washing
~on series; ~be first cycle of tbe NeY York aa?ies ~ould overlap 
~e 22nd cyole of the Hoboken series. 

Let us mow teke a easG of differential allotment~ assuming 
~hat the relative aetitrities of four st&tions SPe in the proportion 
af 4~2:1,:1.. These i)roportions appitoxim&te the a.etual propOrtions 
in th~ series of test aessageab We will adopt as key lengths 751 
end 65lu TbG d1spl&cemant is 100 per revolution of the long tape. 
Allo~ment on the basis o~ the ratios 4:2:1:1 gives as the initial 
~i~ts for tho tour stations the ~allowing ind!ca~ors: 

TABLE 6 

W~sb.i~ton l B.obok.an l Norfolk 1 me~ Yo:rk 1 
(100 .0 001) (472 ° 001) (658 * 001) (751 * 001) 

Cycles Cycles Cycles Cycles 

1 99 1 471 1 657 _,.1 7'50 
"'--)- 2 750 2 371 2 557 2 650 

3 650 3 271 3 550 3. 550 
4 ~50 4 171 4 450 4 450 

~ 50 5 71 5 350 5 350 
350 6 . 722 6 250 6 250 

etc. etc. etc. etc~ 

. . 
The Nev York series of m~ssages overlap the Washington series 

immediately after the latter has entered its second revolution of 
the long tape. 

Here is another instance. Let the allotment.be in the propor
tion 1~:1:1:, and let the keys be 769 and 598~ The initial points 
would be as follo~s: 
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Washington 1 
(100 * 001) 

Cycles 

1 99 
2 697 
f. 526, 
"t 355 
5 184 
6 13 
7 611 
8 440 
9 269 

10 98 
11 696 
12 525 

-:-13 354 
14 183 
15 12 
16 610 

1
17 439 
8 268 

19 97 
20 695 

~21 524 
22 353 
23 182 
24 11 
25 609 
26 438 

~~ 2~l 
~30 694 

31 523 
32 352 
33 181 

etc. 
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TABLE 7 

Hoboken 1 
(355 * 001) 

- Cycles 

~1 354 
2 183 
3 12 
4 610 

6
5 439 

268 
7 97 
8 695 

-t~ 9 524 
10 353 
11 182 
12 11 
13 609 
14 438 
15 267 

- 16 96 
~17 694 

etc .. 

Norfolk 1 
{525 w 001) 

Cycles 

~1 524 
2 353 
3 182 
4 11 
5 609 
6 4:;8 
7 267 

- 8 96 
1+)'9 I 694 

;:-..;. etc. 

New York 1 
(695 * 001) 

Cycles 

-H-7'1 694 
2 523 
3 352 
4 181 
etc. 

Here the Hoboken series would make a single overlap with the 
Washington series beginning with cycle 354; a three-fold overlap 
would be produced vith the Norfolk series when cycle 524 would be 
reached; and when cycle 694 would be reached the New York-series 
would join and make a rour-fold overlap. -

Another case where ovei·laps vould be produced legitimately 
in an equal allotment is as follows: Let us assume two keys 917 
and 723$ Equal allotments of the long tape would give the follow
ing initial points: 
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lrls.shi~ton 1 
(100 * 001) 

Cycles 
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.TABLE 8 

Hoboken 1 
(329 * 001) 

Cycles 

Nol~folk 1 
(558 * 001) 

Cycles 

New York 1 
(787 ~ 001) 

Cycles 

1 786 
etc 

Here we would have a three-~old overlap; the Hoboken and 
Washington series would first overlap 9 then the Norfolk series 
would join in .. 

Take the case of the lengths of tapes involved in these test 
messageso Let us assume an allotment on the basis of 3:1:1:~ The 
beginning points and the cycles for the four st~tions are as f'ollows: 

\ 
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'Washington 1 
(126 * 001) 

Cycles 

l 12~ 
2 76 

~ 616 
468 

5 320 
6· 172 
7 24 
8 663 
9 515 

10 367 
11 219 
12 71 
13 710 
14 ~62 
15 14 
16 266 
17 118 
18 757 
19 609 
20 461 
21 31} 
22 165 
23 17 
24 656 
25 508 
26 360 

~~ 212 
64 

29 10., 
30 555 
31 407 
32 259 
33 111 
34 750 
35 602 
36 454 

s~ 306 
158 

39 10 
40 64if 41 50 
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TABLE 9 

Hoboken 1 
(519 * 001) 

Cycles 

l 518 
2 310 
3 222 
4 74 
5 713 
6 ~65 
A 17 

269 I 

9 121 
10 760 

etc. 

I. 

Norfolk 1 
(650 * 001) 

Cycles 

649 
01 

tc .. 

New York 1 
(781 .:a- 001) 

Cycles 
1 780 
ate .. 

,) 

The Norfolk set'ies vould overlap I the Wa.'sh1ngton series when 
the latter enters cycle 649. 

Such cases are not at all merely theoretical instances, but 
would be bound to happen. The solution or a case involving a single 
overlap, even for a short distance is very easy. To demonstrate, 
let us'assume that the New York series of messages had begun with 
the key indicators 713 *.001 instead of 713 * 001 in Norfolk 9. A 
brief trial of possible beginnings for Nev York 1 vould have . 
resulted in yielding the excellent plain text shovn belov, when the 
address TRANSPORTATION3SERVICE bad been assumedo 
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· New York 1 

Norfolk 9 
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Long key loci 
Short key loci 
Cipher 
Assumed plain te~t 

Long key loci 
Short key loci. 
Cipher 
Resultant plain 

Text 

7IY 7'23':.- ~.-7~3'-
001 010 020 

NTEXDRMUCIZGUH6M4YNFP5 ..• 
TRANSPORTAT!ON3SERVICE · .... 

713 . 72~-- - "7'"J-1 ..,._ . ,;;;~ 
oo .. =. 010 . 020 
VBUHRI4ZSDZOK76INZIW7N 
2AS3IGN~&~~3T035SCHOOL 

0 ~ 0 . .. . 

Cycle 712 

Cycle 712 

As bas already been stated the occurrence of such overlaps is 
not due to carelessness or errors, but is a legitimate function or 
the method, viz, the introduction of a difference of more than 1 
between successive revolutions. The mathematical conditions under 
which these legitimate overlape will be produced may be stated as 
follovs: 

When, during the enciphering process in two series of messages, 
the displacement becomes equal to the initial difference between 
the cycle numbers of the starting points, the tvo series of mes
sages will begin to overlap. For example, given two series of 
messages, A a.nd B, with the starting points 375 * 001 and 765 * 001, 
respectively, (keys 787 and 639 in length), after 5112 letters have 
been enciphered in Series A, an overlap vill be produced with 
series B. Thus: 

Deduct (787 x 6) and (639 x 8) 

5er3;_es A 

373 * 001 
5112 5112 

5487 5113 
4122 5112 

fl=)S ' *. 001 

Series B 

765 * 001 

765 * 001 

This result could have been predicted from the rule given 
above. The calculations which would show the same result theoretic
ally are as follows: 

Cycle difference of initial points 764 - 374 = 390 

Displacement after 8 revolutions of 
the short tape and 6 revolutions 
of the long tape, that is, 
(639 x 8) - (787 x6) 5112 -4722 = 390 

The calculations i'or the case· in which the two key lengths 
were 787 and 669 are as_ follows: 

Hoboken 1 
Wa.sho 1 

322 * 001 
126 .,. 001 

Cycle 321 
Cycle i~ 

787 X 13 ~ 10231 
669 X 15 := 100_.2t 

Displacement ·- 19 

In other vords, given the starti~ points of the Hoboken and 
Washington series as 322 * 001 and 126 * 001, respectively, after 
15 revolutions of the short tape 1(and 13 of the long at the same 
time), the Hoboken series would begin to overlap the Washington 
series. 

, Another important fact disclosed by a study of Table 2,giving 
the series of cycles produced in the· test messages, is that the 
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cycles produced as the t~o key tapes progress go through definite 
cycles themselves. It is clear that from any given starting points, 
if the encipherment proceeds without interruption or error until 
the total possible number of different pairs of key letters has 
been exhausted, the tvo key tapes 111ould go through every one of the 
possible cycles 9 in this case 787. It would be possible in such 
a ease to select any number of sequent cycles for analysis, since 
every cycle would be included in the series of cycles used by the 
stationa But since the ~ethod of using the tapes by allotment is 
intended.to keep each station within certain limits as regards 
the number of cycles at its disposal, it follows that this normal 
relation does not'hold, and the series of cycles used by one of 
four stations may or may not include two or more sequent cycles. 
5ince the members of the chain of cycles differ by a constant 
interval (governed by the displacement), it is possible to select 
messages the cycles for which are separated by the "smallest 
possi·ble interval." For example~ note the Washington list in 
Table 2o In this series o£ messages the smallest possible interval 
between any two cycles is 7; that is~ the nearest cycle to cycle 
125 is cycle 118; ·the nearest cycle to 764 is 757 1 or 1 removedJl 
etca The smallest possible interval is a· function of tvo factors: 
(1) the displacement and (2) the allotment. The smallest possible 
interval is really determined by the least possible displacement 
within the limits set by Uhe allotment as the encipher.ment con
tinues. This~ we may explain as follows: 

Given 001 * 001 as the starting point~ after 787 letters 
have been enciphered~ the long key is at 001, the short key at 
Lf001+787) • 6327 = 149. The displacement of.the short key is 
therefore 149 - 001 =-148. After 787 more letters have been en
cjphered the lo~~ tape is again at 001 9 the short'tape at 
Lll49 + 7A7) - 63y = 297. The displacement of the shoxot tape is 
therefore 297 ~ 001=296. Continuing this calculation, let us 
find the relative positions of the tvo tapes at the arid of a few 
more revolutions. 

Disnlacements-

Relative positions at end of 2nd rev .. of long tape 001 ·:!- 297 296 

" " " IV " }rd " " 11 " 001 * 445 444 

" " II " " 4th " n II to . 001 * 593 592 

" II n " n 5th " If " " 001 ,:r i7?fl-'~ .640-= 101 ii~). ~: 

Since the short key is only 639 letters in length, then locus 
741 is the same as locus 102o Therefore the displacement after 
the 5th revolution of the long tapa is 101 letters. Now the 
successive displacements as determined above may be found by 
adding 148 successively and making ·proper deduction for the length 
of the short keyo Let us :~e what the displacement is after a 
few more revolutions: 
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Revolutions 
o:f Lpnp; Key 

1 
2 

~ 
g 
e 
9 

10 
11 
12 
13 

Displacement 

148 
296 
444 
592 
101 
249 
397 
5~~ 
202 
350 
498 

7 

As a cheek on this calculation, note the folloving: · 

787 

23gt 
1§1_ 

10231 

639 
16 

383'4 
1~~4 

Displacement:: 10231 - 10224 

That is, after 13 revolutions of the long key tape, during 
Which the short tape has made 16 revolutions, the displacement of 
the short tape is 7. We may say, therefore, that With the two key 
lengths given, viz, 181 and 639, after approximately 10250 letters 
have been enciphered, the cycle iri which the message will be pro
ceeding at the time will be 1 removed from the initia.l cycleQ If 
the amount of traffic for any station reaches or exceeds this num-

. her of letters, it becomes possible to select messages, all emanating 
from.the·same station, the cycles for which are only 7 intervals 
apart. This is actually the ease in the series of test messages~ 
If only one station were concerned, when the long tape would have 
made 639 ·complete revolutions, the short tape would hav~ made 787 
complete revolutions, the displacement would be O, and every pos
sible cycle would have been represented. 

It is clear, therefore, that by alloting a definite number of 
cycles to each station, the smallest possible. interval between any 
of its cycles is a function of the least possible displacement and 
the number of cycles which has been allotted to the station. With 
certain lengths the least possible displac~ment ma~ become unit~ 
within.the limits of the allotment of a station, and thus sequent 
cycles for messages from the same station become possible as a 
legitimate function of the system. For example,_ the two key 
lengths 811 and 753 yield the list of cycles given in·Table 5. 
The list of the Washington series shovs that the smallest possible 
interval is 1; for example, ve have cycle 125 at the starb, and 
cycle 124 as the fifteenth cycle in the series. The following 
list gives the series of displacements for these two key lenthso 
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Revolutions 
of Long Tape 

1 
2 

i 
~ 
~ 
9 

10 
11 
12 
13 

Displa.cemen~ 

sa 
116 
174 
232 
290 
:;48 
406 
464 
522 
580 
638 
696 
754 

That is, after 13 revolutions of the long tape the net dis
placement would be 1$ and the cycle upon which the message would 
then be about to ente:r vould be ·:dir.ectly seguent vi th the initial 
cycleo After 26 revolutions of the long tape, ther~ would be 
three sequent cycles~ and the series ot messages would then run 
along in three sequent cycleao ' -

It ~ould be very easy to find a great many cases where the 
least possible displacement v~thin the allotment limits is 2, 3, 4, 
or 5 intervalso 1.n another section of this Addendum,ve shall show 
how the possession of three ~eguent cycles is no longer absolutely 
essential before a solution can be aehievedo Cases where the 
cycles are· separated by the· same interval greate~ than 1 or by 
different intervals (within certain limits} are susceptible of 
solutiono 

3. METHODS FOR EXPEDITING THE TRIALS NECESSARY TO MAKE THE 
INITIAL BREAK IN THE DECIPHERMENT 

It is quite true that there are difficulties in making the 
first break, but these are by no means so great as would seem. 

It is necessa~y~ before the decipherer can make·tbe first 
break, that he find the correct plain text at the correct loci for 
tvo cycleso He may_have the corract•plain text for both cycles, 
but,unless he applies it at the,correct loci~ all his effo~ts are 
of no availo 

No~ in the original explanation it was shovn how the correct
ness of the assumptions of plain text for two cycles, hereafter 
to be designated as the "Experimental Cycles," vas tested on the 
third 9 hereafter to be designated as the "Confirmative Cycle." 
This step necessita·tes the reconstruction of the long and short . 
keys for the points where the plain text 1s assumed in the tvo 
experimental cycles and testing the reconstructed keys upon the 
third or confirmative cycle, at the proper loci. This process is 
very laborious and time-consuming, and vhers a great number o:f 
trials must be made 9 the recovery of the individual key letters 
by the process illustrated in Plate l, Fig. 7 or the original 
paper is out of the question, unless a very large force of opera
tors is at hand o 

However, it is possible to reduce the process to such simple 
terms that a single operator can malee as many as tvo thousa.n.d 
trials in three to four hours. 
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The easiest way to explain the process is to discuss the 
actual e~ample afforded by the following three sequent cycles, 
with messages beginning at the points indicated by the stars and 
bars, as was the case vith No~folk 10 and Hoboken 20. 

Upper key loci 186 196 
Lower key loci 260 270 
NEW YORK 2 • .. 0 6XTSQWQZKWOMC~fiDY3GD}A 0 • • Cycle -74 

I .a-
Upper key loci lb 186 196 -Lower key loci 261 271 
NORFOLK 10 •.• XH7G~mRHP3QSNI3MCZVOTR 0 •• Cycle -75 

* Upper key loci lr86 196. Lover key loci 262 272 
HOBOKEN 20 0 0 0 }qTFJIXXLK5F4PKQ5LD 0 • • Cycle -76 

In this esse it is necessary to assume· beginnings for Norfolk 
10 and Hoboken 20, the experimental cycles, then test the assump
tions upon Nev York 2, the.confirmative cycle. 

This testing may be ·done through the agency of ~econstructed 
keys, but it is patent that the'keys so reconstructed are of value 
not in themselves, but only insofar as they do or do not yield 
good plain text for Nev York 2. We may, therefore: omit the step 

. of reconstructing the keys, if we can· test whatever assumptions 
are made with :resnect to the exnerimental c:vcles d:J.:rect!:v on the 
confix:mative .Q.Y_£1~ !,!.thout their 1nter~~~iacx.., .. ~.~!l~ .. thus save a 
.great deal of t:tme and labor. · 

In order to understand the method, it will be necessary to 
consider the relations existing between certain sets of letters in 
the long and short keys in three sequent cycles. In the subsequent 
discussion, for the sake of clearness, the long and the short keys 
will be designated as t~e upper and the lower keys, respectively. 

Upper key . d 0 . ARQNV 0 0 9 0 

CYCLE 1 
Lower key 0 • 0 Q ZXTPOR N 0 0 

P;tain text .. . 0 . I N G 3 T 0 .. 0 • 
Cipher 0 0 • .H6XVP. 0 0 0 

* Upper key 'ARQ,NV - , • 0 

CYCLE 2 Lower key .XTPORN. 0 0 

Plain text. C OltiMA " • 0 0 

Cipher T Z· X 4 Q 0 b 0 " 
* Upper k:ey r R Q NV • 0 o• o 

CYCLE 3 Lower key TPORN. 0 Q .. 
Plain text ADJUT"' " .. " Cipher T Y 3 E 2 ,·. . . . 

Note that in Cycle 1 the plain text letter G is enciphered 
by the conjunction 'of the 'pair of key letters Q and T; in Cycle 3, 
the plain text letter D enciphered by the conjunction of the pair 
of key letters R and Po Nov these two pairs of letters, viz, Q~ 
T, and R8 P form a single set o£ letters ~hich encipher two adjacent 
letters of the·plain text in Cycle 2, in criss-cross fashion. Tqat 
is, in the second cycle, Q of the upper key in the first cycle 
uni tea with P of the lower key in third cyc.le; while T of the lover 
key in the first cycle unites with R of the upper key in the third 
cycle. Now the nature of the enciphering·square, being completely 
symmetrical, is that no ~tter in what manner the letters of a 
set are united~ the final or resultant letter ia the same. For 
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example, taking the four letters Q~ T9 Rs and P3 no matter how 
these letters come into juxtaposition o~.in.vhat order they are 
taken~ the result of the summation of the four of them will be "6"6 
The result of these rela·tions is that the second or middle cycle 
in any three sequent cycles represents a series of sets of letters 
~hicb form a symmetrical or balanced system vith certain sets of 
letters in th~ uppe~ and lover cyoles. It is analogous to the 
manner in vhich the tvo extremes in a proportion balance the two 
meansa Such a set of letters will be designated hereafter as a 
~lanced Set." This balanced relation holds true not only for 
the ~!l letters; it holds also for the correct plain text letters 
with their resRective cipher letters» because in every case the-
plain text with its cipher letter is balanced pr is symmetrical ",.:· 
with the two key letters involved. For example, the resultant of 
Q and T» viz, U, coincides with the resultant of G and X» viz, U. 
Therefor~, the balanced or symmetrical relation existing betveen 
the key letters in the three sequent cycles, as pointed out above» 
exists also betveen the plain text and respective cipher letters 
involved. 

Just as in tQe case of proportion (in mathematics) one can 
determine the unknown mean or the unknovn extreme from the given 

·relations between the three kno~nl quantities, so one can determine 
from these relations» -vithout the intermediacy of the key letters# 
the unknown plain-text.letter in the fourth set, assuming the 
correct plain-text letters in the proper loci in the other three 
setso When the correct assumptions are made for the experimental 
cyeles, therefore, the correct plain text must result in the con· 
firmative cycle; the key letters can be reconstructed afterwards. 

Let us apply the obvious steps to the example above, giving 
only the cipher letters first: 

CYCLE 1 Confir~~ive.Cyc~e 

CYCLE 2 

. CYCLE 3 

Experimental Cycle 

Experimental Cycle 

In the following explanation we shall indicate by the Greek 
letter Sigma ~) that the summation of the series of letters is 
to be taken. Thus: 

~~ 
Base ... B 

~ ~~ . y 
. tr 

The resultant series of letters B Q K 4 ••• , which we have 
termed the BASE, forms the framework upo~ vhich the assumptions 
are made and the results noted. Let us assume that the .message 
in one of the experimental cycles, viz, Cycle 2 begins COMMANDING, 
and then let us try all other possible beginnings for the other 
experimental cycle, viz~ Cycle 3, in conjunction·~ith it. First, 
it is necessary to nadd the letters of COMl4ANDING to the base, 
in the manner shovn below, which gives the resultant of the first 
assumption, or, as we shall term it merely, the FIRST RESULTANTu 
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rJBlo Bo. Q. 
plain text l ~J M 
e.xperi.men~l 

FIRST RESULTANT 

K 

M 

4 

A 

We are re~dy now to try in conjunction with the first resultant· 
all possible beginnings for, the other experimental,cy~le (Cycle 3). 
Let us assume that this message also begins with COMmANDING and 
find the second resultant. rr the plain text assumed for both 
expe~imental cycles is correct, and in the correct loci, then the 
second resultant must yield intelligible plain text. 

FIRST RESULTANT K w Q 

Assumed plain text for ) 
other experimental cycle 3) _o ___ .o ____ M ___ M_ 

SECOND RESULTANT E J J 
' . 

This gives E J W J as the second resultant, or the plain text of 
the confirmative cycle (Cycle 1), and we realize at once that one 
or both of our assumptions for the experimental cycles are-incor
rect. Let us retain COMMANDING as the beginning of Cycle 2, and 
assume THE3 as the plain•text beginning of Cycle 3~ instead of 
COMMANDING. The results are as follows: 

FIRST RESULTANT K w K Q. 
' 

Assumed plain text for ) T H E 3 
other experimental cycle ) 

SECOND RESULTANT 5 u c w 
' \ 

This, too, is-clearly incorrecto Thus we proceed until the trial 
of ADJUTANT : 

FIRST RESULTANT K W K Q. 

Assumed plain text for ) A D J u 
other experimental cycle ) ~-=------~ 

SECOND RESULTANT N G 3 T 

Here is a good possibility, and we proceed at once to add to it. 

, Now all these trials can be made very rapidly by the use of 
certain sliding alphabets. These are prepared by cutting apart 
the columns of the cipher square, accompanying each alphab~t by 
the straight alphabet includlng the 11 functions>" and arranging 
the letters as shown below, where only the first five and la·st 
fiye pairs of the A, B, and C alphabets are given, (Figw 20). 
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Taking the sliding alphabets indicated by the ~irst resultant, 
v ~z » ~, W, K, _s..nd Q alphabets, we slide them in such a. manner as 
to align the letters of the assumed plain text, using the upper 
(normal sequence) member of each pair of letters £or tbis 3 vhere
upon the resultant plain text for Cycle l (the second resultant, 
or the text of the confirmative cycle) appears on·a line made up 
of the other (mixed sequence) member of each set of letters com
posing the pairs. Thus,·-the trial of the first four letters, 
ADJUg of the assumed plain-text beginning for the one message, would 
place the sliding alphabets in the position sho~n in Figw 21, 
wherein the four letters of the ~esultant plain text for the other 
message is immediately apparent-: N G 3 T. Thus 6 by sliding the ' 
alphabets, all the possible beginnings for Cycle 3 are tested with 
the assumed beginning, COMMANDING; for Cycle 2. If no good results 
are obtained, then one assumes some other beginning for Cicle 2 
and goes through the same steps again. If no errors have been 
made in calculations 3 when the correct beginnings have been assumed 
in the correct loci of the experimental cycles, the correct plain 
text must appear in the eonfirmative'cy~le. 

While it max not £e aR~r~nt, it i~ neverth~less true that 
this process viewed in its pro~er light reduces the three sequent 
§"ele.:t to .. the tenns 9f an "ovefla.;e~ when an overlap o-ccur.s, it 
is necessary to assume the correct plain text in the correct locus 
for one message, whereupon the correct plain text for the other 
message appears. In this method, it is necessary to assume the 
correct plain text in two loci. · 

Let us go through the solution of the test messages,.as it 
actually vas achieved. The three messages involved are New York 
2, Norfolk 10, and Hoboken 20, of.which the last tvo mentioned 
are the experimental cycles; the first, the confirmative cycle. 
This is one of the two excellent points of attack ~eferred to on 
page 27o The steps are summarized balov: 

Upper key loci 
Lower key loci 
NEW YORK 2 

Upper key loci 
Lover key loci 
NORFOLK 10 

Upper key loci 
Lower key loci 
HOBO:KEN 20 

186 196 
260 270 

e•• 6XTSQWQZKWCMCPWIDY3GD3A ··~Cycle -74 (Confirmative) 

* 

II 
186 196 ' 
261 271 

••. SXH7GMERHP3QSNI3MCZVCTR ..• Cycle -75 (Experimental) 

~ase 

* 

lj
l86. 196 
262 272 

': 3CTFJIXXLK3F4PKQ5LD .... Cycle -76 (Experimental)/ 
I 

W Q Z K W 0 M C • o • 

GMERHP3Qo. o 

MERHP3QS ... 
~ C T F J I X X o o • 

3 R M G G L E o o o 

Since in Norfolk 10 tbe first letter which enters into the 
balanced relations discuss~d above is G, ve must place the letters 
of whatever we assume for that message in their proper loci, viz, 
the 5th letter of the assumed beginning must go under its cipher 
letter G; the 6th, under M; etc. Assuming ADJUTANT3GENERAL for 
tbe beginning of Norfolk 10, we must add the proper letters as 
shown be low : · 
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Q 
A B c "A1! 

BC 
A A A CB 
7 G F DV 

EP 
B B B FG 
G 7 Q GF 

HA c c c IZ 
F Q. 7 Jl'-1 

K KO 
D D D I Aif LS 
R T u BP 1.\lJ 

CE N6 
E E E DI OK 
2 0 K . EC PE 

w F2 Q7 
0 Q 0 n- GY RX 

BR H6 SL' 
0 0 K ex ID TU 

~A D J U "1tN"' DG J3._ · UT 0 0 - 'fN G 3 T 3 3 3 'JjP" ==Et Rf VD u .... R CE FV LX w~ A 

DI GD MW XR' 
4 4 4 EC HU NA Y2 
J z 1 F2 · IY OQ ZI 

GY JO PB 2Y 
5 5 5 H6 1\.1\Jl Q.O 31-f I. 
M I z ID LE 'RS 45 r 

54 J3 I•1K: SR 
6 6 6 K7 'N5 T5 6N 
0 2 y r.x· OJ U4 7Q 

MW PS vz 
7 7 7· NA Q3 WM 
A B c ·OQ RB Y..L 

PB SP YG ' 
QO. TA zv 

~ ~:1;::: ~· ::. ·~:;.. RS UH 2F 
FI<L 20 SR VF 3J 

TS W7 4U 
U4 XC 5T 
vz YI 6H 
\1M Z2 7K 
XL' 2Z 
YG 3Q 
zv 46 
2F 5N 
3J 64 
4U 7W 
5T 
6H 
7K 

FIGo 21 
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Base z 3 R M G a· L E 0 0 

Assumed plain text~ 
tor Norfolk 10 T A N T 3 G E N E 0 - 0 

experimental cycle 

Base z 3 R M G G L E 0 .. 0 

Assumed plain text~ T A N T 3 G E N 0 0 " for Norfolk 10 A N T 3 _G E N E 0 0 0 
I 

lst resultant 2 J- p 4 3 E 5 N .. 0 0 

Let us nol:f set up' the sliding alphabets 2S' Js; P~ 4-, 3, E.s>' 
5, and N# and then try out the various possible.beginnings for . 
Hoboken 20.s> the other experimental cycleo When TRANSPORTATION 
is tried~ the results are as shovn in Fig. 22. 

2 
AE 

~ B6 J ' m 
CN Alr BX A'K 
DJ BL CR E BY 
EA OS DF A2 At C2 
FK D2 4 ES BO DS ' 

GO ER Aj FD CK BI EF 
UP FI BZ GV D4 cz FE 
13 GZ CI HT E7 DP GP 
JD H5 DE 12 FN EV HO 
T..F IF ED JK G6 FL IR 
LT J'7 FS KJ HY GS JU 
MV K3 GL LP IU HJ KA 
NC LB /HM MO JR IB LV 
OG MQ IC N4 KC JH MT 
PH NU JA OM LW KT N7 
~..t.Y ow KU PL MX LF OH 
E4 PX LG QJI NF MA PG 
!:->U QM p MH RC OB NW Q6 

fT R A N s p 0 R TL RE II .N:2 SE f~ -~ .. -{~ -'C5 . sc BK OT TH QP - LEY3EQUI 
VM T6 co PV UA RJ Q4 TM 
. .'viZ UN D5 QS VG 53 RY UJ 
--x~ VY EQ R2 WQ TZ SG VL 
YQ. wo ./ F6 SF XB UI TK W5 z·,,· XP GN TO YZ V5 uo xz 
2'7 'YV H2 UK ZY 'WL VE YB 
~I ZG IT VP 21 XM WN zx 
LiF; 2D JX W6 37. YH X2 2C 
~;x 3K KB . XY '4N ZT YR ::;4 
6B 4A L3 YX 56 2A zc 43 
72 5H MR ZB 65 3S 2X 5'W 

6T NG 2R 73 4D 36 6Q 
7J 00 3N 5V 4Q 7N 

P7 47 6G 57 
QE 5Q 7E 63 ' 
RM 6W 75 

·SW 74 
TI 
uz 

. FIG~ V4 22 
ws 
XJ 
YA 
zu 
2H 
3L 
4V 
5D -51-6F 
7P 
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From the sequence L E Y 3 E Q the word EQUIPMENT soon made 
itself apparent. A few more letters (Pl~NT3) were tried out to 
make sure, and very soon, since these yielded good plain text in 
the other two cycles, it was clear that the cipher system had 
indeed been solved and the challenge successfully meto 

The keys vere then reconstructed, additional messages being 
utilized to expedite the p~ocess; they were then tested on new 
messages an~ found to be correcto 

It should be clea~ that this method of u&ing sliding alpha~ 
bets can be applied to a case vbere the beginning points of two 
messages are not close together. In such a case, given one of 
the experimental cycles as involving a beginning of a message, 
possible beginnings are assumed for it and then the sliding alpha
bets ar~ brought into play by assuming high trequenci polygraphs 
for the int~r1or of the other e~cperim~ntal cycle and testing the 
results on the. third confirmative or third cycle. 

* 
In the preceding method it vas necessary to assume plain text 

ror tvo cycles and test,the assumptions on the third. We shall 
now shov how plain text may.be assumed for only one cycle and the 
correctness of the assumption tested on the other two cycles 
simultaneously. We shall use for examples New York 2 6 Norfolk 9, 
and Hoboken 19. 

Upper key loci 
.tl 

179 
NEW YORK 2 Lower key loci 253 
Cycle -74 Cipher 0 • 0 TNPWBQFVLRG6.XT 

Upper key loci i 179~ NORFOLK 9 Lower key loci <1-~ 254 
Cycle -75 Cipher 0 0 • 2EPQ~23UN. 

Upper key loci l 179 J HOBOKEN 19 Lover key loci 255 
Cycle -76 Cipher_ 0 0 0 WDPZMCZWHEA3 

The base is as follows: 

P VB. Q F V L 
PQU23U~ 
EPQU23U 
DPZMCZW 

Base 4 3 0 C S N R · ' 

0 • • 

Let us assume for the plain text of Norfolk 9 the likely end
ing, 30FF!CER» and 'find the first resultant. In order to apply 
the assumed text to the base in this· case, it vill be necessary to 
find what we have termed the MEAN VALUES of the· assumed text. 
These are simply .the sums o£ the successive letters of the plain 
text taken in pairsv They have been termed mean valu~s because 
they constitute the means in our balanced sets or proportions. 

I 

Fo]:Q example, the mean values o.f the vord 30FFICER are as 
:fpllovs: 

Plain text 

Mean values 
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The mean values are nov appli~d to the base, yielding the 
first resultant ~s follows: 

Base 
Mean values 
rirst resultant 

4 } 0 C S N R 
MY1_J4KJ 
HZOSFl~ 

The sliding alphabets ~re now brought into play, and an attempt 
is made to produce intelligible text on two lines made up of a 
:pait' of letters on each alphabet. Note the following set up in 
F~g. 23 and the plain text given by the lines indicated. 

' 
This method of making an initial break into three sequent 

cycles makes it very practieable to work with the case where the 
beginning points of two messages ar~ not close together. Given 
one of the experimental cycles as involving the beginning of.a 
message, assumpt,ions of probable addresses are made, and then the 
sliding.alphabets are brought into play by assuming for the 
interior of the other experimental cycle high frequency polygraphs 
such as 44233333, 6M533, 6N53, 3THE3, 30F3THE3, etc. The results 
of the assumptions are tested.on the confirmative cycle. 

* * 
The relations existing between the experimental and the con

firmative cycles may assume three general cases: 

lo the two experimental cycles may'be the first and 
second of·three sequent cycles, whereupon the confirmative cycle 
is the third of the series; 

2. the two experimental cycles may be the second and 
third of three sequent cycles, whereupon the confirmative cycle 
is the first of the series; 

3. the two-experimental cycles may be the first and . 
third of three sequent cycles, whereupon the confirmative cycle 
is the second or middle one of the series. 

To continue the analogy ·.with the relations in a proportion, 
in the first case, the upper experimental cycle constitutes one 
of the extremes; the second experimental cycle constitutes the 
two means; and the confirmative cycle constitutes the other 
extreme. The second case is the same as the first. In the third 
case the experimental cycles constitute the extremes, the confirm~ 
ative, the two means. The third case is therefore considerably 
different from the first two ~ that in the first two cases we 
have given (or rather assumed) one extreme and' both means~ leaving 
only one unknovn, viz, the other extreme, to be determined; whereas 
•in this case we have given (or rather assumed) both extremes and 

/still have two unknowns, viz, both means, to be determdned. Were 
it the case that one and only one isolated balanced set were con
cerned in Case 3, there would be no vay of ~inding both means; but 
the fact is that a series o~ balanced sets is involved, and that 
fact coupled with the fact that the two unknown means of each 
balanced set combine with the adjacent pair of unknown means to 
form intelligible text enables us to select from thirty-two pairs 
of unknowns for each balanced set the pair which, when united 
with one of thir"ty-two pairs for its neighboring balanced set 
forms intelligible text; and this process continued results in 
the production of plain text for the confirmative cycle. Exactly 
what is meant vill become clearer in an example. We· shall give 
the correct plain text for all three cycles first, and then take 
up the cipher letters alone. 
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0 
.Ali' F 
BE 1re' 
OP BH 
DZ C.A A 
EB D3 A7 
FY ED BG 
'G2 F7 CF 
H:N GQ DR 
IV liB E2 
JW IJ FC 

H KQ. JI GB 
' AQ LR K2 HQ E 

BF M3 L5 IS A2 
CG 1\lH MZ J4 BO 
ox. 07 1m KN CK 
EY PC oy LZ D4 
FB QK P6 M5 E7 
GC' RL s Q.G NK FN 
Hi sx A! RU 06 G6 

· IL T4 'BM 54 py RY 
JS us CJ 'l'X Qll IU 
K6 VI DN UR RD JR 
LI WJ E3 vw SI KC 
M4 xs F4 w TW LW 
NO YF G5 XT U3 MX 
ON z ZD HZ yo· vx NF 
P2 IL 2G IA ZM 'WT OB 
QA BA 3M JC 2K XV PQ 
RV C5 4T KR . 3D yp QP 
sz DO 

~·kl· 
48 ZL RJ. 

~T E. 6 M ~ 2 8 ~ E~: ~: '.2E ~2.: • • 0 

":::' 3 TAB E 3 FM 70 ND 3u TZ 
• • 0 

VR GJ ox 1F 4J UI 
wu H5. PW 5M vs 
XD IQ QL 60 WL 
YE JG RK 7A XM 
zs IDT S7 YH 
2P lA TY ZT 
3T MF U2 2A 
4M NX V6 :;s 
5J OD WP 4D 
6K · PU xo 5V 
7H <U YT 6G 

R6 ZH 7E 
SH 2U 
TE 3E 
UP 4F 
VK 5G 
'W2 6V 
XN 7S 
Y3 
Z7 
2W 
3Y 
4B 
sc 
6R 
7Z FlGo 23 
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CYCLE 1 

CYCLE 2 

CYCLE 3 

Upper key 
Lover key 
Plafn text 
Cipher 

Upper key 
Lover key 
Plain text 
Cipher 

Upper key 
Lover key 
Plain text 
Cipher 

* * 

Cycle 1 !Experimentall: 
Cycle 2 Confirmativa : 
Cycle 3 Experimental : 

REF ID:A4148948 

MESSAGES 

.,SQTPNVR 
OBNTOKABD 
z· 0 N E 3 F I 

INPTUTMK 

* 

SQTPNVR 
BNTOKABD 
RTMENT3 
PJMKKFQ 

P'; 

TPNVR 
OKABD 
CHIEF 

:I FDIC 

liN P T U T M K 
PJMKKFQ 

ljl F D I C 
* 

Base: 

UTMKo o. 
K K F Q .o • o 

MKKF~oo 
I F ·o I o • o 

Assumed plain text for Cycle 3: 
L x Q w o "'0 o 
CHIEF3. 
~~15ZL o

3

o o First resultant: 

To the first resultant let us add ZONE3FINANCE» the assumed 
·plain text of the other experimental cycle, viz, Cycle 1. The 
first letter which enters into the relations is the E of ZONEv 

First. resultant: 
Assumed plain text for Cycle 1: 

Second resultant: 

MDZLooo 
E. 3 ·p~- 1 ... o • -· 

XFMH ••• 

Let us consider now the first three balanced sets in our rela
tions: 

CYCLE 1 

CYCLE 2 

CYCLE 3 

Cipher . U T M 
Plain text Q; E 3 ·F 

Cil>her 
Plain text· 

Cipher I F D 
Plain text C H I 

EXPERIMENTAL CYCLE 

EXPERIMENTAL CYCLE 

The letters of the second resultant are shown in their proper 
places in Cycle 2Q The first letter or the aeries, viz, X is the 
sum of tvo plain ttxt letters represented by Pl and P2 ; the second 
letter of the series, viz, F, is the sum of two plain text letters 
represented by P2 and P3. If, therefore, ~e assume P1 to have any 
value, say A, ~e can derive, successively, the values of P2, P3, P4, 
P 5 ~ • . . Thus : · 

-55-
/ 



REF ID:A4148948 

1 

P;J€. V r;. F;. !,; P4 :.li! + M:: lt; Ps :It+ H-=. 2 
I 

Upo~ thi~ &s~~tio~ tb~ p~in ~e~~ of the conti~tive cycle 
~ould ~~d A V ~ ~ 6~ ~hie~ ia c~viously incorrecto · 

~® eould prcc0~d ~c find th~ value of t~e ~a~ies ba~ed upon 
wa~iou~ aws~d initial ~~lues of P1~ t&~ng the lettsrs of the 
alpbfl),b®~ in succe~siolllo L0t USI eae ~ t we ~®t Yrhen ~e as.sume 
P1 :0 Mo 

' . 
~e ~Y eliminate &11 the trials neeessa~y to find the value 

of P1 b~ the use ot sliding alpbabe~s. Assuming P1 to have the 
value of 1, the va~ue of P2» P3 ••• is found in the follo~ing 
~nnsr, mta~ting ~ith the second re~ult&nt X P M H de~ived as shown 
OXl p.!,g' 55 : 

Second ~~~ultant 

Third :R'®aultant 
or 

Setting up the letters indicated in the third resultant on 
the ordinary slidi~ alphabets ot the cipher square 11 lYe have what 
is sboma in Fig.. 24. 

i_X'l'NO ;rvuro 
B3DYE 
CWV2P 
DHBSZ 
BMZFB 
F '!' X E .Y 
GtJ:RP2 
H D 3 0 N 
I 6 P R V 
JP6UW 
ltL5AQ 

tifii 
0 54 H 1 
P J I G C 
QRU6K 
RQGIL 
SOYDX 
TF7M4 
UGQJ5 
VA C L I 
W C A 5 J 
X 1 F Z S 
Y48BF 
ZNEXD 
2 5 L C G 
3BH4M 
4 Y 0 3 T 
52KWU 
6 I J i A 
7 x if o 

FIGo 24 

Here tba correct g~neratrix becomes visible 
almo~t instantly by giving intelligible text. 

The choice of 7 as the basic or assumed value 
_of P geans nothing in itself, tor any other of 
the thirty-two letters of the alphabet might be 
used as a base, vith the same ree~lts. For 
example» supposing, as before~ ve start with a 
as a base~ ve get the thi~d resultant shown 
belo'!:Y: 

Second resultant 
'fhird Fesul tant 

Setting these alphabets up, ve find that the 
generatrices are exactly the same as those produced 
above, but they are in a different order, as shown 
in Fig. 25. 

The mechanics of the process should be clear. 
E~ch of the letters of the second resultant, X11 F, 
M~ H •.•• represents the union of a pair of means 
in the proportions mentioned on page 52. The 
pair of means of adjacent proportions have one 
member in common. This fact, together vith the 
tact that the succession ot means must form 
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1ntelligfble text, makes the process capable of yielding 
desired resultso 

I 

A V W K-6 
7XTNO 
G U R P 2 
FTXEY 
R Q G l L 
2 5 L C G 
c w v 2 p 
B3DYE 
QRU6K 
SOYDX 
4 Y 0 3 T 
N Z M 7 H 
ZNEXD 
52KWU 
K L 5·A Q 
6 I J Q A 
Y 4 8 B F 
H D 3 0 N 
DHBSZ 
I 6 P R V 
w_c A~ J 
3BH M 
X 7 F Z 5 
TF7MA 
V A C L I 
P J I G C 
LK2VR 
EM Z F B 
U G Q J 5· 
J p 6 u w 
~~NT3J 4 H 7 

FIGo 25 

* * * 

SLIDING OF ASSU~D PLAIN TEXT 
TO FIND ITS CORRECT LOCUS 

the 

It,has been stated above that not only must the· correct plain 
tsxts be assumed in two different cycles but also these texts 
must, of course, be assumed in the correct loci in those cycles .• 

Proceeding upon the theory that messages emanating from 
Norrolk, Nev York, and Hoboken are more likely to go to Washington 
than to other points, it seemed feasible to assume as the plain 
text of the beginnings of certain messages WA~3DEPARTMENT2WASHINGTON 
3DC3, the problem then being to find the correct loci of the phrase 
in each of t~o cycles. An example will serve to make the process 
clearo Note the three sequent cycles beloH, in Yhich WAR3DEPART 
MENT2WASHINGTON3DC3 is assumed to occur in experimental cycles 2 
and 3 near the beginning of the messa~es. 
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Upper key loci 192 202 212 
Low0r key loci 266 276 286 
l'LY., 2 (Cycle -74) • o .6XTSQWQZKWCMCPWIDY3GD3A6JM:;ZE6EKTD4FZRLR ••• Con. 

Upper key loci 
Lover kat loci 
NORo 10 (Cycle -75) 

Upper key loci 
Lower ke~ loci 
HOBv 20 {Cycle -76) 

~, 192 202 212 
26'7 277 287 

SD7GMERHP3Q5NI3.MCZVCTRVOOOMVNUS4T6l~AAZY. . . Exp .. 

~ 
192 202 '212 . 
268 278 288 

3CTFJIXXLK3F4PKQ5LDYEQUGEPWGVOL34VVV .... Exp. 

It is possible, of course, to begin by placing WAR3DEPARTMENT2 
WASHINGTON at'any of the ~ikely loci of Cycles -75 and· -76, re
construct the keys and try them on Cycle ~74~ If no good text 
results, the phrase would be moved one space to the left or right 
in one of the cycles, say the second, and the keys reconstructed 
again. This process would be·eontinued until the phrase had been 
shirted to all possible loci in Cycle -76 (within the section under 
examination)# keeping the locus of' the phrase stationary in Cycle 
-75o If no·good results vere obtained~ then the phrase in Cycle 
-75 ~ould be shifted one ·space to the right or left &nd the vhole 
proeess of shifting the same phrase in Cycle -76 would be gone 
through again. In a section of 25 letters in length with a phrase 
25 letters in length also, 50 x 50 or 2500 trials would be neces
sary to exhaust avery possibility. The labor and time of making 
such a. test;· b~in.g very great, a short cut vas devised, which 
reduces the work enormouslyo Sliding alphabets of a special kind 
are used. They consist of a simple rearrangement of the horizontal 
lines of the cipher square$ according to the order of the letters 
of' the phrase to be tested.. If the phrase be WAR3DEPARTI~NT2 
WASHINGTON, then theW row of'the cipher .square is written first, 
followed by the A·rov$ then by the R rov,-etc., until all the rows 
have been arranged accordingly~ The modified cipher square then 
has the following form: 

_ WAR3DBPARTMENT2WASHINGTON 

~ABCD~FGHIJKLMNOPQR8TUVWXYZ2~4i6~ 
TRXGLVDUYOMEk5J~3BPAHF7~12z 6 4 . 

A7GFR2CBQ34NZSK6YHDIW3XTVPLl~JMOA
RDW3AJUTVNE50PILMX7KGFHBQS6402YZR 
3UXRFSDVT2KJP04MLWCEHAGQBZYI7E653 
DRTU743WXK2I6Y5ZSVANBCQGHMOJFEPLD 
E20K47N6YURCWXFBQPJ3ZI5LMHTASDVGE 
PYK05Q6N2~XB3RGC7EMWIZ4SJAUHLVDFP 
A7GFR2CBQ54NZ5K6YHDIW3XTVPLEUJMOA 
R D W 3 A J U T V N E 5 0 P I L M X 7 K G .F H ·13 Q 5 6 4 C 2 Y Z R 
TVDVBZXR3P652NM4IUGY7QCAFSELHOKJT 
M5SLYXZI4GQWC7T3RJPBN62KEDFVOHAUM 
E20K47N6YURCWXFBQPJ3ZI5LMHTA5DVGE 
NKY23FEPORUAVT7HG6IDMJL5Z8XC43WQN 
TWDVBZXR3P652NM4IUGY7QCAFSELHOKJT 
2E6NJAKOP3DFTVCG~Y4ULSMZ5QV7IRXB2 
WTRXGLVDUYOMEK5JS3BPAHF7CI2ZQ6N4W 
A7GFR2CBQS4NZ5K6YHDIW3XTVPLEUJMOA 
5IMJN345ZACRQBDXWLK7Y26POTHUEFGVS 
H Q ·F G X Y B C 7 L s· 6 I 4 0 N ? A V Z 3 W R U D E S P T M J K H 
l554KUJML7FDHGRVTZNAPEOY6WQ32CBXI 
N K Y 2 SF E P 0 R U A V T.7 H G 6 I D M J L 5 Z B X 0 4.3 W Q N 
G B A. H W 6 Q 1 C M Z Y 4 I P 2 N F T 5 R X 3 D U K.J 0 V L S E G 
TWDVBZXR3P652NM4IUGY7QCAFSELHOKJT 
06EPZBY2NVV~R3H7CKLX45IJ3FDGMTUAO 
NKY2SFEPORU~VT7HG6IDMJL5ZBXC43WQN 

,, 

FIGa 26 
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The columns are then cut apart, and mounted on strips in the 
ror.m of sliding alphabets» ready for use. The m~thod of use, em
ploying the principle of balanced sets, v111 be illustrated in the 
case of the three c_ycles i"orming the basis of the preceding analysis. 
l"e shall start, by assuming that the phrase WAR3DEPARTMENT2WASHINGTON 
.is in lo~us 192 of experimental cycle -75, as the beginning phrase 

267 
of No~folk lOo The base and the first resultant are derived in the 
usual manner, and are as shown below: 

NEW YORK 2 
CYCLE -74 
( COl\lFIRMAT IVE) 

NORFOLK 10 
CYCLE -75 
(EXPERIMENTAL} 

HOBOKEN 20 
CYCLE -76 
(ExPERIM&NTAL) 

Base 
Assumed plain 
text for NOR o 10 
First resultant 

Upper key loci· 192 
Lower key loci 266 
Cipher . o•d6XTSQWQZKWCMCPWIDY3GD3A6JM3ZE6EKTD4FZRL.o 

Upper key loci 
Lower key loci 
Cipher 
Assumed p. to 

Upper key loci 
Lower key loci 
Cipher 

192 
267 

·., • 3QSNI~MCZVOTRVOUOMVlWS4T64AAZY ---· 
• · • WAR3DEPARTMENT 2WASHINGTON • • . 

192 
268 . 

... oXXLK3F4PKQ5LDYEQUGEPrlGVOL34VVV # •• 

MCPWID¥3GD3A6JM3ZE6EKTD4 
QSNI3MOZVCTRVOUOMV~OS4T6 
3 Q"5 N I 3M C Z V C T R V 0 U 0 M V NUS 4 T 
XXLK3F4PKQgLDYEQUGEPWGVO 
LEFP7MKFGC JI02NLB4MVUK6 
VAH3DEPARTMENT2WASF!Yijr5. 
AR3DEPARTMEN~2WASHINGTON 

2 4 A 6 4 ~- a 3 1 2 o r a R w M H 4 o P 4 F u f 
The sliding alphabets indicated in this first resultant are 

then set up in a "stagger~d" manner, as shown below in Fig. 27. 
If the hypothetical phrase in Cycle -75 is really in the locus assumeds 
and if it also is contained anywhere within the section included in 
Cycle -76, then intelligible text must appear on some, generatrix 
of the set-up. 

Should-it happen t~t the locus of the first lette~ of the 
phrase in both cases falls within the same column, that is under 
the same "long key" letter, the uncovered plain text for Cycle -74 
will occupy the longest generatrix; that is it will begi~ with 
"the second letter on the first stri~ (the letter immediately below 
the letter designating the alphabet) and will continue all along 
the generatrix, provided no breaks occur in the phrase WAR3DEPART 
III'JE11"T2WASHINGTON8 as assumed o If a break should occur, f'or example, 
should the phrase be WAR3DEPARTMENT6N53WASHINGTON, then the un
covered plain text for Cycle -74 will appear on tvo generatrices, 
separated by £our letters giving unintelligible texto 

Should the phrase in Cycle ~76 begin one letter to the right 
of where it begins in Cycle -75, the plain text will appear on the 
generatrix Which begins with the second letter on the second strip, 
and so on upwards until, if the phrase in Cycle -76 should begin 
under the next to the last letter ~f the phrase in Cycle -75, only 
one letter of the plain text for Cycle -74 will be given by the 
set-up, viz, the second ~etter on the last strip. Should the 
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K 
ufii 

FIB N v' 5 P 6 0 F J 
G JUAT 

, .D l 2 DC C 
H6BMN3IB 
UJTLENZN 

!K Q 2 V 5 D 6 3 8 
R75VNWQVCF5 
B T P T E 6 1 .J U Q W 

IDDBOXDNY2X6C 
YB7Q.YYVBMOZIA 

2 J S T C G X 2 J T. I H N J 5 
Z6NVALRQ2RRDEQF 

3WEL2WJ55VOIQ3X8M 
G A 4 M K 6 M T P 3 H 6 G 0 ·x: H N 
DURIZUNDBN4DPIRV3. 

OBC3JBTB7A7Y3RH6C26 
664T7DACSTGKXOOOSJ4YD 

JEVFEH6NRPLT3RDYFBEA 
T02KWSPELPIJ5NP6BWMJJY 

6 7. Z N 2 6 L A 4 4 G 6 I A V U J 5 2 0 E X 5 
ZJD5ERNURL3UPGZKQFCT3QQQ 
E2ULDXBCTVBRR475ZMMGLX5A 
4NRGV4THMAHPOBTB7CPNOYJ' 
I E 2 F J E R 0 E C ·4 3 D D P A L 3 7 I T E 
JDY026ISNLGYBKUGOLRC3 
AV7ZOQ64T7JS5VYTC02G 
H J D J H R P H 2 Z 6 A C N 5 I 3 T P 
EZWUDURIWEXLMIDNN3 
4 0'5 G 3 6 0 Q AU N 1 P T'A 3 0 
L H -2 Q 0 D D U 8 P V R 7 G J T 
VDKJROBEH3HMRL5 
A 3 W B 6 4 5 T I C 2 P 2 I 
COE4JCC2N04VP. 
LRTCF5M4GL7R 
767VMFPVTGH 
Z J I K C U 1 H 0 0 
EFQX3ZRMN 
UMSQL624 
PCKEOWP 

·33BJTU 
CLWA3 
0 0 6 Q 
L'l'K 
G-3 
c 

FIGo 27 

phrase in Cycle -76 begin one letter to the left of where it begins 
in Cycle·-75~ the.plain text will appear on the generatrix vhich 

· begins with the third letter of the first strip and so on dovnvards~ 
the reverse of what vas set forth above. In other vords 3 by keeping 
WAR3DEPART.MENT2WASHINGTON in the locus shown in "Gycle -75 in the 
textual diagram above, this one set-up of the special sliding 
alphabets is equivalent to having slio the same phrase in Cycle -76 



REF ID:A4148948 
fi~ty timesG Examining Ffgo 27 in the light of the foregoing dis
cussion9 Ro good plain·text is discovered on any generatrix, nor 
do we find even a fragment of intelligible text sufficient to justify 
further experiment with this set-upo We proceed thereupon to move 
the phrase one space to the right in Cycle -75o 

Going through the same steps as shown on page 59-P ·~ ~re""·_-:-,~:; vi th 
the same assumed phrase in Cycle -75 (WAR;?DBPARTMENT2WASHING'l'ON) 
but beginning under the letter Q instead of 3, we have the follow
ing: 

192 Upper key loci 
Lower key loci 
NoYo 2, Cycle -74 

266 
6XTSCMCPWIDY3GD3A6JM3ZE6EKTD4FZRLR 

Upper key loci 
Lower key loci 
NORFOLK 10, Cycle -75 

Upper key loci 
Lower key loci 
HOBOEKN 20, Cycle _ .. (6 

BASE 

192 
267 

3QSNI3MCZVCTRVOUOMVNUS4T64AAZY 
WAR3DEPARTMENT2WASHINGTON 

192 
268 

XXLK3F4PKQSLDYEQUGEPWGVOL34VVV 

Z30FHOO'WHDPJ3YJ(25BCHZSWO 

CONFIRMATIVE 

EJt,PERIMENTAL 

EXPERIMENTAL 

If the second generat~ixg omitting the first letter, of the 
preceding set-up of alphabets (Fig. 27J be united with the phrase 
WAR3DEPARTMENT2WASHINGTON 8 we get the same base as is -indiCa ted. 
here when the phrase is moved one letter to the right in Cycle -75. 
Thus: 

2d Geno of Fig. 27 1 (EJ2 U L D X B C TV B R R 4 1 5 Z M M G LX 5'A 7 
Assumed plain text WAR 3 D'E PART M R.N T 2 WASHING T 0 
Derived new base z=:; o F H 0 0 W H D P J 3 T X 2 5 B C H z==s~ 

This means that once a set-up such as that of Fig. 27 is made, 
new or additional write-outs of cyoles.as the assumed phrase is 
slid, need not be made: the proper bases can Qe derived as shown 
by the foregoing example from a single write-out of cycles and 
assumed plain text. 

The sliding alphabets ipdicated by the foregoing derived base 
(it,. is really a "first resultant") are th~n set up as before, and 
the various generatrices are examined vith a view to finding plain 
text~ The set-up given in Fig. 28 shows a generatrix containing 
intelligible text consisting of a sequence of eight letters, 
N G 3 T 0 3'S 6. Note the generatrix which is underscored. It 
means that we have struck the correct loci of at least a part of 
our hypothetic&~ phrase in Cycle -75 and Cycle -76o We can ascer
tain what parts are involved from the position of the plain text · 
in Fig. 28. For the fact that the plain text, viz, N G 3 T 0 3 S 6, 
begins immediately after the "lett~r" 2~ designating the generatrix; 
means that the b.ypothetiea.l phrase i·n Cycle -76 begins with ·-, 
WAR3DE o~• etco The fact that this generatrix is the 16th of the 
.set-up means that in Cycle -75 the hypothetical phrase begins with 
tn~~~6th letter,,which is the W of WASHINGTONo In other words, 
the loci of the hypothetical phrase are as shown herewith: 

.. 
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- : 

22;' "~ 
210 · zff4 I: 
20o fxi!l I B M 
19o L K Q Z 
18 0 ri1f X Q 6 E G I B 
17 o · , F V Y N L 0 
l6o - -= =- ------= .... --- ---~ . N G ft T 0 3 S 6 
l5.. . X Z M W X T 'V lf t 
l4o Y 0 B Y X U Y U I B 4 ll.' o I V 4 6 T K 2 L K A 3 
12. J. Q P Q l,P 0 0 Q 6 Y X B 
11. 0 U 5 B J V K F V E B L H 
to. S 4 0 Z H A D G 3 3 F 3 5 4 

9. H G Y E 7 J,q M H M 'W V .4 T D A G 
8o U R M K F H J E Y D L Y X Y Z J 
1· 0 7 Q, A L 2 SA V 4 K 3 K 0 E U 7 6 
6.. 0 J T V F 5 R L P Q L A 0 2 3 W P T X 
5. H J 6 B T 1 Q. X U 5 F V V Y V P 2 I P N 
4. FU6LQX474CSEAWDNUL7UV 
3. OVQLMGY5YEHDMCK6XQHZ~H 
2.. _2jJ C V M Z :L 2 R M 6 0 HZ LX R F Z 8 A 5 2 
1. ~Q 6 U T Z B S Q A I Q 5 B F 1' N G J 1 Q D D 4 

2ULDXBCTVBRR4S5ZMMGLX5A7 
LOM3YC6B3YQUHQCEGF40JYJH 
67ZN26LA44G6IIVUJ52CEX5 
YFB6QL4KYSIDQPOPBYH3DD 
050CV43LOBHOUTD3WAVNX 
TL6U~3B53JS4EE6CSDPO 
UULX4BHAPGYCTWZOKE~ 
L C 4 Z Y. H ,4· Z U R W 5 2 B U L U Y 

·6R3N04G7QN2F4KFGW 
EOBE3GJTZXTUVSSC 
F 5 R X. P J 6 P .1 K G Z H F Z 
T44KU6XULSN6MB 
XHGVQXNYOWIW4 
E I J 0 Z NV 50 B C u· 
WQ647VHD3ZG 
2UXBLH2AN5 
L E N J 0 2 4 J 0 
HTVEC475 
82HQ37B 
Q42XNH 
XV4YO 
JH7E 
E.M H 
D 4 
X FIG 2.8. 
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1\lml YORK 2 
CYCLE -74 : 
( CONFlRMATIVE)-

NORFOLK 10 
CYCIB--75 
(ExPER!tlmNTAL) 

HOBOKEN 20 . 
CYCLE -76 
(E.XPERIDNTAL} 
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Upper key loci 186 196 , 206 . 216 
Lower key loci 260 270 280 290 
Cipher . . . o o., 6XTSQ.WQZKWCMCP\iiDY3GD~A6JM3ZE6EKTD4FZRLR o o • 
Plain text ' .•. NG~T0386o •. 

. ~ 

Upper key loci~ 186 196 206 216 
Lover key loci ~ 261 271 281 291 
Cipher . . ~3XH7GlriERHP3QSNI,MCZVCTRVOUOMVNU84T64AAZY • o • 

Pla~n text · ... o~SHINGTONoo. 

Upper key loci 186 . 196 206 216 
Lower key loci '262 272 282 292 
Cipher. lf3CTFJIXXLK3F4P:JCQSLDIEQUGEPWGVOL34VVV ••. 
Plain text * . ~ "WAR3DEPART1VIENT .. o • 

With this as·a start, the ~eys can be reconst~ucted.and the 
decipherment continued. . 

* * * * * ' 
A variation of the ~oregoing method makes use o~ special sliding 

alphabets based upon the hypothetic~l phrase, the presence of which 
is suspected in both experimental cycles. These sliding alphabets 
are built e~actly like those based upon the phrase WAR3DEPARTMENT2 
WASHINGTON, except that instead of using the sequent letters of this 
phrase in constructing the alphabets·, the mean values of the letters 
,of the assumed plain text ~re usedo The mean values of the phrase 
under discussion are as follows: , . 

Mean values 

WAR3DEPARTMENT2WA5HINGTON3DC 
AR3DEPARTMENT2WASHINGT~N~tiC2 
T D c F 4 Q Y t> G if x F M L Z. T r"'"z L Tr P R ~ H -:Fu R 

Sliding alphabets are now made by ~i~st constructing the square 
shown in Fig~ 29 and then cutting the columns apart. 

7 A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 2___2 4 ~ 6 + 
T 'ff b v B z I R 3 P 6 5 2 N l'il 4 ·~cu G Y 7 Q c 1t F ~E L!I cf J 
DRTU743WXK2I6YSZ5VANBCQGHMOJFEPLD 
CFQ7UKAHG4~EML2POB3JVDTXW65NRIZYC 
FCHA3N7QBJI25ZEY6GU4XRWVTOMKDSLPF 
4JZIEDSLMCAUGH3TV52FOKP6YXBRN7QW4 
QHCBVPGFAZMOSJ6KE7XLUTD3R2IYW54NQ 
YPN6MHOKEWVGUDBFA25TSLJI473QZXRCY 
DRTU743wXK2I6YSZ5VANBCQGHMOJFEPLD 
GBAHW6Q7CMZY4IP2NFT5RX3DUKJOVLSEG 
NKY2SFEPORUAVT7HG6IDMJL5ZBXC43WQN 
XV3WHMTUD6PLKEZSJRQOFGAC7AN4BY2IX 
F C. H A 3 N 7 Q B J I 2 5 Z E Y 6 G U 4 X R W V rr- 0 M K D 5 L P F 
M 5 SLY X Z I 4 G Q W C 7 T'3 R J P B N 6 2 KED F V 0 H AU M 
LZJM6W54IHBX7CVR3SOQ2YNEKUATPGFDL 
ZL450TMJS~QVAFXDUI6H~PK2N37WYBCRZ 
TWDVBZXR3P652NM4IUGY7QCAFSELHOKJT 
IS54KUJML7FDHG~VTZNAPEOY6WQ32CBXI 
ZL450TMJSQGVAFXDUI6HEPK2N37WYBCRZ 
L Z J M 6 W 5 4 I H B X 7 C V R 3 5 0 Q 2 Y N E K U A T P .G F D L 
RDW3AJUTVNESOPILMX7KGFHBQ564C2YZR 
PYK05Q6N2TXB3RGC7EMWIZ4SJAUHLVDFP 
RDW3AJUTVNESOPILMX7KGFHBQ564C2YZR 
4 J Z I E D S L. M C A U G H 3- TV 5 2 F 0 K P 6 Y X B R N 7 Q W 4 
H Q F ·G X Y B C 7 L 5 6 I 4 0 N 2 A V Z 3 W R U D E S P T M J K H 
4JZIEDSLMCAUGH3TV52FOKP6YXBRN7QW4 
F C H .A 3 N 7 Q B, J I 2 5 Z E Y 6 G U 4 X R W V T 0 M K D S L P F 
U 3 ':/ D C I R X W E N 4 Y 6 J 5 Z T F 2 Q 7 B H a· L P S A K 0 M U 
R D W 3 A J U T V N E S 0 P 1 L l-i X 7 K G F H B Q 5 6 4 C 2 Y Z R 

FIG. 29 
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Then by setting up'tbe alphabets indicated by the letters of 
the base in staggered fashion as before, the successive first 
resultants will be round in successive generatrices. Note that 
the two generatriees used in the preceding discussion appear in 
the set·-up in Fig o 30 o • 

6 
K 

U 5 L 
VQ.IY 
C C E P 

NQ.D2W 
BOYTRUN 

L ELWKOC 
lV2TIZPTtGL 
M 6 Q S H p L I B 

LSMH7JJCYQ 
I J 2 5 Z 5 D Q X A I 

JPZNEGCXY}JLP 
S K P K.} S N E I L G 2 U 
Y24YR6UTLTARWD 

VNSJTYB6A3EW6XR 
FRUJICKQS4YYZ2YVJ 
XW74AZFJPV357NP5X 

M53HAFMWZ07KHHCKQDR 
NIAQILVK2CZ5SGFCEVD 

T Y E 7'L B T 2M H 5 E C J B N 0 P X Z 
FIDL25F6NZRSKT740GKYSF 

~~5CZUGKU5U6YVVADCFNFBZ 
LIZ}OFHOOWHDPJ}TX25BCHZSW 
2 4 A 6 4 J G 3 7 2 0 I G R W M H 4 G P 4 F U K 
6 K 1 V Q D I Q, P W .4 Q H D L R A J 2 R H K 6 'W 
MN5EYYYEUABBQ43X7WVPPWUP 
5 D G A D I A T Q L Q G P V W V 0 K 2 H R K 2 M· 
G P 0 5 G T,L·7 I M H 6 7 D T I 3·W 7 4 P R 4 Z 
SH3NNE2Z45YFQR4GOZ.MHW7S 
U 4 Q G X Z W.5 J VAG H L H I G F 7 Z B F 
6 6,E J F.7 X M R 4 H B N C 4'3 1 Z S 6 H 
4FT6MCVXM5QETLROGHKP 
V M'7 R L F 5 J J M K.X NT P 3 5 V 2 
KNZ3ZNDM43WECNREYW 
5X5UTGV5TOKALTKJO 
CWMIIFXUN3F5CYSI 
1 T X T Z C S 6 T I Z A J 5 4 
AZJULPBULGFIEL 
2 U M 3 R R S S C I 4 N N 
H T 5 lV! P P U B ·L A 2 E 
AVU7RH6SQDK 
7J6M44U7X:; 
OQUVHHqRT 
3JS2;4Z4U 
ODBVF6S 
GYS6UP 
I D 7 Z R 
GNRM 
5 I U 
y J 
0 FIGo 30 
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In the preceding example the assumptions for the plain text 
involved the hypothetical presence of the same phrase in both 
experimental cycles. We shall now proceed to a consideration or 
the case.vhere the assumed plain text is not the same for both 
experimental cycles. The procedure is basically the same as in 
the preceding case. The messages to be used ror the demonstration o 
are three actual messages of the series. The base bas been derived 
in the usual manner, and to it is applied the assumed beginning, 
TRANSPORTATION,SERVICE~t for Cycle -76, one of the experimental 
cycles, yielding the fi~st resultant shown below: 

* Upper key loci 1395 403 
Lover key loci 469 477 
N.Y. 3 (Cycle -75) o •••• Z T D M 7 J XU P K K 

403 
478 

• 0 0 

Upper key loci 
Lover ket loci -
NOR. 10 (Cycle -75) .• D 4 G 1 Q Y M K 7·H 7 F .•• 

Upper key loci 
Lover kei loci 
HOB. 21 (Cycle 
Assumed p.t. 

* 

-76) 

Base o •••• o •••••• o • o •••••• o • 

Assumed p.t. for) •••••• ~ .••• 
Cycle -76 ) . 
1st resultant •••••••••••••• 

403 
479 . 
GTXAQXNNUFRT. o. 

T R A N S P 0 R T A T I 0 N o 

ZTDM7JXUPKK 
D 4. G 1 Q Y M K 7 H 7 
4 G 7 Q.Y M K 7 H 7 F 
G T X A Q X N. N U F R 
R L C 4 Y·5 2 3 S P 4 
TRANSPORTAT 

G 0 F 3 T D G C Y Y 0 

• 0 

Since New York begins somewhat in advance'of the locus where 
Hoboken 21 begins, and since it is probable that the former message 
is going' to 'Washington, ve assume that the phrase WAR3DEPARTMENT2 
WASHINGTON3DC3 occurs somevhere·in the vicinity of loci 395 to 425 
of the upper key. 

The special alphabets based upon the phrase WAR3 etc. are set 
up in the manner shovn below in Fig. 31. Of course, no plain text 
can be visible as yet because the confirmative cycle in this case 
is the middle cycle, and we must apply the principles elucidated 
on pages 53-56. 

The steps are the same for every generatrix of the set-up, 
and ve vill take only the correct generatrix for the demonstration 1 
of the method. The correct generatrix is, of course, found only 
by trial. The method in brief is as follows: ' 

Taking the correct generatrix, which is as follows: 

OJCE3KPHSFH 

and going thrOllgh the usual steps, to determina the series of 
unknown means, we have: 
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P9 plO pll pl2 
H S F- H 

Y T X 
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Setting up this series of letters in the ordinary alphabets ve 
have the f'ollow1ng' FIG. 32} .: 

0 
y J 

Y I 6 
C I P L 

G X P 5 M 
DDF5ZZ 

TGB3ZMB 
3 A R T R M H C. 

FQ'WAVUHA6 
. OVUGFWKAPL 
G J C C H 7 6 0 P 5 4 
D6U7B4NF5S3 
B L 'D F Z 5 B 3 S D B 
TM3SIRTVDHH 
V Z :rlLWARLHB 4 
W B 6·u G B I K B S G 
6 c c c 7 y 6 2 s Q J 
N6UHN4PVQI6 
BLXOZSRNIPX 
T4ZSMBOXPTN 
R3N47JDFTEV 
IBEHLGBJEWH 
6HXIAR5GWB2 
P4KQ.WNC4Blt4 
RGVUYXM2KS7 
OJCE3KPHSFH 
<06lt11 PS7"VFB 
BXB2M'WRPB 
5NJ4RB22 
CVEV7ZP 
MHQH4S 
p 2 X M M 
7 4 y 4 
R 7 E 
2 H 
p 

FIG. 31 

10WXMOGEYTXD 
A6TV56H2Pwvlr 

--7' B E R 3 S E C 0 !~ D 3 T ~
CPXWLPBK6VWU 
DZGHYZV4MBH7 
EBLMXBP7HZM4 
FYVTZYGNOXT3 
G2DUl2F6ltRUW 
HNUD4NA'YE3DX 
IVY6GVZUWP6K 
J W 0 P Q W.M R V 6 P 2 
KQ,f\-1LrlQOCG5hl 
LREKCRSWU2K6 
M3KE73JXDf~EY 
NH5ZTH6FBMZS 
0 7 J S 3 7 K B F 4 S Z 
PCSJRCEQAIJ5 
OK3RJK7P2URV 
RLBQPLXJ5GQA 
8XPO'BXL3TYON 
T4AFN4UZ87FB 
U 5 H G 6 5 '1' l L ,Q G C 
VIFA2ID5JCAQ 
W J 7 C K J 3 L I A C G 
XSC7ESR.M4F7H 
YFI4DF2H7S4M 
Z D 2 N F D I T 3 E N 0 
2GZ5VGYAQL5J 
3MQBOMUSZHBF 
4T6YHT5DXOYE 
5UN2AU4VRK2P 
6 A 4 I U A N G C J I L 
7 0 \i X M 0 Q·E Y T X D 

FIGo 32 

. 
The plain text BER3SECOND3T stands out very prominentlyo 

Counting down the first alphabet of the set-up shown in Fig. 31, 
we find that it is the 16th letter of our phrase WAR3DEPA~'l'MENT2 
WASHINGTON, which begins the hypothetical phrase in Cycle -74, 
ioe., the vord WASHINGTON occurs in New York 3, beginning with 
locus 405. With the section BER3SECOND3T as a start, it is not 
difficult to add to the plain texts ot all three cycles. The keys 
can .. be reconstructed simulta,neously wlth tJ,le building of the plain 
texts. The proper place~ent's of' the initial texts are shovn 
herewith: ' l , ·. I . 

0 
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- .... 

·upper ke,- loci ~r9s 4o3 
Lower key loci 469 477 
N.Y~ 3 (Cycle -14) o •.o o Z ~ D M 7 J XU P K K o 0 0 

Plain text o • • o 2 V A 5 H I N G T 0 N o 0 0 

Uppsr key loci 4o;, 
Lover ka~ loci 478 
NOR o 10 Cycle -75) 0 0 .D4G7QYiiK7H7F 0 0 0 

Flaim. text 0 0 .BER35ECOND3T 0 ~ 0 

Upper key loci r~ Lower kef loci 479 
HOB •. 21 Cycle -76) GTXAQXNNUFRToo 0 

Plain text TRANS P 0 R TA-T I 0 N 0 

-It it * 
Upon proper occasion it may be desirable to slida tvo different 

phrases a.gainst one another. For. example~ WASHINGTON against 
NEW3YORX. The methods discussed in the tvo preceding cases have · 
been elucidated sufficiently~ it is believed to show that such a 
process would be perfectly practicable. Special sliding alp~b~ts 
~ould be prepared and kept o~ file for use when the occasion arose. 

By means or this p~ocess, it is possible to test all sorts of 
phrases» sueh as names of persons o~ places likely to occur in 
&ddressas o~ sign&tUFes. Given a sufficient number of messages 
favorable to the application of such a test, the process becomes 
a very valuable adjunct to other methods of attacko 

I 

4. SOLUTION OF CASES NOT INVOLVING THREE 5EQUE1\1T CYCLES 

The possession of three cycles in unbroken sequence is no 
longer absolutely essential to solution. We shall discuss the 
following four cases likely to arise in practice. . 

Ao . The two experimental cycles sequent, the confil"Rtive 
cycle at a short distanoe removed from either or the experimental 
cycleso · 

Bo The experiments.~ and confirmative cycles equid1stanto 

0. The distance betve?n the confirmative cycle and the 
nearer experimental cycle is a multipl~ of the distance betveen 
the two experimental cycleso 

D. Cycles at irregular intervs.ls from one anothero 

The four cases will be studied in succession. 

Ao (Case 1)--Tha two experimental cycles sequent, the confirm
ative cycle at a short distance removed from either o~ the experi
mental eycles .. 

The solution of this case is dependent upon two factors; first, 
hov far removed the eontirmative cycle is from the two experimental 
cycles; and second, the leqgtb of the assumed text. Let us study 
three actual message~ .. 
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Upper key loci 
Lower key loci 
NOR o 10 {Gycle -75)' 

Upper key loci 
Lover ke~ loci 
HOBo 20 lCycle -76) 

Upper ksy loci 
L0ver key loci 
VASH. 25 (Cycle -86) 
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Messages 

' 186 196 206 
;; 261 271/ 281 
11 ~7GMERHP3Q.SN-I3MOZVCTRVO .... Experimental 

186 196 . 206 
.262 272 282 
\13CTFJIXXLK3F4PKQ5LDIE .... .... 

Experimental 

186 196 206 
272 282 . 292 

••• KCF7TRQJU3NRMOZJ6SXXQ ••• Contirma.tive 

In this case we ·have Norfolk 10 beginning in Cycle -75; Hoboken 
20~ beginning in Cycle -76; and. Washington 25~ in Cy~le -86, or 
ten cycles remove~ from Hoboken 20; that is, the confirmative cycle 

· is ten cycles removed from the nearer experimental cycle, instead 
of being direetl~ sequent, as has been the case in all the examples 
discussed heretofore. It vas desirable to obtain ~ method by means 
of Which possible beginnings for Norfolk 10 and Hoboken 20 could be 
tested very rapidly on Washington 25, and the following method vas 
devised. 

Reconstruct the two keys without reference to any plain~text 
whatever, using the series of cipher letters only in Cycles -75 .~ 
and -76 for the first 15 letters, beginning vith 7 as a base ~n 
loci 186 ~ 262~ Cycle -76. Thus: , · 

Upper key loci 
Lover key loci . 
Upper key (hypothetical) 
Lo~er key n 

Norfolk 10 (Cycle -75) 

Upper key loci 
Lover key loci 
Upper key (hypothetical) 
Lover key · 01 

.Hoboken 20 (Cycle -76) 

Upp~r l~ey loci 
Lower key loci 
Wash. 25 {Cycle -86} 

186 196 
¥.· 261 211 

I! OQFHDJEBUCCSBVK 
I 3PU75KPMJ4RAQKZ 
l3XH7GMERHP3Q5NI3MCZV ••• 

186 196 
262 292 
~ 70QFHDJEBu',CC5BVK 
!: 3PU75KP.MJ.fi~AQKZO 
.~; 3CrFJI~F4PKQ •.• 

186 196 
212 282 

••• KCF7TRQJU}NRM02J •.• 

Experimental 

Experi;menta.l 

· For example, s·ta.rt1ng with 7 as the upper key letter of locus 
186 in Cycle -76, the resultant or· 7 and 3 is-} 1 which becomes the 
lower key letter ot locus 262o This then becomes the lower key 
letter above Min Cycle -75· The resultant· or 3 and M is 0; upper
key letter 187» which is now placed above C, the second letter in 
Cycle -76g etc. The process is exactly the sa~e as that in recon
structing normal keys, except that no plain te.x·t is used as yet. 
Keys produced in this manner, we have termed IMPERFECT KEYS, because 
they are not completed, or made symmetrical by the plain-text letters 
vhich apply; and will therefore not produce plain text when shifted. 
Normal keys, or keys w~ch will produce plain text ve have termed 
PERFECT KEYS o • 

Since Washington 25 is ten cycles removed from Hoboken 20, then 
the lover imperfect keys of the latter beginning v1th R A Q K Z 
(after the bar in the,disgram) must be united vith the upper im
perfect keys of the beginning point of Hoboken 20, and these must 
be applied as shown belov, to the cipher in Washington 25, beginning, 
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with K C F 7 • • • • The series of' letters l!bieh a1~e p1•oduced 
~a tarmg as before, the BASE: 

Washingt_on 25 
(Cycle -86) 

Opper key loei 
Lo~er key loci 
Upper imperfect keys 
Lower imperfect keys 
Cipbel' 

Base o. o • " ••• o Q " o • ~ • 

186 
272 
70QFHD 
RAQltZO 
K. C F 1 T .. ,R 

3YF2Y.6 

0 0 9 

0 0 0 

0 .. 0 

Now it is patent that if ve bad included the assumed plain 
text fo~ Norfolk 10 and Hoboken 20 in constructing ~he keysp the 
base would nave become the plain text for-Washington 25; and bad 
the assumed plain t~xt been the correct plain text for those t~o 
cycles, then the base would have=to~6a-intelligible plain text" 
H_owever # whether 1:1e include such assumed plain text ~-ll the :first 
stepsS' working vith perfect keys,or apply it after impe:t .. :fact keys 
have yielded the bAse, the final rasult~will bathe SAma~,providing 
we go through the correct steps. 

It is also patent that although the assumed plain text consists 
of two distinct parte, one applying to Norfolk 10, tha other to 
Hoboken 20; it is perfectly correct to test the affect ot these two 
parts separately. Tbat !a, we ma.y assume one phrase· aa the begin~ 
ning of Hoboken 20 and try it in combination Vith all possible 
beginnings for-Norfolk 10, exactly as wss done in Section 3. 

Nov as tar as the firat fe~ loci of Washington 25 are con
cerned, the assumption of plain text for Hoboken 20 will have two 
effects: first~ upon loci 186 & 187 oo• of the upper keys, and 
aeeondly, upon loci 272 & 273 o•o of the lover keys. Let us 
analyze these effects in detail, &SS\~ng Hoboken 20 to begin with 
TRAN8PORTATIOE3SERVICEo 

L~cus 186 of th~ upper key is unchanged, since we still ret~in 7 
as the base for! 1-leconatruotton of the keys~ Locus 262 of the lo'!~er 
key is affected by the first letter of the assumed beginning, viz, 
T. It vould result in producing a letter diff~n·ent than the one 
shown (:; r for locus 262 of the lover key and this in ttirn uould 
give a different letter in locus 187 of the upper key. Locus 263 
of the lower key vould be affGcted again by the second lette~ of 
the assumed plain text beginnillg for Hoboken 20, and this 'in turn 
would af:fee·t loeus 188 of the upper key. In short P the effect is 
£rosress1ve a~flJtl!!LUlativeo Th:ts series of effects will be pro·~ 
duced by the :f'olloving series of letters: 

T T T T T o , ~ 
-RRRRoa<> 

A A A o o o 

N N o o o 

s 0 0 ~ 
T-G · a· Y T==o o ., 

Such a series of summations has been termed the PROGRESSIVE 
VALUE of a phrase, and the integral sign placed before a series of 
letters vill indicate that the progressive value of the series is 
to be taken. Thus, ~ TRANSPORTATION means that the progressive 
value~, letter by letter, are to be taken. 
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Tb.if!. pJ:oogr~~::!.ai ve value must be applJ.ed t.o the t)Saa ~ and since 
the first lo~l..'t..S 1")f' t;b.a uppe1~ key to be affected by- t,he pl!E!.in text 
a:er.n.m1ed 5.s 107!! 'lTe apply the pr-ogreRsive yalue as sbo't:rn below: 

Upp19r key loci 
Lm:~er_ k:ey 11oc~ 
Bas~ · . 

Progressive v&1ua of 
S>.'ssr:Jme6. plain text 
foz• Cyclos -r{6 

, 

186 187'188-189 190 191 
-272 273 274 275 276 277 

S · Y F 2 -Y 

-
===T= L=~- . Y~~Y. 

s Q 6 7 J 
I 

We have so fs.I> .found ·the effeet of the asaumntlon of' plain 
, t(;).Xt in R~:~boken 20 ·o11ly upon 'ths upper key loci 1S6- to 190 o No.w 
. Y<:l l!rO.at; f:ir.td the ef:feet upon the lm·Jer .key loci· f'rcm 2·r2 to 276; 
for- th.EJy p too, .a1~e. involved. :Ln. the pl"ocess of find:i:v.g ~:.;l1e plain 
text for 1>/ashb.lg~~on. 25 .. 

The f"il"'st lo~er kay locus affected is 262; by ths letter T of' 
THANSPOR1rATIONe The next is locus 263, by thef lett~n:> R, and so on. 
The effect~ is likcwlse progressive and cumula.tivte~ It vill be as 
follows, in detail:-

' ' 
26.3 264 265 266 267 268 269 270 271 272 273 

T T'T 1:j T T T T T T T 
2 .. {4 27'5 276 277 

T T T T 
R R· R R R R- R R R R R R, R. R R 

A A · , A A_ A A A A A A ·A .A A A 

B 

R N N N ~ N- N N N 
's , s s s s s s s 

p p p p P, p p 
0 0 0 0 0 0 

R R R' R R 
T T T T 

A A A 
T 'T 

I 

N · ~J H N , 
s s s s 
p 'p p p 
o o o -o 

R R R" 
T T T 
A A A 

'J: · Tl T T 
·I 
0 

r -r t 
0 0 0 
N N N 

H 

3 3 
3 

u -'f ·=-z:--n--s -E- :s·· 
8:'Lnce tbt:t !i.?."'et. lo1:.'e:J:> key locus irrtroht€>d 1!! :washinetcnl' 25 is 

.272_,, Vtl begin l.r1tn the letter Q o? the progressive value, and apply 
JGhe series to the base-- already corrected aa regards upper keys o 

Tb;ug ~ --

·Upper key loci 
Lover key loci , 
Base:: corrected for t 

imperfect upper keyf 
Co1:--rectlon. fox:> im- -l. 

pei•f'.sct 'lower key ,J 
First; resultant 

i86 
272 

This ser:les o:f latter~~ corrected for upper and lotver key letters 
·'9,13 nffected by the plain text· assur.1ed for Hoboken 20 Jl 11e. term, as 
lb~fore.s the FaiRST RESULTANT o 
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.. The s~eps illustrated above are summarized below in standard 
form: 

' . \ Upper 
key· •• 186 187 188 189 190 191 192 193 194 195 196 197 198 199 2oo 
loci 
Lover . . . 
~ey •• 262 263 264 265 266 267 268 269 270 271 272'273 274 275 216 
·loci T . R A N S ·, P 0 R T A T I 0 N - 3 8 
Progres-} ~ /·~/ ·1 /t /'~/it/!J,/~ /~-!t /4 ?~ _/-1/~_,?-Jt ?Jt,..'f~ 
sive T G B · Y T Ir V H 3 U Q Z D S E 3 

value · -· -
. ' ' 

Upper key ;toci· 186'187 188 189 190 191 0 . • 
Lower key loci 272 273 274 275 276 277' 0 0 . 
Base S Y F 2.Y 6 . . • 
Correction for im-t T G B _y T perfect upper key 0 0 0 , 

/ 

Correction for im- · ·Q' z .D s E 2' ; 

·perfect lower key .. . • 
First resultant L H v v E K 0 0 0 

We are now ready to assume begi,nnings for Norfolk 10. We .. may omit 
the incorrect trials and proceed at once-with the ·correct phrase$ 
ADJUTANT3GENERAL3ARMY. The steps are practically.the same as above. 
Tb.e progr~ssive va~ue·s are sought.~~ ·beginning with the second A of 
ADJUTANT, since it falls'under upper key locus .187, and is therefore 
the first letter which enters into calculation. · 

A D J U T A N T 3 G E N E R A L 3 A R M Y •• .,-

~;~~essiv_el i:~ 5 6 E 7 N F U 3 p-,L ~ '6 U L .. • ·., 

Upper key loci, 186 187 188' 189 190 191 • • 0 

Lover key loci 272 273 274 275 276 277 0 • • 
s·econd resultant L H v v 'E K • 0 0 

Correction for im-t A K 5 6 E _perfect upper key • 0 0 

Correction for 1m- 2· p L z 6 u 0 0 0 

perfect lower key 
Plain text p E· :A 'T E D • " • 

Having found intelligible-plain text for Washington 25, perfect 
keys are construc~ed in ·the normal manner and the decipherment 
continued. · 

The process described above ~s been carried out in ·full detail 
'· to demonstrate its mechanics. It may be -~~ummarized below: 

Upper key loci 186 
Lover key loci 272 . 
Base _ _ ,_ S Y F 2 Y '6 · 
Correction for assumed': l' · -.11,T G B Y T 
plain text of Cycle -7~) Q~z·n s E 3 
First 1'.~_.!3Ul tant . • o • • • • • • • • L H V V E K' , 
Correction for assumed t A K 5 6 E 
plain text· of Cycle -75) - .3 P L z 6,U 
Plain text for) - · 
Cycle -86· . ) oooooo'ooooo P E _ATE D 

r. -71-
' ' 

{)TaANSPORTATION35o •• ~ 
{ TGBYTIVH3UQZDSE3 ••• ) 

~ADJUTjANT3Q-ENERAL3ARMY) 
~ AK56E7NFU3PLZ6UL) 
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This process takes longer·to describe th~n to_perform, naturally, 
and compared wfth the time it w,ould take to try out all possible 

.combinations of beginnings by constructinglparfeet keys in each case, 
it !s several hundred times more rapid. The progressive values for 
all_possib~e beginnings, once.having been determined, can be kept 
on file so that with all the data at band the process is extremely 
rapid. · · 

' 

B. (Case 2)-=Experimental and confirmative cycles equidistant. 

Given three cycles whlch are equidistant, with tvo of them 
,beginning near the same locus, a s9lution ~s possible, provided that 
the assUMed text contains three or four more letters than the dis- · 
t~nce between the cycles. · ' 

'Example 
- ' 

Message 1 - Key indiea.iwrs· 300 * 309 (Cycle .;.g) 
- I 

XBCPRAQ40KP6NOXVZAKDNXZ 0 0 0 

Message 2- Key indicators 303 ~.316 (Cycl~ -13) 

W L L 0 2 A K D Y R' J 2 W S P 0 U 4.H .J 0 Q 0 0 0 0 

I ' 

Message 3 ~ Key indicators 100 * 117 (Cycle -17) 
' ' 

The section beginning with 303 *.320 is as follows: 
I • ' -

o o o G D A·C·I-W .8 U U U .p 2 T Y 5 K·C 6 .... 

These message's are arranged as foliows g 

300 303 313 
309 312 ' 322 - ' . 
X B CPR~ Q 4 0 K ~ 6.N 0 XV Z A K D.N X Z 

. . t 
' 303 313 

316 . 326 
'W L L 0 2 A K D Y R ·J 2 'W 5 P 0 U 4 H J 

303 I• 313 ' ' 

Message 3 (Cycle ·-17} 
320 ' 330 

... : " G D A C I W 8 U U U P 2 T Y 5 K C 6 '6 0 
I, I l 

We must first prepare these cipher letters properly so a~ to 
be able to.make trials quickly. The r~construction of the two 1m~ 
perfect keys is ~irst carri~d out. Inasmuch as the steps are some
what different from the ordinary ones in constructing keys from 
sequent cycles, ve vill show them somewhat in detail. 

Cycle -9· 

303 . ,, 
312 

X B C P R A Q 4 0 K· P 6 N 0 X V 'z A K D N :X Z 

303 

0 0 

• 0 ' 

0 0 < 

0 0 ' 

. 
Cycle ~:).3 

316 ' ' . 
W L L 0 2 A x:· D Y R J 2 W S P 0 . U 4 .H J o o , 

Cycle -17 

' \ 

303 
320 

~ •• G D A C I W S. U U U P 2 T Y 5 K C 6 6 6 
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These cycles are four apart. Let us divide up the three lines 
into sections of four letters, beginning with the letters falling 
beneath upper key 303. -Thus:- · 

303 '307 
312 I 16 

Cycle -9 XBCPRA 4 0 K 
303 07 
316 20 

Cycle -13 WLL 2AK 
303 07 

Cycle -17 
3~0 p24 

, G n· A C. I W S 

-Bll 
20 
6 N 0 
11 
24 
YR 
11 
28 
U U-P 5 

19 
28 
DNX 
19 

• • 0 

• 0 • 

. ' 

Since these cycles ape four apart, then the construction of 
the two keys from Cycles -9 and -13 must be carried ·o~t in intervals 
or perfods or four. ·Tb.at is; if we assume the upper key for the 
first of Cycle -13 to be 7, then the lover key would be W. This 
letter W, the 316th letter of the lower key must then be placed ' 
above the letter 4 in Cycle -9, that is in the ··locus designated as 
307~1n Cycle· -9. The resultant of W and 4, viz, 6, is then 307th 
316) . 
upper key letter. Applying 6. to locus{307 in Cycle -13, we get B 

' I 320 \ 
for the 320th letter in the .lover key. ' This letter applied to the 
locus;311 in Cycle -9 gives 2 as the 3llth ·upper key letter 9 . et·c. 

~320 ' ' '. 
The result is as follows: 

·' 

12 ' 16 20 
6 2 

Cycle -9 · !
03 

X B r~3 R _A 
16 

r
07 ' !lil. 
W . B 

q. '4 0 .K , 6 N 

• 07 rll 
Cycle -13 

Cycle -17-

. 7 
w 

~
W L L 
03 ' 

. 20 
••. • G D A 

20 24·'· 
6 2 ' 
B : Q. 
2 A K D Y .R 
07 }i 11 

324 328 
IWS .uu 

We ba~e been dealing so far with the 'iirst position letters 
in these sections of four letters, or as we sball·term them the 
fJ~t elements of the periods. Let us nov take up the second, 
third, and fourth elements or the periods, beginning, as'before, 
with 7 a$ a base, that is, as the upper key' letter in loci~304,;305, 

' . ' ~31 7 ~ 318 
a.nd5306 1-n Cycle -13. E~ch set or series of l~tters is entirely 

(319 ' ' 
independent of any 'other se't; and that is why it' is absolutely im
material vith what letter as a base each· series is begun:,the ul- · 
timate result, viz, the,inter~ction of certain letters. in Cycle -17 
vill be the same regardless of the initial letter in each set of 
elements. The four reconstructed, and independent~series are as 
SQovn belov, and the manner in vhich they interact in the third mes
sage is· also indicated. The result of applylng the keys to the , 
cipher letters is marked BASE. Of course, ~o'plain te~t appears 
&fl yet. 
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Upper key loci 
Lover k~y loci 

303 
312 

307 
316 

311 
320 

315 319 
324 . 328 

Cycle -9 
Upper key loci 6 R X C 2 S R G D V 2 Q W Q D V •• 
Lower key loci W L L 0 B D L U Q K E 0 G 6 H K o • 

Cipher . X B C P R A Q 4 0 K P 6 N 0 X V Z A K D N X Z • o 

We are ready now to try out various beginnings. As before~ ve 
will assume one beginning, keeping it constant, and trying all other 
beglnnings vith it. Let us assume Cycle· -13 begins with ADJUTANT3 
GENERAL, and proceed to apply corrections fo~ imperfect keys for 
Cycle ~13 first. The upper keys for the first period of Cycle -17 
are unaffected by the plain text assumed. The lower keys are affected 
by the letters ADJUTANT. In the preceding section ve corrected the 
keys by adding the progressive value of the plain text, and this o 

value was determined by adding the letters of the plain text in their 
direct sequence. But in this case, since the ·four\el~ments of the 
periods are independent, ~e cannot apply merely the progressive 
value but muat apply what shall be termed the PERIODIC PROGRESSIVE 
VALUE, found by adding in progressive ma.nnet• every Bth letter of 
the assumed plain text, n being the period. Or, put in,the form of 
an expression, the sign_;/4 is understoo~ to indicate tha~ the 
progressive value o~ every,fourth letter of th~ series is to be 
taken; For the first period of Cycle -17 the correction for imper
fect lover keys vill therefore be the following: 

1st period 
'J/4 . {AD J u 

TAN T 
' W R U Q 

This correction applied to the first period of the. base gives 
the following: 1 

' 

Base 
lst period 
A 7 Z D 

2nd period - 3rd period· 
RPBZ 5B4Q 

Correction for 1m~ 
per:fect··upper key -· - - -

C?rrection for im-l 
perfect lower key f W R U Q 

First resultant T. R P v. 
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T~e-corrections for imperfect upper and lover keys· for the 
second ~nd third periods are as follovs: 

2nd period -
ppper key LOver key 

A'J? J:U ADJU 
TAN T 
3 G E l\1 
Q T I o 

3rd period 
Upper ke~ Lower key 

f ADJU ( 
4 .T A N T ) 4 

W R.U Q, 

AD J U, 
TAN T 
3GEN 
E.R A L 
PUS D 

1-

'L'hese corr~ctions are applied to the respective periods as follows: 
0 ; 

1st ;Eeriod ' 2nd ;eeriod 3rd :2eriod 

Base A7ZD R'P B Z 5B4Q \ 

Correction for 1m-t A·D J U WRU Q perfect upper key ----~-
Correction for im-- WR u Q Q T I 6 P G 8 D perfect lover ke~ 

First resultant TRPV YKHF GDRD 

Having determined the first resultant ve are nov ready to test 
al_l possible beginnings for Cycle -9. Let us 'proceed at once to 
the correct one, viz, COMMANDING3GENERAL. The periodic progressive 
cqrrections are_ :found as before, -t?eginning with the letter I of 
COMMANDING since it is.the first one to enter into the calculation~~ 
that is J /4 ING3GENERAL is to be taken. 

lst Period 
Upper key Lover key 

No correc- I N G 3 
tion neces .. 
sary 

2nd period 
Upper iey Lower key 

3l'd per!od 
Upper key ~~ver key 

ING3j ING3 (j I'l\lG3 fJ ING3 
4 G E N E 1 4 G E N E ;4 G E N E 

lilFPS" MFPS RAL6 
'p c 3 v 

These corrections are applied. to the second resultant and yi~ld 
intelligible plain text. Thus: 

1st period 2nd ~eriod 
I 

2rd ;eeriod 

. First re.sultant . T-R P V VKHF GDRD 
Correction for im-l IN G 3 MFPS perfect ~pper key ----
Correct1on for im- IN G 3 MF p 8 p c 3 v perfect lover key· 
Plain bext - P I N q 3 c 0 N T R 0 L 

All these steps may be simplified and summar,tzed as shovn 
'below. It was necessary to go through all the steps above in order 
·to shov the mechanics of the process in detail. But. if these steps 
be analyzed carefully~ it vill become apparent that certain repe
titions of·plain text periods cancel out 3 .being duplicates, so that 
the final result is achieved just as well by going through only 
the following s~eps: · 
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:· t- 1st period 2nd ·period 3X'd period 

Base 
\ ' A 1 Z D R P B Z 5 B 4 Q 

Correction for plainJ ADJU T A N.T 3 G EN 
text of Cycle -13 T A'N T 2 G EN ER'AL 

First resultant T R P V VKHF GDRD 
Correction for plain~ IN G·~ GENE R A L 6 .text of Cycle -9 
Plain text .fo!'b} PING 3 C. 0 N T R 0 L Cycle -17 

No further comment is necessary in regard to the-rapidity of 
the process. Once intelligible text is found, new keys a'l'e c·on
struc~ed ~mploying the deciphered plain text.and taking into accourit 
the fact that the periods consist of four independent elements. 
~he-reconstructed keys will not be perfect keys, but they will 
operate in every case where the cycle involved·is f9ur or a multiRle 
of four intervals avay·rrom any of the .c~cfes which ent~red into 
their recons.truction. 

Co (Case 3) --The distance between the con:firma.tive cycle and 
the nearer experimental ,cycle is a multiple of the distance between 
the two experimental cycles. - -

In the case just discussed; the cycles were eq~idistant. The 
process can be applied likewise-to those cases in vhich·the distance 

- between the confi~tive and the nearer experimental cycle is a 
multiple of that between the two experimental cycleso The practical 
application of the method is dependent upon the same two factors 
as before,· viz, the distance between the. CY-Cles, and the· length 
or- the plain text assume~. An e~ample taken from the series of 
tes,t messages vill ser~e our purposes.· The messages have been 
arranged for decip~erment: 

_Upper key loci 
Lover key loci , 
N .. Y. 20 (Cycle -609) . 

.Upper key loci 
Lover kel loci -
1-IOB .' 32 {Cycle ·-621) 

-;Upper key loci 
,Lower key loci 
V~SH.· 13 (Cycle -624) 

Messages 

,· 014\ 
623 

• • :vQVY1~3VG36. · ... 

* 002 ' ' 014 . ' 

II ' 623 . ' 635 
NT4SJOVVCK73RSOFEY2HI07VPBgoo 
~ 

1

,, 002 I 014 -
626 638 ' 

VCCSGUPWMUDY2NR02GHPIB ...... 

Confirma.tive 

Experimental 

Experiments. I 

Hoboken 32, and Washington 13, the experimental cycles, are 
three cycles apart; while New York 20, the confirmative cycle, _ 
and Hoboken 32, the nearer experimental cycle, are t~elve cycles· 
apart; in other vords, the distance between the first and second 
cycles is the fourth multiple of that between the second and third. . . 

' 

Let us reconstruct imperfect k~ys employing the principles 
of periodicity just-elucidated.· The period, being the'distance 
between the'expertmental cycles, is tbreeo The keys, using X, Y, 
and Z as bases, are as follovs: 
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· { Upper key loci 
·N • Yo 20, Lower key loci 
Cycle -609 Cipher . 

. ' I • 

- \ Upper key !loci 
Lover key :loci 

HOBo 32 -Upper key 1loc1 
· Cycle -621 Lover. key :loci 

· · Cipher : 
. i 
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014 
.623 

• • ~VQVY43VG36 

002 014 ·* 623 ' I 635 

IL xyzXYTQJXJ7NFM66PDARS 
.. PFKA650KQCOENDBKTZAHW· 

4SJOVVCK73RSOFEY2H!07VPB 

.. i·Upper key :loci. . 002 · · - 014 
Lover key loci . 626 ·. 638 

WASH. 13 . Upper key _:loci j xyzXYTQJXJ7NFM66PD 
_ Cycle -624 Lover key loci - A650KQ.COENDBKTZAHW 

Cipher , , . · 1 ~ VCCSGUP'WMUDY2NR02GHPIB 
I 

Applying to New lork 20 upper keys 014 ••• and lover keys 623 
we hav~ the following:[ 

N. Y. 20 
Cycle ..:609 

Upper key loci 
Lover key loci 
Upper key lbci 
Lov~r key :loci 
Cipher 1 

. Base, . 

014 020 -
623' 629 
F M 6 6 P D A R S • • o 

P·F 'K A 6 50 K Q. a 6 

·YQVY43VG3 ••• 
S I R F S L S 5 P . • • 

0 •• 

i ' 
/ Let us ~ss~e for: the plain text of Hoboken 32, SURGEON3GENERAL6 

N52WASHINGTONi and det~rmine the firs~ resultant. We must begin 
with the E of SURGEON,: since that is. the first letter which ~nter·s 
into relations. I , , 

I New York·20 
'1st period . 

Upper key .. Lover key·; 
· 2nd period 

Upper k~Y~.: . .:... Lover key 

3 G E E '0 N I ' 3 G E ~ 
I NER :( NER. 

AL6 j3 AL6 
N· 5 2- 1 N'5' 2 
U P L ·. V ~ 5 

HYF 

Base 
Correction for im-t 
perfect upper key 

Correction for 1m-· 
perf~ct lower key} 

First resultant 

' '' . 
I 

I 
' I 

i 
i, 

1st period 
~ I R 
UP L 

E 0 1\T 

A 4 H 

No cor-
l'ect~on , 
ne·eessary } 3 

2nd period 
P s L 
H Y:F 

B T 5 

}rd period 
yP:eer key . · ~wer kex 

3 G E 
N-E R 
A L 6 
N 5 2 
W A 5 m 

3 G E 

3rd period 
' s 5 p 

U R 4 

3 G E 

R K 5 

Let 
correct 

us\ now try as ~pe assumed plain text of Washington 13 
beginning, DEPARTMENT3AIR3SERVICE. 

I ' ~ ' 

the 
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New York 20 

1st period ' 
UpRer key ·Lover key 

2nd period 
Upper key Lover key 

2!'d peri~ 
U;eper ke;y .Lower kJ?l· 

DEP 
ART' 
MEN 
~~3 A 
!CD 

No correc~ · D E P 
~ tion neces-(. , ·A R ~ 

sary )3 MEN 
T3A 
I R 3 

.. 7 3 F 

DEJ,l DEP 
ART 
MEN 

·T 3 A 
I R 3 
S E R 
s· s u 

DEP 
A R·T· 
R J f 

First resultant 
·1st ieri~ 

A H 
·2rid period 

B T 5 
3rd p,riod 
R5 

Correction for 1m-f I C D _7 3 1
F s 8 u perfect upper key 

Correction for 1m- - - - DEP !L_JI perfect lower key 
Plain text s· I X T Y 3 SEV 

The appearance of the vords 8IXTY3SEV ••• gives the beginning of 
excellent plain text. The keys are reconstructed and the decipher-

' ment. continued. 

The short-cut, el~inating all details, for this process is sum
marized below. The plain text letters are the summations of the· 
letters in the columns. 

New York 20 

1st teriod 2nd ;eeriod 2_rd period 
Base S R F s L s 5 p 

) 
E 0 N 3 G E NER 

Assumed plain, text J 3 q. E. NER A L 6 
for Hoboken 32 · NER A ;L 6 N 5 2 

A L 6 N 5 2 W A 5 
N !2 2 W A '2 5 t s 

\ 
DE P A R T M N 

Assumed plain text } ART MEN T 3 A 
for Washington 13 MEN T 3 A I R 3 

• T 2 A I R 2 S E R 
Plain .text for Newt s· I X. T Y 3 SEV York 20 .. 

/ 

D. (Case 4) -":'The thre.e eye lea at irregular intervals • 

We have been leading up>step by step~to the solution of the most 
important case of all·; viz_, that in which no sequent eyeles, or 
cycle,s at any regular distances apart are available. This case· is, 
of course, the·most valuable fro~ the practical standpoint~ and 
warrants restatement. It means that given two messages separated 
by 2, 3, 4, ..• up to say 15 cycles, plain text may be assumed and 

-tested upon any other cycle that may be available, providing only 
that the keys applying to this third cycle fall within the sections 
of assumed plain text. · · · 

Let us study an actual example taken from the series or test 
messages. We shall choose as- the experimental cycl,es Hoboken 32 
and Washington 13, which are three cycles apart. For the confirmative 
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cycle we_ sha.ll take Wa~hington 39. In the'' d:lagl"S.m below the mes
su.ges have been arranged for decipherment; inlperfect keys have been 
c·onstructed and applied to Wash~ngton 39. 

Hoboken 32 
Cycle m621 

Upper key loci 785 
Lower key loci 619 
!~perfect upper key 
Imperfect·lower~ke~1 
Cipher• .. · · dN T 4 

Washington 13 
Qye.le -621,, 

Upper·key loci 
Lover key loci 
Imperrect upper key 
Imperfect lover key 
Cipher 

* 

Wash.ington 39 (c~~:·t·) 

! ; . l I 
002 012 I 022 
623 633 0 
XYZXYTOJXJ7NFM66PDARSCT 
PFKA650~QCOENDBKT&AHVQH 

S J· 0 y V C K 7 3 R S. 0 F E Y 2 H I 0 7 V P B N 

b02 012 ·022 
626 636 ' 007 
XYZXYTOJXJ7NFM66PDARSCT 
A650KQCOENDBKTZAHWQMAQZ 

IVCCSGUPWMUDY2NR02GHPIBE 
~' ' ' 

002 (' 012 022 
33 . 004 ' 014' 
XYZXYTOJXJ7NFM66PDARSCT 
OENDBKTZAHWQMAQZ' 

Cycle -631 
Upper key loci 
Lower key loci 
Imperfect upper key 
Imperfect lover key 
Cipher , • '> U D L 6 5. D X R A G 7 F L'6 A H P 4.5 T 7 .. 

Base ' 2X KW'l'EUHMD6MF 
) 

Before ve can proceed~ it vill be necessary to introduce into 
the discussion'a feature which presents i~self,here for the first 
time.. · 

' / 

The distance between the tvo experimental cycles determines 
the period and the periodic length is simply the sum of the number 
of its constituent elementso As regards the upper key~ the periods» 
and therefore all their COtlSti tuent elementS 1 for·'e.ll 'cycleS 11 . 

coincide, since all of our analysis is based upon the fiction of 
a stationary longer .{~upper) key. But as regards the lover key, 
w'hich in our analysis is regarded as the moving key, any period ~.n 
one experimental cycle has a homologous period in the other' experi
mental cycle, both periods· being composed naturally of the same 
elements and in the same order. In other words, the first, second, 
third ... e elements of a given period of one experimental cycle 
coincide with the first; second; third o•o ele~ents of a homologous 
period of the other experimental cyel'e.,, The case is somevhat 
analogous to that in wave motion, when two waves o£ similar period 
reach their maximum magnitude simultaneously, the two waves being 
in a condition termed as "in phase." : . 

Now; in the ·ease of three _equ~distant cycles, the lower key -
periods ot the confirmative cycle are in pbase vith those of the 
experimental cycles. The same.is true or the ease vhere the distance 
betveen the confirmative cycle and the nearer experimental cycle 
is a multiple of the distance betveen the tvo experimental cycles. 
But in the case which conforms to neither of these cases; that is, _ 
where the distance between the contirmative cycle and the nearer 
experimental'eycle is neither equal to nor a multiple of the dis
tance between the tvo experimental· cycles; the lover key periods 
of the eonf1rmative eycle are, not in phase with those'of· the. ' 
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experimental cycles. 'The condition, to continue. .the· analogy with 
wave motion, exhibits a "difference in phase"; and in this case, 
with a period of three, the difference is either 1/3-or 2/3 of a 
period. That is, the periods·of the eonfirmative cycle are either 
advanced or retarded 173 or 2/3 of a period. 'When this is the ease, 
the application qf imperfect keys derived from the two e~perimental 
cycles Will not result in the production of intelligible text in 
the confirmative cycle-unless a correction for the difference in 
phase is applied. The reason for ~his phenomenon is obvious When 
one considers the origin of imperfect keys as contrasted with tha. t · 
of perfect keys. In reconstructed per'fect keys, adjacent .letters 
of both the upper and the lover ~ey·. bear a definite relation to " 
one a.nother-=they are the individual successive links of a continuous 
single chain&hich has been made~link by link)from the plain text~ 
cipher text relations. But imperfect keys that have been constructed 
from experimental cycles not directly sequent consist of several 
independent chains which. "dovetail~'in such a manner as to produce 
intelligible text only where the periods of the confirmative ·cycle 
.are in phase vith those of the. experimental; c·ycle. These chains 
are independent because the~ are generated by independent, unrelated 
base letters. · 

' 
The difference between keys of these two types is comparable 

to that 'between a single phase and a polyphase alternating current 
of electricity, and we have termed a key of the first type a 
MONOPHASE KEY 1 and one of the second type a POLYPHASE KEY. The 
difference between them·may be shown d~a~ammatically in the follo~~ 
1ng sketch: 

1 -2 3 1 2 3 1 2 3 -. , 

Monophase 

_..Polyphase , ... 

l 

1'--

; 

... '-- c: 

' 0 - -

1 I .. 

r-

v . - -. ~-..... ~, r-:"" -..::: ._.. 

. 

Difference in phase_ in a polyphase key may be shown likewise 
in diagrammatic manner: ' . ·. 

I . . 

1 2 3 1 2 3 1 2 3 1 2 3-l -. ~1··1·.-1 1/3 phase difference (1200) 
'123i~~j231 

.... ,. .... i-t.-4!"'-t-r r-1-- r 1 ' lii 1 ? 3 ± ? ~ 1- 2 ,3;J 
I ...,~r:--t1·1~-t1 2/3 phase· difference (24o0 ) 

t ~u ·l . .J., .. -r2--~ . . . , ,. 
I I J U ·f 

If, after a polyphase key has been 'constructed, we can establish a 
relationship between the .letters-or elements'of its period (:the 
phases of the period), then .t~e independent chains of the polyphase 
key may be merged and converted into one continuous chain vhich 
vill then consti tut·e a .perf'ect monophas~ key. 

, ! • ' 

'Le~ us proceed nov to decipher the messages. For the.beginning 
of Hoboken 32,.on~ experimental cycle, we vill.assume SURGEON3 
GENERAL6N52WASHINGTON~ The corrections to ~e applied are shown 
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below. The upper keys baing constant, its' periods are in phase 
throughout all cycles. The lover key periods of Washington 39 are 
out or phase Vith'those or the experimental cycles, being retarded 
1/3 of a period. The elements of the periods of Washington 39 are 
in the order 2-3-1, instead of 1-2-3 because the first elements of 
the periods of Washington 39 are the second el~ments of those of 
the experimental cycles. For this reason the correction to be 
applied to Washington 39 takes the following form: 

- Washipgton 3.2 

1st period 
Upper key . Lover· key 

2nd period 
Upper key Lover kez 

3rd period 
Upper key Lower k!Z 

No correc- 2-3-1 
tion neces~ • • 3 
sary G E N 

ERA 
~ J J 

1-2-3 
-3 G E 

4th period 
Upper kez. Lover key 

1-2-3 2-3-1 
· 3 G E . . 3 
NER GEN 
AL6 ERA 
-J D T L 6 N 

.5. g,_w_ 

~i~ 

2-3-1 . . 3 
GEN 
ERA 
L6N 
D'l'U 

1-2-3 
3 G E 
NER 
AL6 
N ~ 2 
U L 

1st Per. 2nd Per. :!£d Per. 

Base 2XK KWT EUH 
Correction for j· - - - 3 G E 4 6 J imp. upper ke:y . 
Correction for · 6 J J n·T U PLH imp. lover key· · 

5 c J 1st resultant B p 3 2 B P 

1-2-3 2-3-1 
3GE 0 . 3 
NER G E.N 
4 6 J ERA 

L 6 N 
'52 w 

P L.H 

2-3-1 . • 3 
GEN 
ERA 
L6N 
5~W 
A 55 

~ 5 

4th Pero_5th Per. , 

. MD 6 M F Q · 

J D T UP L 

YFJ R4_2 

2 F 7 ZWG~ 

Let us assume ~or the beginning of Washington 13 the phrase 
DEPARTMENT3AIR3SERVICE. The corrections are as follows: ' 
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' \ 

•. 

- ' 
1st period 2nd period 3rd period 

Upper key Lover k~ Upper kex Lover_~ex Upper key Lover key 

No correc- 2-1~3 
tion neces- · •. : • D 
sa.ry E P A 

R T M 
EN T 
I_rR I 

' 
1-2-3 
DE P 

4th period' 
Up~er key Lower key 

' ,. 
1-2-3 . 
D'E P 
ART 
MEN 
P R R 

I 2-1-3 
... D 
E P .A 
R T M 
EN T 
3 A I 
~ 3 s 
ERV 
s u 6 

2-1-3 
• , • D 

E P A 
R T M 
EN T 
3 A I 
c D 7 

1-2-3 
DE P 
ART 
R J I 

5th ;eeriod 
Upper k~ Lover key 

1-2:.3 
D.E P 
A-RT 
MEN m 

2-1-3 
• • D 
E P_A 
R T M 
EN T 
*jAI 
R 3 5 
E R·v 
I C D 
AD G 

,Let us nov apply these corr~ctions to the first resultant: 

\ ' 

1st Per. 2nd Per. 3rd Per. 4th Per. 
ls t resultant B P 3 2 B P 5 c J 

. 2 F 7 
Correction for I DE P R J I P. R R' imp. upper key - - -
Correction for R 1R I C D 7. 3 F S s u 6 'imp. lover keyj 

w"·.oo: 2 s·z 7 z .4 4 2nd resultant z 7 z 

.2-l-3 
• o D, 
E P A , 
R T M .:,.,_ 
EN T 
3 ~ I 
R :0 S 
3 F S 

!2th ~er. 
Z W G 

l C. D 

A D ,G 
I 

HHID 

We are ready nov to apply the correction for difference in 
phase. Our imperfect polyphase keys consist of three independent 
chains, generated by the initial letters X, Y,and z. Let us design
ate by the lett.ers k1, k2 , '(and k those letters in perfect mono- [ 
phase keys which· occupy the posittons of, X, Y, and Z of our imperfe

1

ct 
polyphase keys. Nm1 k2 and k1 are related ~nsofar as k2 .is derived 
from k1 by means of the plain text-cipher rela.tions vhich intervene; 
and k; is related to k2 in the same manner. If we could convert X 
into k1, Y'into k2 and Z into k3, our imperrect po~yphase keys coul~ 
be conv.t?rted into perfect monopfiase keys. Now, X plus an unknown 
~etter c1 would equal k1; Y plus an unknown letter c2 , would equal 
·k2; and z plus an unknown letter c3, wquld equal k3 • These three 
unknown letters cl~' c2 , and c3, whlch would constitute the correc
tions for pha§e. ~ fference, would repeat themselves periodically 
throughout-the imper£ect keys. We can transfer these rel~tions 
directly to the second resultant., 

Second resultant-· W M 2 s z 7 z 4 4 .. 
/ 

z 1 z HHD 

w plus the unkriown letter cl would gi~e the correct plain text 
for that locus; M·plus c2 would give the correct plai~ text letter 
for the second locus; and 2 plus c3 would give the correct plain 
text letter for the third locus. The cycle would repeat itself 
throughout- the second resultant·. · 
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loT"' e) ~ 

z~.,. e1 :::: correct plain text for 1st letters of periods z . -
H} 

~) 
plain·text 4.; "t c2 -- correct for 2nd letters or·periods 

JJ 
~{ . '" 

~ -t c3 ~ correct plain text for 3rd letters of periods 

Dl 

The correction being constant· for ttle three elements of the 
periods, we may set up the respective e'lements of these periods on 
th& ordinary. sliding alphabets, whereupon the correct plain text 
for each se~ or'elements will appear on one generatrix which can' 
be sele~ted from all others by inspection, since it wilL be the 
one which co~tains th~ b~st assortment of high~frequency letters. 

' 

' The correct generatrix will be different for each set of 
I elements, of course,~~ but by selecting the most likely generatrices, 
J the. corrected elements will now form inte'lligib~e plain text. 

Tbus: · 

GEN. w ·s z z H -M Z 4 7 H 274Z,D ,-- 'TILLQ 5 L J A Q E A=J t R 
B R .M1 4 4 F S 4 Z B F ·6 B Z ,4 T 

~. c X J 5 5'G 'L 5 I C G N C I 5 U 
D G N 0 0 X Y o·E D X J DE 0 7· 
E L 3 TTY ,XTDEY A E D T 4 
F V4MMB ,z M SF B KFSM3 

-' D 5 J J C I ~ L G C OGi•JW G 
H u ~z s s 7 4 S M·H 7 PH M'S X 
I. YAQQL G Q C,I L 3 I C Q K 

/' J 0' C G G 5 Q G A J 5 D JAG 2 
K .MRVV6 WVUK6 FKUVI 
L E Q A A I C A G L I T L G A 6~· 
M K B F F 4 7FHM4 VMHFY 
I~ 5 D X X 0 -T \X, y·lf--o~ C N 3 X S 
0 . J'X D D N 3 D T ~ N. G 0 T D Z 
p S W U U 2c, R u v·P 2 HPVU5 

.Q 
" 3 L I I A J I 5 Q A YQSIV 

R BK66V P 6 2 R V 4 R 2 6 A 
s P 7 H HZ B H F S.Z US F H N 
T A Y ,E E 3 N E 0 .T 3 L T 0 E B 

.u H 2.P P'W 6PKUW S UK PC 
v F· 6 K K R 2'K P V R M V p·K1 Q 
w 7 p 2 2 u K 2 6 W U Z W 6 2 G 
X C 0, N N D ·E N Y X n- SXYNH 
y, IT33E. D 3 X .Y E QYX3M 
z 2 H 7 7 S F 7 B Z S W Z B 7 0 
2 1 z u w w p VWR2P 7 2 R W J 
3 QEYYT 0 Y N 3 T I 3 NY F 
4 6 F,B B M H B 7 4 M R 4 TB E 
5. , N G C C J, A C Q 5 J X 5 Q C P 
6 4VRRK URW6K B6WRL 
7 W S Z Z H M Z 4·7 H 2 7 4 Z D 
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Note that in the set-up of the first elements the Y genera.trix 
is composed entirely of high-frequency letters, I T 3 3 E. In the 
set-up of the second elements the T generatrix is composed of high
frequency let t_ers, ~ E 0 T 3 .~ Uniting . the f'irs t and second e laments 
in the third resultant we nave the follo~ing: 

1 2 4 5 
1 2 3 

''hird resultant: 'W M 2 
1 2 3 
IS Z 7 
T E 

3. 
.1 2 :5 
z 4 4 
3 0 ._ 

1 2 3 
z 7 z 
3 T 

1 2 3 
HHD 

F'lain text;. I N 
I 

E 3 I 

In the set-up of the third elements the 3 generatrix is com
posed entirely of high-frequency letters, but they do not combine 
\Yell with the plain text found thus .far.. This geners.trix when com-
binsd.with the other tvo gives: · 

1' ' 
1. 2 3 
W M.2 
I N I 

2. 
.1 2 3' 
s z 7' 
T E 3 

3 
1 2 3 
z 4 4 
3 0 N 

4 
1.23 
z 1 z 
3TY 

5 
1 2 3 
HHD 
E 3 F 

The correct gene:ratrix is the 5 g~neratrix. It gives the fo1lolll'ing: 

1 2· 3 4 5 
1 2 3 '1 2· 3 1 2 3 I 'l 2 3 1 2 3 
l-1 M 2 s z 1 z' lf~'4' z 7 z. HHD 
IN U- T E 5 3 0 F ' 3TH E 3 N 

In sll sub~aquent cyclps the correction for the difference in 
phase is the period indicated by the generatrices determined above, 
viz, Y T s. In other words c1 =. Y; c2 -.: T; c3. ~ S. 

;For example, in Washington 68 the steps without going through 
the explanation above give the base shown below: 

Hoboken 32 
C~cle -621 Exp. 
'O'pper key loci 
Lover key loci 
Imp. upper key 
Imp. lower key 
Cipher 

Washington 13 
Cycle -624 Exp. 
0 pper -key loci 
Lower key loci 
Imp. upper-key 
Ilnp. lower ·key 
C:tpher 

rlaehington, 68 
Cxcle -638 Confv 
:Upper key loci 
Lover key loci 
It11p. upper key 
Imp. lower key 
Cipher 
Base 

I 

I 

002 012' 019 022 
623 633 001 004 

X Y Z X Y T 0 J X J 1 N F M 6 6 p.: D A R S C T 
PFKA650KQCOENDBKTZAHWQM 

N T 4 S J 0 V V C K 1 3 R S 0 F E-y 2 H I 0 7 V P B N 

; ' 

,·002 ,012 016 022 
626 636 001 007 
X Y-Z X Y T 0 J X J 7 N F M 6 6 P DAR S C T 
A650KQCOENDBKTZAHWQMAQZ 
VCCSGUPWMUDY2NR02GHPIBE 

' ' 

·002 
' 001 I • 

XYZXYTOJX 
Z A H W 'Q M A Q Z 

012 022 
011 021 

J ,"( N F M 6 6 P D A R S C T 

L M X T 1 E Y H 015 U 4 S 4·F 2 6 Y Z 
VROV2F04H 

D T R 
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' . 
Assuming for the beginnings of Hobok~~ 32 and Washington 13 ~he 

same addresses as before, viz, SURGEON3GENERAL6N52WA555SHINGTON 
and DEPARTMENT3AIR3S~VICE, respect.ive1y, we. apply· the proper cor
rections to the base derived above. 

Since the first period of the lower key of Washington 68·is 
affected by the assumed plain text for the 2nd, 3rd, 4th, 5th, and 
6th periods'of Hoboken 32, and also by that for the 1st, 2nd, 3rd, 
4th, and 5th periods of Washington 13, we must be guided accordingly 
in making the corrections for imperf~ct keys. Again, since the 
first element of the 1st period of Washington 68 is the third 
e1em~nt of the 5th period of Washington 13, then the-relative order 
of the elements of the periods 'of Washington 68 is 3-1-2, as com
pared vitb their.order, 1-2-3, in Washington 13 and Hoboken 32, 
the experimental cycles. The order of the elements of the upper key 
is the same for all cycles. The corrections for the first three 
periods of Washington 68 take the following form: 

Correction for assumed plain' text for Hoboken 32, SURGEONjl/3 
GENERAL6N52WA555SHINGTON = · · . . 

' ' . 
For Upper Key 

Period 
1 

No· correc
tion neces
sary 

For Lover Key 

2 3 4 
3-1-2 3-1-2 3-1-2 
. - 3 G E N E R A L, 
. 3 G ~ _._3 G 

' E1ft>~E46 
JJD~ 

Period 
5 

3-1-2 
6 N 5 

J J D 

6· 
3-1-2 
2WA 

TUP-+TUP 

7 
3-1-2 

·5 5 s 
8 

3-1-2 
S H I 

LHY~LHY 
FJR-.)FJR 

4· 5 N 

Period 
1 2 3· 

Base V R b V 2· F c 4H 
Correction for 1m-! 3 G E 4 6·J perfect upper key - - -
Correction for 1m- LHY F J R 4 sri· perfect lower key · 
First resultant NVF Q WI c NW 
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' 

Corl"ection for assumed plain -text ··tor Washington· .13, r/3DEPART 
MENT3AIR3SERVICE : · . / 

1 

1 
3-1'-2. 

For Uppez:. Key' 

Period 
1 2 3 

No correc
tion neces
sary 

1-2-3 1-2-3 
DE P' -ART 
DIP-~DEP 

.- :R'"J'! , 

( 

For Lover Key 

Period 
4-' 5 2 

}-.1-2 
3 

:r-1-2 . 
T.M E 

3-1-2 3-1-2 
NT3o AIR 

6 
3-1-2 
3 S E 

7 
3-1..:2 
R VI 

Peri~d" 
1 2 3 

First resultant NVF ·Q WI CNW 
Correction tor im-~ 

... .1- - DE P R J I perfect upper key 
Correction for 1m-} F S 8 U6A DGU 
perfect lower key 

8 
3-1:..2 
C E 3 

Second renultant· E 6 4 BD'W FXL \•' 

We are read, nov to apply the correction for the difference in 
phase. lie have found that c1 :. Y; c2 = T; and c3 : 5o Since in this 
case the third element of a. period of the experimental cycle becomes 
the first element of·tbat'of the confirmative cycle, then the cor
rection to be applied beeontes S Y T to corre·spond with the order 
3-1-2 of the letters of the confirmative cycle periods. 

' I 

Washington 68 

1st Period 2nd Period 3rd Period 
Second resul taiLt' . E b 4. B n=w F X L -
Correction for phase)~ _ 8 y T s y T s y T . 
·difference 
Plain text 3 c .'o ,M M A 4 4 2 

' 
It is desiraple, c.f course, to construct perfect mono phase keys, 

in order to e li:Mi.n& te t;he corrections for differences in phase in 
subsequent work., The method ~s .~s,follows: · 1 

Take the fir~t t}~ee letters upon vhich the reconstruction of 
the imperfect keys vas based.· In this case they are X Y Zo 

/ 
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Take any pair of equivalents for Y7 the first letter of the 
corrective period, such as U L. Place these two .equivalents 
beneath X Y Z and find the resultant. Thus: 

Basic letters . 
' ' Equivalents of Y 

Resultant 

XYZ 
U L · 
GU 

Take the resultant of.L·(the second member of the Pair of · 
equivalents of Y) and T (the second letter of the corrective period)., 
v~ich is 2; add this letter to Z, the third basic letter. Thus: 

x Y z· 
U L 2 
G U·W 

. ' 

These three letters used as a base in connection with the 
- correct plain text for the two experimental cycles will give tvo 
perfect monophase keys such as will apply to any cycles produced 
through their fnteraction, without the intervention of a correction 
for phase differences. The steps diagrammatically for the conver
sion of polyphase keys to monophase are as follows: 
' . 

Corrective period 
Base for polyphase keys 
Base for monophase keys 

Y T 5 
'UL2 

X Y Z 
GUW 

Beginning vitp these letters as,a base for 'the construction 
of perfect keys from the two experimental cycles ve have the fol
loving: 

., 

002 
623 . 

G u· 'W Q M 5 X D ·L 
T U .E, F 4 J Z N L . 

Hoboken 32IIN T 4 5 J 0 V V C K 7 3'R 50 FEY 2 HI 0 7 V P B N 
J 5 URGE 0 N 3 GENE R.A L 6 N 52 W A 55 55 HI 

'002 
'626 

Washington 13 

GUWQMSXDL 
I'· F 4 J Z N L Q' '6 2 

I~ V C C S.G U .P W MUD X ~N ~ 0 2 G H PI BE 
lDEPARTMENT3~IR3SERVICE3 

, 
Com~rison of these keys with those given on pag~s , shows 

that,they are identical with 'the monophase keys
1
and will therefore 

apply to any message enciphered by their means. 

1 
I was unable to find, in my manuscript,. where these monophase 
keys bad been reconstructed. Evid~ntly some page or pages must 
be missing and we vill have to take i.t for granted that the 
statement made is correc~.--W.F.F. ('48) . . 

-87-
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R~SUME-

In the drigi~l- brochure the basic principles ~or the analysis 
o~ this cipher were se~ ~orth. The analysis vas based upon a care~ul 
study of the method o~ encipherment in which· two_ key tapes differing 
in length by but one letter wer~ used. +n this me~hod sequent 
revolutions of the key tapes produce what we have termed sequent 
cycles, the analysis of any three of which is sufficient for a com
plete solution to be achieved. It vas also shown, first, how the 
slightest carelessnes·s in the operation of the machine would pr_oduce 
messages enciphered by means of the same single key letters, and 
second, how such messages, termed overlaps~ are par~icularly easy 
to solve. · 

In Addendum 1 it was shown bow the same principles of solution 
apply to the system when the tvo key tapes differ in length by more. 
than one -letter. The dangers of using two keys whose lengths pos
sess a. factor in common uere al~o d,emonstrated therein. 

In Addendum 2 the correctness of the principles set forth, and· 
the truth Qf the statements and claims made vere demonstrated by 
the actual solution of the series of test messages-submitted. The 
metb,od of determining the. ·lengths of the key tapes vas elucidated. 
The mathematical relations existing between various lengths of key 
tapes and the resultant cyeles vere_demonstrated, and the untrust- / 
worthiness of the adopted m~thod of allotment of the key tape~ 
indicated. The various types of solution were g~ven, and th'efr 
feasibility discussed. It was then shown how solution vas n9· longer 
dependent upon the finding of three sequent cycles, a discovery · 
which completed the demonstration of the vulnerability of the 
system. ( 

William F. Friedman 

.. 

\ 
/ 

' 
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ADDENDUM 3o 

One of the ~erruisites to the solution of this cipher being the knoVP 

ledge of the key :&.ndicato:rs for the various massages:~ there was submitted for 

our consideration a ket hod of 6i1Codin& and enciphet:'ing the indicators o • 

I . . 
The rerut of investigation shows that (J.) the method as submitted doss not, 

I . -
to an appreciable degree,- add to the safety of the system; (2) the ponsession of 

ths code book 1s not. essential to solutiono 

A list o£ en coded and enciphered key indicators £or 80 messages was dram 

up tq ons set of opetators and wbmitted to anothero Within ten mirrutes after 

certain tab:Les had blan made, the exact length of the t~ keys were determin.ed; 

and within three houk the key indicators in the form of numbers for any message 

could be read at wilio This list follows: 
I 

~ssage Length Indicators 
·I 

l 
2 
3 
4 
5 
6 
7 
8 
9 

10 
ll 
12 
13 
l4 
15 
16 
17 
18 
19 
20 
21 
22 
23 
2.4 
z 
26 
27 
28 
29 
30 
:31 
32 
33 
34 
3.5 
36 
37 
38 
39 
40 

278 
690 
Sl 

201 
949 
152 
275 
501 
m 

llDS 
473 
191 
312 
297 
4Sl 
902 
79 

'-1.0 
506 
7ff7 
3SO 
170 
542 

1083 
lh7 
392 
46S 
554 
920 
387 
542 
659 
365 

1162 
293 
lBO 
297 
326 
a co 
41! 

IDH-;;;. EJJ 
JEE =AID 
rod-:w 

I 

AF!i = CBC 
JCG = EEF 
BPH.,. IOE 
~ ... AJH 
JDG = AS.J 
GF~ = DEF 
FHE = JID 

I 

CIG =EAR 
ciJ\ .:,. EEJ 
JElt .... CII 

I -
F~ = Cllt 
C1Ji - GIH 
CFFi = BCJ 
JCE .... mJ 
CDE ... JFJ 
cooj = BFC 
OC!JI = CGA 
EJJ[ = DAJ 
GEB- DJE 
DI I- GHF 
CEI- GFA 
CEB = GHJ 
GJE = HDI 
JGH = IDI 
DHC = EGH 
FFC .., !HF 
FEE CD DBG 
HJH - GBB 
CJB ... DFF 
FDA- EBE 

, BBH ... AIC 
AED = GED 
BAA= EBE 
ACB;, JCF 
BEA = CDI 
BJH- JlJ 
GGI., GEG 

l 

- Message. Length 

41 
42 
43 
44 
45 
46 
47 
IJ3 
49 
50 
51 
52 
53 
54 
55 
56 
57 
58-
59 
({) 
61 
62 
63 
64 
6.5 
66 
67 
6S 
69 
70 
71 
72 
73 
74 
75 
76 ~ 
77 
78 
79 
so 

392 
156 
721 
890 
312 
260 
89 

12l 
363 
405 
560 
703 

1009 
004 
462 
?fA 
920 
201 
527 
386 
747 
920 

1780 
309 
1S7 
-oo. 
"-,7 

209 
867 
729 
372 
221 
183 
149 
540 
'Z/4 
963 
582 

91 
355 

79 

I..1'ldica tors 

AGJ = CAG 
rZC ... ~'5 
FGI =GAD 
JHI- IFC 
EAA "" CFC 
DBE = UBJ 
CHH =JAB 
AAE = DGC 
FJA =HID. 
DJF -DEI 
AlA= BDD 
GGG = JJC 
DDJ = BHA 
AAJ = BDJ 
BIA ... GL\ 
FIC .... 1m: 
GGJ = IGD 
GCI ... CJG 
DCE = FDC 
EJF- FFC 
FCE ""'IIA 
em= GFA 
JHB = JJJ 
DHA = HJH 
HHH - GFC 
EFB = DHF 
ADG = BIG 
FED = JBE 
EFI- GGJ 
CDC= EJF 
FDF = HAF 
FCD =·CAG 
JEE "=" BDB 
IAA""' JPD 
JED = IlEA 
JEI = LAJ 
JGG = BAE 
~HH = GJC 
HAG= ACE 
CFD ... JIA 
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Tha l!l1iri;htlci of an?J.yzing the encoded and enciphered indicators was as follows: 

Tlw system or enbding and enciphering the indica tors is such that arw key 
I , -

indicator 'liihieh is repeated will have the same final. formo For example, suppose 

ons message has the kly indicators OSO .~ 2Slo The plain code group for o;o is GJJ o 

NCWJ9 inasmuch as ~ 3 enciphering alphabets are used, one far each letter of the 

three coda l~ters » whatever be the cipher equivalen~ for a
1 ~ J

2 ~ and J3, both 

.massages will show as the long key indicator the same combine.t ions of letters~ 

fer e.Jample~ 1ISing the tables given in the code bookS! FECo 

What has been s,d as regards the long key :!ud:lcators applies iikewise to 

_th'~ short k57 mdicatorso · 

. Two sets of tablels were therefore dra'flm up in the form of indexes of the 

letter indicators., one set applying to the long key indicators, the otter se"ii~ 

to tlte short by indiclat orso 

*************** . 

!low 110te t!tat in~ serio>s ot ~ 80 IIIOSsages tbsre are ~a1.· instances 

in ~ich th~ letter indicators are identical as r$ga.rds both the long key and the 

I short; key :indexes o· For exampl~., the long key mdicator for messages 12 and 15 

are :Identical, CIJ o 

Now there is only one circumstance under which two messages ·in the same 

ssrieall that is, from the sam station, can have the same long or the same short 

ley indicator., and tha~ is when the nur®er of letters intervening between the me 

messages is equal to j is- an exact multiple of the len~h of the long key or tb:l 

shor-t key respective:cy l 
Refer to the serJs ~£ teat I~BSsages submitted and note tha key :indi'cators 

I • 
for rlashington 42 and ~ishington 53o They are 020 * 160 and 020 * 261 :respectivelyn 

Now the total number o~letters from the beginning of Washington 42 to the begin<= 

ning of Washington 53 is as follows: 
I 

VTASHINGTON 42. "" 'Z75 
43 = 374 
44 = 206 
45 = 378 
46 ... 421. 
47 319 
4B ..,. 359 
49_ .... 400 
;o = :32.6 
5l - 582 
52 ... _,..m 

Total - 3913 

2 
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Now t.hare are el~n n~ssages from 11hshirl..gton 42 to Washington 53o Since the 

slip is consistently 2# l'JG must add ll x 2 or 22 letters to the totalo This gives 
' ms as the grand totalo The factors Of this IIUllber are 5 X 787o The length of 

the long key is clearly 781 o Tfte correctness of this number can be corroborated 

frozrt several .rrore insta.nceso 1n th6 same tr!Clrlnei"p taking the distance batween 

messages 12 ·and is in this series "VIe have ~he i'ollo~~ 

Message 12 = 191 
JJ-312 
14 -~en 

Total - - -BOO 

Now it is clem- that the length of the long key is at least 800 letterso We 

haw yet to take into account the slip bet~en messages., Ir t:e assume the slip 

to b~ lu then the length of ~e long key would be 803; if 2, it would be 806; if 

3::~ it would be 809~ if 4, it would ba 812~ ctco Let us refer to another repetition 

'!giaoD that betwacm. msasagea 42. ar:d 81_, indicator EI!."Co 'lhe total number of.' letters 

intewening is as follows: 

Moo sage 
42 = 156 
43 = 7Zl 
44 = 890 
4$'""' 312 
46 coo 260 
47..,. 89 
48-121 
49 .... 363 
50 - 405 

51= 560 
52= 70) 
53 -1009 
54 = 004 
55 = l~62 
56 ""' 79~ 
57 .,.. 92D 
;a= 201 
59= 529 
60 = 386 

61 ""' 747 7.i. "" 221. 
62 .., 920 72 ""' 183 
63 -1700 73 = 149 
64 "" 309 74 ... 540 
65 ..,. 187 ?5 ~ 274 
66 .... 99 76 = 963 
67 = 209 77 ... 592 
68 = 867 78 = . -.""91 
69 = 725 79 - 355 
70 = 372 80 ... '".· .19 

e.;Hro.'-", ... --

Total - - ....... 19.332 

Sir.oe the long key is at least 800 letters in length, the number of 

!'e-volutions it has mads ~t-,.reen messages 42 and 81 is 24 (19332 ... 800).. TriaJ. of 

·a sUp ot 1 ~2,3.,4 letters is then made o If the slip be 1~ then we must add 39 x l 

to 193.32 and see if the total is exact;t.y divisible by 80.3o If the slip be 2- than 

' 1.ve nrust add 39 x 2. or 78 to 193.32 and see if' the total is exactly divisible by 8061 

etc.. When wa tey a slip or 4P and add 39 x 4 = 1.56 to 19332 we have J.9488o A slip 

cf 4 ~uld mean a key of Sl2 letters and calculatfun shows that. 812 ~ the 24th 

mil.t1pla of l94S8., and ind..i.eatea 24 compl~te revolutions between messages 42 and Slo 
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The length of the short key was aaceriained by eKS.ct]¥ the s8lne principlesll 

except that the amount to be added for elip vzas not knom., The length of the short 

ke,y was found to be 69.3o Thus8 messages 41 and 72 showed repetitions of the short. 

key indicatoX"s.~> CAGo The calculations are as follows: 

4l.., 392 
42.,., 156 
43""' 721. 
44- 890 
45 .... 312' 
46- 200 
47 ~ 89 
48- 121. 
49 .... 363 
50= 405 

Total noo of m6Ssa.ge5 3lo 

. 
51 .... 560 61 .... 74 7 
52 co 703 62 - 920 
53 -1009 63 -1780 
54 .,. 805 64 - 309 
55 -462 6; ... 187 
;6 - 791 66 ... 99 
51 - 920 67 - 209 
5B .... 201 68 ..... 867 
59 - 529 69 - 725 
f:IJ ... 386 70 - 172 

?1 ... 221 
Total - ...,. 16506'" 
Slip "" - - _l?!L 

16032' 

16632 7 24 :: 693 : length of' sho~ ke'!J o 

As far as the ~olution of ·the messages is concerned 11e neEd have noth~ 

mor~ to do with 'the encoded and enciphered indicators, for we can proceed to find 

the indicators for the series of' messages, assuming as the beginning pointe a.nz 
pair of' indicators w0 pl.Gaae, because solution is based upon the relative positions 

of cycl~ not their absolute numbero For example., the cycle number of any two 

cycles may ba 72 and 75 1 or 133 and 136, or 2 and 5: the distance between the 

two cycles is the same9 vizo, 3o Another way of pqinting out the relat.iwty of 

the calculations is thisz the two key ta~s are continuous endless chainso It 

is thsretore of no jmportance whether we call a given locus on one of the tapes 

001 or 201~ so long as we are consistent th..II"'ughout in designating the otter locio 

Thus~' the locus immediately following 001 would be called 002o If we designate 

locus 001 as 2011 then the next one is 202~ etc a We Il'l:\Y start m therefora, to 

find the relative key indicators for our series of messages by basing the cal

culations upon the indicators 001. * 101 tor message lo Those calculations are 

as follO\us : 
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Solution may. now be achieVGd by e~tact:.ly the same principles as those given 

in the preceding brochureso It is .apparent~ therefore" from a considamt:Wn of the 
I 

preceding paragraphs that. the possession of the cods book is not. essential to 

sol:utiono 

However 1 if we desire l'le can detemine the- sbsolute kley indicators o Th$ method 

is simple and is a.s foll.aws: 

From the relative calculations above, tables ara made of the long key indica .... 

t"'frs and the short key indicators s ~r to those made at the beginning of the 

problem, wit!1 the letter indicators.. This inda:x is as folloQ ~ 

*******•)} 

\fe lock in these tables tor an unbroken sequence of indicators in which tho 

int arvale between sucestdve k0y Lzdicator numbers are smallo In the indax for the 

short key izldicators we have a sequence 488ooo4911 492oao506~ applyin~ to messages 

9, 15,55~.36.. Let us sst dom the short !my letter indicators for these measa.ges, 

and thnr relative positions.. T1'D.w: 

Msssage 9 = DE.F = 488 
******* 

15- G:m ... 491 
55- G!A' .... 492 
* .. ~ ** * * * 36 ""EBE .,. ;06 

The o~ repetitions of letters in the letter indicators are the pair of 

lett.ers Gl> and Io This means that in the code list of equivalents for indicator 

n~ers there are two sequent numbers the .first two lettera of '!Phose code 

equivalents are the samso There are many such cases in the code book, so m 

must find some further points of contact to enable us to pick out the correct pairo 

For e:xample, we find that the short key indicator for messaee 11 is EAE, value .588o 
I 

LGt us add this to the ~ble., Thus: 

Yea sage 9 "" DEF = 488 
******* 
lS = GIH- 491 
55 .,. GiA "" 492 
* * ** * <fr * 36 - ~1!1 ... 506 
* * *""*-~:- * -r.-
ll ... ~"" 588 

=5-
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Wa have now tvzo more points of contact o The absolute equivalents of the 

relative r-ositions 506 and 588 must. agree in the i'ir~t and third letters1 and they 

must ba 82 intervals apart, since 588 - 506 = S2o 

Search is made throug..11out tha code b9ok to .find all the casoso Examine the 

fallowing~ 

Enco Code 

Massage 9 DEF 
_lS GIH 
ss GYA 
36~ 
ll [A! 

Relativ.e p>sition Plain Code 
.~';ft¥{; ' 
400 
491 
492 
506 
588 

GFJ 
AGD 
AGB 
d)if 
CaB ---

Absolute Position 

388 
391 
392 
406 
488 

The agreement is !§'Oda By re.fering to otrer rn.unbers as given by the index.~~ 

if the letters of the encoded and encipherro indicators fit in with the set already' 

drm-m up, v~a may assume that we haw struck the correct absolute positions of tho 

i~icatorso For eJrample11 ~$ according to the ®~ c! = E~! F~: E! 1 and 

~ = F~.11 then in m09asa.~ 51 short key indicator EEF =· CPJ plain oode = 574 

abaoluts positiono The interval between 488 and 574» absolutep must be the same 

as that bet•en the rela.tive equivalents o r.e find that 488 absolute = 588 ~lative 

and that the short key indicator for message 5 as calculated relatively is 674o 

Tre proof is compl.eteo 

Once a short section like the above is determined, the rest follows very 

easily~ 

: 

-6-
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To Ulu~ate hon ca~tul tlla ot•rioor in charge mus~ ~1 note the rsle.tiw 

positions of the k5y tapos at the end' of message 2.1' vizo~ 64S=-623o Hie next 
' 

mossaga contains approximately 70 vtOids ~ he notes., and he figures that 350 letters 

wUl be ~nc~liared, or~ including functions~ approximately .400 characters vdll be 

neceesary for the messa.geo He then finds that the addition of 400 characters to 
. . 

the point \"1here massage 2 left off vJill throw him tt011t or bnunds .. " Thus : , 
648 ... 623 (a) 
A,OO ... ltQQ (c) 

1048 ... 1023 -
-100 ... 6~ 48 'n Difference equals ... 5 .. 

In other V{ords,. re vd.ll be encroaching upon a region reserved for Station 4., 

He IllUst therefore shift his key tapes back a long distance, and he moves them mto 

the position 418 ... 362, or a difference of 56.o ·and then proceeds to encipher c Be 

has had to do this several tines during the course of the day» and the greater too 

differenee m length between the key tapes, the more often vall such shirtmg back 

ba X'~Scessaey ~ 

Now note that in this series of only 17 messages we have five sequent cycles .. 

Using t~Wseage 2 as a base, because it shows the greatest. difference in the aeries 

of 5 messages in the sequent cycl0s» tho arrangement is as follom;: 

Cycle 1 = Message 2 Key Indicators 442 .., 4!7 9 Difference 25 

Cycle 2 - Message 12. Key Indicators 260 = 236P Differelnoo 24 

Cycle 3 = Message 17 Key Indicators 225 - 202, Difference 23 

Cycle 4 -Message 4 Key Indicator a 090. = 06S, Dif'fe:rence 22 

Cycle 5 = Message 1 1\ey Indicators 076 - 055, Difference 21 

These messages have been arranged graphically in 'F:igo 19, and are now 

ready to be attacked in the manner described before, using tr.e beginnings and 

ta.Y.ing advantage of the fact. that encipherment begins with name a.Td address., The 

fact that messar.;es carey i:.'"l plain text t.lle place from •·1hich the message ema.'1.ates f.l 

lindts the nwriber of possibilities for assumption of a signature~ granting that 

the enemy has a good intelligence sys tan and a clcse liaison exists between the 

cipher office and the intel:Jigence bureau., Unless all messages passing over the 

lina are enciphered, addresses and signatures in plain text in ordinary massages 

would form a val.uablG body of information for the basis of ansumptions of plain 

texto 
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Qlca e. start. is made towardodeciphsrment:> tha rest follOS'JS quickly be

cause the key lndicators for othar messages \dll enable the decipherer to shift 

the ke;r.J al:reaey partial~ reconstructed into other positions snd t:w building up 

sections of the key tapee t.he sections can be united in the proper manner and 

thus the complete keys result o For ~lejJ note the key indicators for massage 

3o viz.'» 418 - 362o Granting that wa have reconstructed the longer key boom 418 to 

Sf13 l~;o» and the shorter key from 362 to St\V 395$> :t"l one of these five cycles, it 

:ts only' necessary to bring togethc:r the ss series or longer and shorter ley 

letters .from US to 450 on the one, and .n-om 362 to 395 on the other to produce 

the decipherment of the beginning or messat;e )o By cont.inu:ing such .procedure:; 

the entire keys may be pieced to get her and completely raconstruetedo 

It should be noted that an excessive difference in len~h between the two 

key tapes is likely to cause great difficulties, for the greater this difference

the sooner does one station bGCome "out of bounds~ n for the range of the key 

tape~ becomes mcn·e limited as the difference between them increaseso For example~ 

we have given two tapasl) 700 and. 600 letters., a difference or 100 letters~ The 

displacement is therotors 100 lettera per ·rwolutiatl of the longer tapao This 

means that artm- only seven rEWolutions of the longer taps one has retumed to 

tbs starting point8 and furt.her encipharmant without resetting the tapes would mean 

an overl.apo Ccmpars this with the case where the tapes differ by ~ one letterg 

far eacample, tapes of 700 and 699 letterso Here, only after the longer tape has 

made 700 r~utiona does one get back to. the starting pointo Yn other words, one 

cen encipher 700 x 699 or bf39, ))0 letter-s before ari. overlap muld be producedo· 

* * * * '* 
It is clear~ therefore, that the modified method of using the machine affords 

no better protection against decipherment than the orjginal metl odJII ar_td it is also 

patent that the principles for the solution of this cipher as first laid down 

according to our original understanding of the method or using the machine apply 

ylith equal validity to the modified method as subnitteda 

* * * 
It may be thought. that the occurrence of sequent cycles can be avoided by 

strict superviaiono Thero are some th..i.ngs to be said on that pointo 

=&= 
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Supllrvinion could undoubtedl;y be axercised in each of the of.t'icea 

involved in a quad., but it t>.zould of nGcessity hava to bG supervision of the 

mat carefUl nature by officers spacial~ qualif'iedo Granting thiss there 

might be tlsfo mthods of eliminating tm posaibi;l.ity of the occurrence of se

quent, cycl~o One would be to have an absolutely random choice of' key indica

gore (vdt.hin the limits ot the region assigned for the station) but with the 

restriction that no two messages are to be in sequent cyclese The other method 

would be to de\rise so.ce ~;stem whereby 2~ 3 or more cycles aro skipped regularl¥ 

in all tra.f'i'ico 

After considering these alternatives~ v1e may say that the solution of 
I 

cases in lhic:h one or two intervening cycles are missing can be achieved with 
-

no great difficulty o The solut~n of cases in i.bich sa.y five intervening cycles 

are missing mew be more difficult to achieve~ but the necessity or skipping eny 

number of cyol~s above f'iva in the case or random choice of indicators:/) and sag 

five regularly in a syst.emstic choic0 of indicators is so involved with practical 

difficulties that the entire system muld be weak., For, if at least five cycles 

mst intervena" and if a station be allotted 200 qycles far its dav's traffic., 

then the greatest nwrbeE" of eyctes actually available vrould be IJJ, c:r in the 

case of a longer tape ot 700 l.ettera in length~ a limit of 28~000 lettara would 

ba imposed upon the dq's activity for that. station., In the esse of a station 

that. .IIlUSt transact a large volume of l:nsines a every d~ this vould never be sur= 

ficient and the tapes would have to be increased very ~eatly in length, All of 

this is aside ftoom the da~er of a misunderstanding of the rules and of careless= 

ness in operationo 

Further®re., in the case of a single very long message • unless the message 

ba broken up into parts" -the e.ncipher.Imnt of such a message is bound to extend 

into t\\'0 or more sequmt cycles., Of course. without a knowledge of tl1e lengths 

of the tapes this would afford no cll.Ws to the decipherer., But the decipherer 
' 

can t&U. approximately the lengths of the tapes by studying the indicators for no 

mesaagea pass beyo.rnl 695 for the longer tape and 690 for the shorter, he can 
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te& reaeonabl.;r certain that the tapss are in the neighborhood of 700 letters 

in J.enatho Xt would take considerable experimentation to dst.ermine their exact 

len~h, but. i.t could be done withir1 a pra.ctieable length of t.i.ms by a corps or 
decipherers if ths results to be expected would warrant the exp&nditure of the 

ti.ma and laboro 

* * * ~- i:· * 

August 19£1 1919o 
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