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SECTION I. 

INTRODUCTORY 

Preliminary remarks • . . . . . • . . . . • . . . . . • . • • 
·General remo.rks upon the nature of cryptographic periodicity 
Effects of varying the length of the plain-text groupings • • 
Primary and. secondary periods; resultant periods • • . • • • . 

Paragraph 

1 
:2 
3 
4 

l.. Preliminary remarks. - a. The text immediately preceding this 

devoted itself almost exclusively to polyalphabetie substitution systems 

of the type called repeatj_ng-key c iphors. It was seen how a regularity in . . . e the employment. of a l,imi ted number of alphab<~t~:; nsul ts in the manifestation 

of periodicity or cyclic phenomena in the cryptogram, hy means of which the 

latter may be solved. .The difficulty in solution is directly correlated 

with the type and number of ciphc~r alphabets employed in specific examples. 

b. Two procedures suggest themselves for consideration wh.en the 

student cryptanalyst realizes tho foregoing circumstances and thinks of 

methods to climinate.the weaknesses--inherent in this cryptographic system. 

First, noting that the difficulties in solution increase as the length of 

the key increases, he may study tho effects of employing 'much longer keys 

to see if one would be warranted in placing much trust in that method of in-

creasing tho security. of tho messages. Upon second thought, however, remem

bering that as a general rule the first step in the solution consi~ts in 

ascertaining the numbor of alphabets cmployc:rl, it seems to him that the 

most logical thing to do would bo to use a proceduro which will avoid 

periq(j.icity altogether, will thus eliminate the c:yelic phenomena that are 

normally manifested in cryptograms.of a poriodie construction, and thus 

prcvont an enemy cryptanalyst f'rol'l taking ev'm a first step toward solution. 

In other words, ho vlill. i.mrestigato tho possibilities of aperiodic systems 
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first and if the results are unsatisfactory, he will then see what he can 

do with systems using lengthy keys. 

.£.• Accordingly,. the first part of· this text will be devoted to an 

examination of certain of t~c very simple varieties of apor~odic, polyalpha

betic substitution systems; after this, methods of extending or·lemgtliening 

short mnemonic keys, and systems using lengthy keys will be studiedo 

2. General remarks upon the nature·of cryptographic periodicity• -a. 

·when the thoughtful student considers the mattt:r of periodicity in poly- · 

alphabetic substi ttrtion systems and trios to ascortA.in its real nature' ho 

n:otes: ·with s omc degree of interest and surprise perhaps' :that it is composed e 
of ·two fundrunental factors, because thoro ai·e in reality _two elements involver. 

in its production. Ho ho.s, of course, become quite f'nmiliar viith the idea 

that periodicity necessitates the use, of n keying element and that the latter 

must be employed in a cyclic manner. But he. novi begins to realize that thero 

is another element involved, the significance of whic·h he has pori1aps not 

fUlly appreciated, viz, that unless the key is applied· to co~stant..:iength 

plain-text groups ·no periodicity will be manifested oxtermilly by tho_ cryp-

togram; despite tho repetitive or cyclic use of a constant-length key. This 

realization is quickly followed ·by the idea thnt possibly all periodicity 

may be avoi~od or suppressed ·by either or both of. two ways: (1) by using 

constnnt-length keyine units to encipher vnrinblo-length plain-text ·gzoupings 

or (2) by using.vnriable-longth keying units to encipher constant-length 

plain-text groupings. 

b. The student at once realizes also that tho periodicity exhibited 

by repeating-key ciphers of the type studied in the preceding text is of· a. 

very simple characte;r. There, successive letters· of tho ·ropetitive .. -key .. wore 

applied to successive letters of the toxt. In respect t6 the employment of 

·' 

~ 

·l 
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the key, the cryptographic or keying process may be said to be constant or 
I 

fixed in character. This terminology remains true even if a single keying 
I 

unit se:I"'res to encipher two or more letters at a time, provided only that 

the groupings of plain-text letters are constant in length. For example, a 

single keyletter may serve to encipher two successive plain-text letters; if 

the key is repetitive in character and the message is sufficient in length, 

periodicity will still be manifested by tho cryptogram and tho latter can 

be solved by the methods indicated in the procoding text!-- Naturally1
, those 

methods would have to bo modified in acc.ordnnco '<'Tith the specific type of 

grouping involved. In this caso the facto:::·ing process would disclose an 

apparent key longth twice that of tho real J.cngth. But study of tho frequency 

distributions would soon show that the 1st and 2d distributions were similar, 

the 3d and 4th, the 5th and 6th, and so on, depending upon the length of the 

key.- 'l'he -logical step is thorofare _to combine -th; distributions in proper 

pairs end proceed as usual. 

c. In all such cases of oncipherment by constant-length groupings, 

the apparent length of the period (as _found by applying tho factoring process 

to tho cryptogram) is a multiple of the real length nnd the multiple corres-

ponds to the length of the groupings, that is, tho number of plain-text 

letters onciphorod by tho same koylotter. 

d. The point to be noted, howovor, is that nll theso cases are still 

periodic in character, because both the keying units and tho plain-text 

groupings arc constant in length. 

3. Effects of vnrying the length of tho plain-text groupings. - a. 

But now consider the of'focts of m<-J<:ing on8 or tho othc-Jr of these two clements 

varinblo in length. Suppose that tho p.1.a1n-tox.t groupings are made variable 

1 ·rn this connection, soo Se~tion 3~ Military Cryptanalysis, Part II. 
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in length and that tho keying units are kept constant in length. Then, 

I, ' '.. ' 

oven though the key may be cyclic in character and mrty repeat itself mnny 
't. 

times in the course of' enciphorment, external periodicity is suppressed, 

unless the law govern'in~ ~-variation in plain-~ groupings is_ itself 

cyClic in character,~~ length of the. mossaa_e is at :least two E.!: more 

·.times that of the s:ycle ~E.2_licable to_ tl].~ variable gro_~ing • 

. b. (1) For example~ suppose the cor1·espondents agree to use reversed 

.· 
standard cipher alphabets with thc,koyword SIGNAL, to encipher a message, 

tho latter being divided up into groups as shovm below: 

S I 
1 12 
C ONI 
Q, .UW 

N A 
.1 12 
C .TI 
L. HS 

s I 

G 
123 
MAN 
UGT 

L 
-123 
VET 
Q.HS 

G 

·i-r A 
1234 .. 12345 . 
DDTG GEN:ER 
KFAH UWNW.J . , ',• 

s I 
1234 12345 
VTENT YFIRS 
WOFZ KDA.RQ 

N A 
1 12 123. ·.12;34 12345 
c OM MAS VTITC HBOAR 
Q. uw UGO RFtJL .TZMA.T 

'~ .. 

Q,UWUG TKFAH 

IT R 0 P ERFER 

MiiDU OQ.ZKF 

ORFUL TZMAJ 

L S I G N 
1 12 123 1234 12345 
A LF IRS T.ARM: YHA:SI 
I~ HN ARQ. _!!GPU PGNVF 

G N A L s 
1' 12 123 1234 12345 

A L 8 
: 12 183 
S .su EDC 
I TR OPE . 

I G 
.1 l') 

'" 

I 
1234 
RD~ 
RFER 

N 

'-·.' 

G 
12345 
SEFFE 
OCBBC 

A L 
123 .1234 .12345 

T· AT NCO NDIR ECTHJ G TH ATr ELEP HONES 
N NU NMM YIDU OQ.ZKF c NZ NUU· WPWL EXYHT. 

L s I 
1. 12 123 
D sc 01vlM ... 
I Aft UWVf ... 

Cryptogram. 

UWNWJ 

0 C B B C 

CNZNU 

IAQUW 

L H N A R _,.,. __ g,,.__N G P U P G N V F 

LHSQ.H 

UWP11L 

w •• ~ 

Figure 1. 

SWOFZ KDARQ, NNUNi:L 

EXYHT Q,UWUG. 

• ·-· 

; 

. " 
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(2) The cipher text in this example (Fig. 1) shows a· tetragraphic 

and a pentagraphic repetition. The two occurrences of Q.UWUG (•COMMA) are 

separated by an interval of 90 ,letters; the two occurrences of ARQ;N (-:;;. IRST) 

by 39 letters. The former repetition (Q.UVlUG), it will be noted, is a true 

periodic repetition, since the plain-text letters, their grouping, and the 
,· 

keyletters are identical. The interval in this case, if counted in terms 

of letters, is tho product of tho keying cyclo, 6, by tho grouping cycle, 15. 

Tho latter repetition, (ARQJ'J), is not a truo periodic repetition in the 

sense that both cyelos have been comp1.otcd at the same point, as is t;he case 

in the former repetition. It is truo that tho cipher letters ARQ,N, repre-

senting IRST both times, are produced by t.llc smnc keylettors, I and G, but 

the enciphering points in tho grouping cyclo arc different in tho two .cases, 

Repetitions of this typo may bo termed ,E~tinl~z.-P5:..~_iod_ic repetitions, to 

distinguish them from those of the ~:lplotolY.-.E2!:;_udic_ ·~;ype·. 

c. When the intorvals between tho two repetitions noted above are 

more carefully studied, ospec ially from the point of view of the interactint. 

cycles which brought them about, it will be seen that counting according to 

groupings and not according to single letters, tho two pontagraphs Q.UWUG 

are separated by an interval of 30 groupings. Or, if one prefers to look 

at the matter in--tho light of tho keying cycle, tho two occurrences of Q.UWUG 

are separated by 30 lcey letters •. Since the key. is but 6 letters in length, 

. this means that tho key has go no through 5 cycles. Thus, the number 30 is 

the. product of the number of lot tors in the keying cycle ( 6) by the number 

of different-longth group~ngs in tho grouping cycle (5). The interaction 

of these two cycles may be conceived of a3 pa.rtaking of the nature of two .. 

gears which are in mesh, one rlriven by the other. Ono of these gears has 6 

teeth, the other 5, and tho teeth are numborod. If tho two gears are ad-
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justed so that the"number 1 teeth" are adjacent to each otner, and the gears 

arc caused to rovol~e, these two. teeth will not como together again until 

the larger gear has made 5 revolutions and the smaller one 6. Dur1ng this 

time, a total of 30 mcshings of indi.vidual te0tn wfll hav/c occurred~ But 

. since. one' ;evolution of the •'smaller' 'gear (=the grouping cycle) ·;epresen:ts 
.l . . 

tho encipherment of 15 letters, when trnnslc.toc1 in ·termD of letters, the 
.. 

6 complete revolutions o:f' this gear mean the· one i}(herm::;:tt of 90 letters. 

This accounts for -~he period of 90, when stated in terni::; of letters. 
. . . . ... 

d. The two occurrences of the other repetition, ARQN, are at an inter-

val of 39 iette~s_; but in terms of the number of {ntervening grc:mpings, the e 
interval is 12, wh::.ch is obviously two tim<.Jb, 'tho~.) ength of t'r1e .key-'ing 

•• ,· I ' 

cycle. In other words, tho key has in ~ case passed through 2 cycles. 

~· In a long message enciphered according to such a scheme as the 
. . 

foregoing there would be many r(ipotitions of both typos discussed above 

(the completely-periodic a~d tho.partially-periodic) so that· the cryptanalyst 

. might ~ncounter some difficulty ·in his attempts to reach a solution, espec·i

ally if he had no information as to tho basic system. ' It is to bo noted in 
. . . ·~ 

this connection that if any one of the groupings oxcoeds· say 5, s, or' 7 

letters in length, tho scheme may give itself away rather easily, since it 

is clear _that within oa~h ~~~_!l£ln~!le ~ncip~orment' is strictly mononlpha

betic. Therefore, in .. tho. event. of groupings of more than 5 or 6 ietters,. 

the.monoalphnbctic equivalents of tell-talc words such as ATTACK, BATTALION, 

• 

DIVISION, etc., would stand out. Tho system is most efficacious,· therefore, • 

with short groupings. 
. .. 

!· It s~ould also be noted that there is nothing· about the scheme 

which requires a regularity in. the ·grouping cycle such as that embodied in 

the example. A lengthy grouping cycle such. as the one shown below may just 
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as easily be employed, it being guided by a key of its own; for example, 

the number of dots and dashes .contained in the International Morse signals 

for the letters compos~ng tho phrase DECLARATION OF ITIDEPENDENCE mig~t be 

usad. Thus, A (.~)has 2, B (-- ••• r has 4, and so on. Hence: 

DECLA.RATIONOFINDEPENDENCE 
3 1 4 4 2 3 2 1 2 3 2 3 4 2 2 3 1 4 1 2 3 1 2 4 1 

Tho grouping cycle is 3 t" 1 + 4 +4 t-2 •• ~, or 60 letters in length. Suppose 

the same phrase is used <:1s an enciphering koy for determining tho selection 

of cipher alphabets. Since the phrase contn t,ns 25 letters, tho complete 
the least common multiple of · 

period of the system wol).ld. bo/25 and 60 or .. 300 letters. This system might 

appear to yiold a very high dogroo of cryptogrrtphic soc uri ty. But tho 

student will see as he· progresses that tho nccm·ity is not so high as he 

may at first glanco suppose it to be. 

4. · Primary and secondnry periods; resul t<:nt periods. - ~· It has 

been noted that the length of the complete period in a system such as tho 
common multiple 

foregoing is tho least/ of tho length of tho two component or interacting 

periods. In a way, therefore, since the component periods constitute the 

basic element of tho scheme, they may be designated as the basic or primar;:~ 

periods~ These are also hidden or latent periods. The apparent or patent 

period, that is, the complete period, may be designated as the secondary 

or resultant period. In certain types of cil)h.:;r machines, there may be more 

than two primary periods, which interact to produce a resultant period; also, 

there are c~wes in which tho latt<Jr mny intr:Jr"lct with another primary period 

to produc'e a· tertiary period; and so on. The f~no.~, or resultant, or apparent 

peripd is the ono which is usually ascertained first as a rosult.of tho study 

of the intervals between ropeti tions .: This may or may 'not· be broken down 

into its component primary periods • 

.!?..• Although a solution may afton be obtained. without breaking down a 
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resultant period into its component primary periods, the reading of many 

messages pertaining to a widespread system 'of secret conununication ·is much 
. . 

facilitated when the analysis is pushed to its iowest· level, that is, to 

the point where the final cryptographic. scheme has been'reduced to -its 

·simplest terms. This may involve the discovery of a multiplicity of simple 

elements which interact in,successive cryptographic strata. 

SECTION II 

SOIDT.ION OF SYSTEMS USING CONSTANT-LENGTH KEYn:TG UNITS 
TO JI:LTC:fiJHER V!-JUAEIJi: ... IDTGTH Pt.t:tl!jy-.QCT qR:.)'{'WfNGs, I 

. ·:, . Paragraph e 
Introductory remar~:s ...................... I' • • • • • .. • • • •• • • .. • • • • • • • • • 5 
Aperiodic .. enciphel"i:lont produced by groupings acc:m·ding to 

word 1e·ngths .................................................. . 
Solution when direct standard. cipher alphabets are employed •.•• ~. 
Solution wnen reversed standard cipher a~phabets are employed •• ~. 
Conunents on f9regoing c.ases •••.••••••••••..•..••...•••...••••••••• 

6 
7 
8 
9 

5. Intro~uctory remarks. - ~· The system described ~n Par. 3 above 

is obviously not to b9. classified as aperiodic in nature,. despite the injec-

tion ·or a variabl~ factor-which in .that case_ was based upon irregularity in 

the length of one of . .the two elements involved in polyalphabe.tic substi tu-, . 

tion. Th,o.variablo factor was ~horc subject to a law which in itself was 

periodic in charact~r. 
J 

_£. . To make such a system truly aperiodic in character, by elaborating 

upon the basic scheme for producing variable-length plain-text groupings, 

would. be possible, but impractical. For example, using the same method as 

.i~ given in·Par. 3f· for determining the lengths of the. groupings, one might 

employ th,e text o~.a .book; and if the latter is longer than~the m~ssage to 

·be enciphered, the cryptogram would certainly show no periodicity as regards 

.tll.e intervals betwe.en repetitions, whic.h would be plentif.ul •. However,_ as 

already indicated, such a scheme would not be very practical for regular 

, 
' 

I 

' 
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commUnication between a large number of correspondents, for reas.ons which 

are· no doubt apparent. The· book would:have to be safeguarded as would a 

code; enciphering and deciphering would be quito slow, cumbersome, and sub-

joct. to error; and, unless the ·same key-text vmre .used for all messages, 

methods or indicators would have to [?e adopted to show exactly where enc·ipher-

ment begins in each message. A simpler method for produCing constantly 

changing, ape·riodic plain-text groupings ·therefore, is to be sought • 

. · 6. · Aperiodic encipherment. produced by groupings according to word 

lengths. -:·~~· The simplest ·method for produCing aperiodic plain-text group-

ings is one ·vrhich has doubtless long ago pr6sentod itself to the student, 

·-
viz, ericipherment according to the actual word lengths of the message to be 

enciphered. 

b. . Although the ~rage number of letters composing the words of any 

alphabetical language is fairly constant, successive words comprising plajn_ 

text vary a great deal in this respect, nnd this variation is subject tO no 

law~ In telegraphic English, for exE~ple, the mean-length of words is 5.2 

letters; the words may contain from one to 15 or more.letters, but the succos 

sivo words vary in-length in an extremely irregular manner, no matter how 

long the text may be. 

~· ·.As a consequence, the uso o-f word longths for .. determining the 

number of. letters to be enciphered by each koylcttur of a repetitive key· 

commends itself to the inexperienced cryptographer as soon as he comes to 

understand the way in which repeating-key ciphers are solyed~ If there is 

1 rt is true, of course, that the differences between t.wo writers in,res
pect to the lengths and characters of the words contained in their personal 
vocapulnries are often marked. and cnn be me0-sured•. These differences may_ be 
S\lbject to certain laws, but the latter are ·not of the type in which we are 
interested, being psychological rather than mathoma~ical in charnct~r. •. See 
Rickert, E., New Methods for the: Study of Literature:, University of Chicago 
Press, Chicago, 1927. 
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no periodicity in the cryptog·r~uns, how can tho ·letters of tho ciplu~r text, .. 

writton in 5-lettor groups, be distributed :i;nto th,eir rcspcctiv:~ .monoalphnbets? 

And if this very .firs.t step is .. impossible, hov1 cnn. the cryptograms. be .so],;ved? 

7. .Solut·ion when direct standard cipher alphabets are :employed. ,_ fl. 

Despite the foregoing rhetorical ques·tions, th!3 solution of this case is 

really quite. simple. It merely inyolves .. a mpdification .of ·the methpd given 

i?.. 
in n previous· text , whel~ein solution· of n.r;onoalphabetic cipher. e.J!lployJng a 

direct standard alphabet is accomplished .bY .completing the plni!l.-component 

sequEtnce •. There, r·~11 tlw words of the entire mesi:lat?,e come: out on a single 

generntrix Of the 0ompletion: diagram. In tho prcr.;ont crtso, sine~ the indivi-

dual, separate words of o. message are enc iphoroC :-:;y cHfforent · key,letters·, 

these word~ will. reappear on d~ent generatric__c::_?. of the diagram. 

All the cryptannlys.t has to do is to pick them out. He C::t...'l. do this .once he 

has found a good.starting point, by using a little imagination and .following" 

clues afforded by. the contoxt·. 

b. An. f')xample ,will make the method cle.nr. · The .following. message,( note 

. its• brevity) .hns J~oen :intercepted: 

T R E C S. Y G .E T I . L U V W V I K M . Q. I R X S. P ·J" 

S V A G R X U X P W V M T U C S Y X G X V H F, F· B L L B H G 

.£• · ·Submitting the messngo to routine study, the first stop is. to use 

no:rtnal a],phnbot strips nnd try out thepossibility of direct standard alpha-

bets having been used. · 'l'ho completion diagram for tho first 10 .letters ·of. 

the message is. ·shown in. Fig. 2. 

d. D~spi te the fact .. tha.t.:t he text does not all reappear on the ~arne 

generatrix, the solution· is •a very s'imple ma'ttor because the first thre~ words 

.··of tho message: aro·easily .found: CAN YOU GET.-. The keyletters may be sought 

I 

• 

,.... 
• I 

'\_/ 
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in the usual manner and are found to be REA. One 

may proceed tO Set UP .the remaining letters Of the I 

message o~ sliding normal alphabets, or one may 

ass~ various keywords .such as READ, REAL, REAM, 

etc., and try to continue the decipherment in that 
' 

W~Y• The former method is easier. The completed 

solution is as follows: 

R E A D E R s 
•\ 

BY RADIO· CAN YOU GET FIRST REGIMENT 
TRE CSY GET ILUVW VIKMQ,IRX SP JSVAG 

D I 'G E S T 
OUR PHONE NOW OUT OF . COMMISSION 
RXU XPWVM. TUC SY'.l GX Vl-IFFBLLBHG 

e. Note the key in the foregoing case: It 

. is composed of the successive key-lettE;rs of the 

phrase. READERS DIGEST .• 

TRECSYGETI 
USFDTZHFUJ 
VTGEUAIG.VK 

·_ :W U H F V B J H W L 
XVIGWCKIXM 

'·.···YWJ·HXDLJYN 
ZXKIYEMKZO 
A Y L J Z F N L A 'p 
B Z M K .A G 0 M . B Q, 
CANLBHPNCR 
D B 0 M C I Q, 0 D S 
ECPNDJRPET 
FDQOEKSQFU 
GERPFLTRG.V 
HFSQGMUSHW 
IGTRHNVTIX 
J H U- S I 0 W U J Y 
KIVTJP'XVKZ 
LJWUKQYWL-A 
MKXVLRZXMB 
NLYWMSAYNC 
o·M-ZXNTBZOD 
PNAYOUCAPE 
QOBZPVDBQF 
RPCAQWECRG 
S Q D B R X F D S ~: 

:Figure 2. 

8. Solution whim reversed standard cipher alphabets are employed •. 

It should by this time hardly be necessary to indicate that the only chang2 

in the proce·dure·set.forth in Par. 7c,d iri the case·of reversed standard 
---' I 

cipher alphabets is that tho letters of tho cryptogram. must be ·conv0rted i.:c1';; .· 

thoir pl~in-compo,non:t (dfrect stand~rd) equivalents before the completion-

sequence is applied to the message.· 

9. Comments on foregoing cases. - a.· The foregoing cases are so 

simple in nature that the detailed treatment accorded them would seem hardly 

to be warranted at this stage of study. However, they are necessary and 
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.. valuable as an introduction to. the more complicated· cases to follow • 
. . 

~- 'Throughout this text~ whenever encipherment processes are under 
~ .. '• 

.discussion, the ·p(\ir of enciphering ~quat.ions commonlY.· referr~d to ·as· '· 
' . . 

characterizing th~ so-called Vigen~re method will be Understood, ~less .. 

otherwise· indicated. Thi~.- ~~th~d involves the pair of enciphering equat'ions 

e. I " · ·8· · ·e ···· · that is, the :t~de~ ~e-tte~, which is us,iatiy the 
L ' ~ o,<j,.) . P/a -: cj'J.. . ' 

·initial·letter. of-the plnin componont is.set opposite the keyletter on the 

cipher componE:m:t; ~the plain-text letter to be encipher(Jd. is s·oug:fit on the 

plain component.and its equivale~t. is· the-letter opposite il on the cipher 

. ·t ' 
component• · .· 

~· The· solution of messages prypa:fed accor·1~ing. to tlw two preceding 

: .. met~ods is parti.cularly easy, for tho reason tha:t standard c iphor alphabets 

:are employed and these, of 'course' aro derived from knovm C()fuporients. Tho 
. . ,· ... 

sign.ificance of ·this statement should by this time be quite obvious 'to the 

stude:p.t. , But wlmt if mixed alphabets are employed, so ·that o'rie or both of 

the components· upon. _which ·the. cipher alphabets are based. are unknown. sequences? . 

The, simple proced'\l_re. of. completing .the plain component obviously cannot be <' 
. . ~ . . . '~ . . . ' . 

used. ·.Since tl;le mess?-ge~ are polyalphabetic in cha~acter, and since the 

process of. factor~ng .. cannot be applied, it. would seem that tqe solution of . ,: . . . :. . 

messages enciphered· in :d.~fferen~ al~h!3-b~ts and .according to word lengths . ' .· ., , .. ' . 

would be a rather difficult matter. Ho~ever~ it wil). soon be made clenr that 

the solution ~s not nearly_ so diff:icul t as first impression might lead the 

stud~nt to imagi~~· · 

1see in(thi~ connection, Military Cryptanalysis, Part II, Section II, and 
'Appendix 1. 

• 
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SECTION III 

. SOLUTION OF .SYSTEMS USING CONSTANT-LENGTH KEYING UNITS, 
TO ENCIPHER VARIABLE-LENGTH PLAIN-TEJcr' GROUPINGS, II. 

Paragraph 
Solution when the original word lengths .are retained ~n 

the· cryptogram ..•••...... • ..... ~ . . .• . . . • . . . . . . . . . . . . . . . . . . . . . • • 10 
Solution when other types of alphabets are employed ..••.•...•. .11 
Isomorphism anci its importance in cryptanalytic a . • . . • • . . . • • • • . • 12 
Illustration of the application of phenomena of isomorphism 

in solving a cryptogram· • . • . . • • . • • • . . • . . . . . . • • • • . • . . . . . . • . . • . • . 13 

10. Solution when the o~iginal word lengths are retained. in the cryp-

togram.- - a. This case will be discussed not because it is encountered in 

practical military cryptography but .because it affords a good introduction 

to the case in which the original word lengths arc no longer in evidence in 

the cryptogram, the latter ~~pearing in the usual 5-letter groups. 

b. Reference is made at this point to the phenomenon called idiomor-

phism, and its value in connection w{th the application of the principles of 

solution by the "probable-word" method, ns explained in a p~evious 'tcxt1 • · 

When the original word lengths of a message are retained .,in the cryptogram, 

there is no difficulty in searching for and locating idiomorphs and then 

making comparisons between those idiomorphic soquencos in the message and 

special word patterns set forth in li::;ts maintai.rwd for the purpose. For 

example, in the following message note the underlined groups·and.study the 
. '. 

letters within these groups:.· 

. 1 .. 
· ~ilitnry Cryptanalysis, Part _;I, Par. 33 ~-£, incl. 
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MESSAGE:· 

X I XL P E Q. V I B V E FHA P 'F V T .-_R T X iNK .P W ](·vl· I::w· R D X M 

N T J C T Y Z L 0 A S X Y Q. A R V V R K F 0 N T B H S F J D U U X F ·p 

0 U V I G J P F U L B F Z R V D _K U. K W R 0 H. R 0 Z 

( 1) 

( 4) 

P W E W I W R D - (2) 
-c.._::r.__;:;- -

.R.OHROZ --r:- -,-
' 

IDIOMO~HIC SEQUENCE$_: .' .... 

A R V V R K F 0 NT.·: (3')· ··sF J D U U X F P __."'""lr'" . ·. -· ··-., .......... '7' .. '' 

. .£.• . . Referenc(3 to lists of words commonly found in -military text and 

arranged ac(!ording to t:P,eir idiomorphic patterns or fc>rrnulae soon gives 

suggestions for ,thsse cipher groups. Thus: 
'· :_ . ; ; 

.... · .. ··_ ... _ •. (1) P W E iiJ I Vl R D _-, · · · · · n · ·I v .:L s I o N' 
-~~ 

···'(2} A R V V R K F 0 N T 
BATTALIONS 

. . __, "'"?.r . . . 

(3) .SFJ:UUUXFP 
fl. R T I L L E R y ----..J 

(4) R 0 H R 0 Z 
0 C L 0 C K 

d.. With these assumed equivalents a reconstruction skeleto~ or diagram 

i 
I 

of: c ipher.alphap~~s . (forming a port ion of a quad:J;"icular table) is established, ~ 
. . . . ' .... ' ' . . '. . . . 

on _the. hypothe~is that the_ cipher alphabets have bec:~n derived from the sliding . ' . ' ' . •' . . . . ··. 

of a mixed component .against the normal sequence. First it is note~ that ·.··.. .. .. . . . . : ... · .. 

since OP:: ~c. bo:th _in the word DIVISION ~d in_ ,the word OCLOCK, their cipher e 
equivale~t.s _must be in the same alphabet.· The reconstruction skeleton is 

then as fpllows: 

_I\ B C D E F G H I J K L MN 0 p QR S T u vw XY z 

BATTALION (2} 

0 p :t z H DR I E 

~ A K N 0 TV 
i 

DIVISION, OCLOCK ,(1) . 

-' ARTILLERY _ ( 3) s X D u F J p 

Figure 3a. 

... ., . ·' '·' '' 

.• 



.. 

• 

REF ID:A4146453 

-"15 -

e. Noting that the interVal between 0 and R in the first and second 

alphabets is the same, direct symmetry of position is assumed. In a few 

moments the first alphabet in the skeleton becomes as·follows: 

(1) 

(2) 

( 3) 

A 

~R 
IS 
I 

B C b 

NO p 

A 

E F· GH I J" 

~· TV w X 

F 

X D 

K l M·N. q p Q, RS T uv ~~ X y z 

; . 
A 

.. 

~ Z B D 

~· 
u I E' w J 

K N 0 T v 
.. 

u F J p 

Figure 3b. 

!· The keyword upon wh].ch the mixed component is based is now not 

difficult to find: HYDRAULIC. 

£·· ( 1) To decipher the entire message, tho s implost procedure is to 

convert the cipher letters into their plain-component equivalents (setting 
, 

the HYDRAULIC ••• z sequence against tho normal alphabet at any point of 

coincidence} and then completing the· ·plain-component sequence, as usual. ·The 

words· of· tho me.ssage will then ·reappear on difforont gcneratrices. The key-

letters may then be ascertained and tho solution completed. Thus, for the 

e first three words, the diagrrun is a~ follows.: 



flain 
Cipher 

• • J •• 

••• ... 
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:A. B. C. D E F G H I J K. L :M N 0 P Q. R S T . U V · W- X Y Z 
HYDRAULICBEFGJK~NOPQSTV~XZ 

X I ·x L P . E Q, V I . B 
Y H.Y G S K T W H .J 
ZIZHT LUXIK 
AJAIU MVYJL 
B.-·K J3.r;:V ..... -N W Z K M· 
C.LCKW :. o·XALN 
D. M D L -X :. P Y B Jl.t 0 
ENE M.Y · Q.Z C N.P 
~-.,.--.c-.. R. A .D 0 n· 

--p ;: ~c .., 
' SBEPR 

VEFHAPFVT 
WK LA E s L w .. v 
. .. . ' . . . ~ 
XLMBFTMXW 
YMNCGUNYX 

; Z N 0 .D H V· .o Z Y 
. A 0 P.. E) W P A. Z 

: ..• BPQ.-FJXQBA 
C Q R~~ K ~·R.~ B 

·DRSHLZSDC 
:ESTIMATED 

T a· ·F Q.s· ·· ~:: pc 
... V D G R T 

VEHSU 
WFITY 
XGJUW 

.. YHKVX 
ZILWY 
AJ.MXZ 
BKNYA 

·... CLOZB .. \ . . ~· : ' 

D MP A C 
EN Q B_D 
F 0 R C E 

.. AP : Uc 

F,.igure 4:! 

... '. 

(2.) . The key _for the .message is found. to. be S1.i'PREME COURT and, i;he 

complete !llessage .is as .follows: 

SOLUTION· 

S U P RE M E C 0 U R 
EI\TEMY FORCE ESTIMATED AS ONE DIVISION. OF' INFANTRY AND Tt'lO BATTALIONS 
XIXIP EQ.VIB VEFHAPFVT RT XHK PV!E':'lTilRD XM:.;; NT!I'C'J:T7....L·. O!AS . X":l't! .. .ARvvmarmJT 

T s u p I R E" M 
OF ARTILLERY MARCHTIIG NORTH AT SEVEN OCLOCK 
BH SFJDUUXFP OUVIGJPF ULBFZ RV DKUKW ROHROZ 

g. In case the plain-component is the reversed normal sequence, the 

procedure· is no different from the foregoing, except that in the completion 

diagram the reversed sequence is employed after the cipher letters have been 

converted into their plain-component equivalents. 

• 
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h.· No doubt the student realizes from his previous work that once 
. '.I 

the prima~; mixed component has been recovered the latter becomes a known 

sequence and that the solution of subsequent messages employing the same 

set of derived alphabets, even though the keys to individual messages are 

different, then becomes a simple matter. 

11. Solution when other types of alphabets are employed. - ~· The fore-· 

going examples irtvolve th8 use either of standard cipher alphabets or of 

mixed cipher alphabets produced by the sliding of a mixed component against 

the normal sequence. T):lero is, however, nothine; about the general crypto-

· graphic scheme which prevents the use of other typos of derived, intorre-

lated, or secondary mixod alphabets. Cipher alphabets produced by the slidinc 

of a mixed component against itself (either direct or reversed) or by the 

sliding of two different mixed components are very commonly encountered in 
~ I." 

these cases. 

b. The solution of such cases involves only slight modifications in 

procedure, namely, those connected with tho reconstruction of the primary 

components. The student should be in a position to employ to good advantage 

and without difficulty what h::: has learned about the principles of indirect 

symmetry of position in the solution of cases of tho kind descril;led. 

c. The solution of' a message proparud wi tJ1 mixed alphabets derived 

as indicated in Subpar • .P_, maJ-r be a d ii'ficul t matt<:)r, depending upon the 

length of. the message in question. It might, of course, be almost impossible 

if the message is short, and there iE' no background for the application of 

the J?:r;'Obable-word method. But if the message is .quito long, or, what is.· 

more probable with respect to military communications, should the system be 

used tor ::r;egular traffic, so that there are available for study several 
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messages one iphorcd by tho some sot,. of alphabets, then the problem becomes 

much oasior. In o.dd.ition to the usual- stops in solution by tho probable-

- ' 

word method, guided by a search for nnd identification of idiomorphs, there 
1 

is the help that c:m bo obtninod from tho 'uso of thc .. ph~momc~u of isomorphism, 
' ·: ' .. . .. 

a study of which forms· tho subject of discusdon- in tho next p;1ragraph • 
.. ,,.r • ..,., 

12. Isomorphism ond its i.l~portance in cr:,rptnnaJ.ytics. - ~· The' term 
') 

idiomorphism is familiar to the student. It designates the phenomena aris-

ing from the presence n.nd positions of repeatc:lli letters in plain-text words, 
· .. 

as a result of which such words may oo classified according to their'compo-

s~tio~, -"'_En.tt2_E!ls", or formulae, The term is<?~~:Phj:EE. (from th~ Gre~~ :::: 

"isos" meaning "equal" and. "m;~h~~; meaning "form'; 1 do'signates
1 ~he- phe~~menn. e 

" -
arising from the existonco of two or I'loro idiomor_phs with identical formulae ... 

. . .- .. , 
TvlO or more sequences Which pOSSCSS identical formulae arc Said to be 

';} .. ,' 

isomorphic, 

'h. Isomorphism msy exist in plain text or in cipher text. For exa.mple, 

the three words W.A.."1RA!fr, LETTERS, and MISSION are isomorphic. If enc iphcred ·• 
. ,, 

monoalphabotically, their ciphr::lr equivalents would also bB isomorphic. In 

general, isomorphism is a phenomenon of .monon..lphaboticity (either plain or 

cipher); but thore are inr;tancor; wLoroin it is latent and can be made· patent e 
in polyalphtibetic c:ryptogrn.m.s. 

I 

c. In practical CI"JI.1t!malysis tho rll:lOnomona of isomorphism afford.·' a 
., . 

constantly astonishing source of' clues and aids in solution. The alert 

cryptanalyst is alw:-:ys on the lookout for situatior\s in· which' he can take 

adv~mtage of these phenomena~' for they are umong the mC;st interesting and .. 
. . . . . . : ' . 

most import:::.nt in cryptnnalytics. 

13. Illu~tration of the USG of isomorphism. - a. Let US. consider the 

case discussed U...'ldcr Par. 10, whe~oin a. message was onci.pherod >~ith a 'sot 
. . . .. . 

of mixed cipher alphabets derived from sliding the keyword-mixed pri.rnary 



!. 'r- - /:. •• · 

REF ID:A4146453 ,,... 
- .J..;1 -

component HYDRAULIC ••• XZ against the normal sequence. Suppose the message 

to be as follows (for simplicity, original word lengths are retained): 

CRYPTOGRAM 

VCLLKIDVSJ~CI ORKD CFSTV IXHMPPFXU EVZZ 

FK NAKFORA DKOMP ISE CSPPHQKCLZKSQ LPRO 

JZWBCX £IOQ.CFFAOX ROYXANO EMDMZMTS 

TZFVUEAORSL AU PADbERXPNBXAR IGHFX JXI 

.£_. (1) Only a few minutes inspection discloses the following three 

sets of isomorphs: 

(a) V C L L K I D V S J D C I 

( 1 ) ( b ).. Q .§. !:..£ H Q. K Q L Z !;_ S ~ 

(c) PADDERXPNBXAR 

LL- -"~ ~ 

·t(a) 
(2) 

(b) 

{

(a} 
( 3) 

(b) 

I X H M ~ P F X {:fj 

H 0 Q C F F A 0 X 
\.. -- .. T 

NAKFORA 

ROYXANO 

(2) :Without stopping to refer to word-pattern lists in an attempt 

to identify the very striking idiomorphs of tho first set; let the student 

proceed to build up partial sequences of oquiv~lonts, as though he were 

1 
dealing with a case of indirect symmetry of position. Thus: 

From isomorphs (l)(a) and (l)(b): 

v ':C; 0; C .0 S; L ~ P; K ::}: H; I e: Q; D ':C: K· . I SOL; J <> z 
frorn which the following partial sequences aro constructed: 

(a) VCSLP (b)' Diili (c) IQ. (d) JZ 

F:rom isomorphs ( 1)_{ b) and ( 1) (c): 

C =:; P; S :0;: A; P ::;01 D; H ::(7 E; Q,-;). R; K ~X; L ::() N; Z~ B; 

from which the follovling partial sequences aro constructed: 

(e) CPD (f) SA (g) HE (h) Q,R ( i) KX (j) LN (k) ZB 

From isomorphs ,(l)(a) and (l)(c): 

V .:'J; P; C :{> A; L :(}: D; K :0: E; I ~. R; D :C: X; S ~ N; J ¢ B 

·lfhe ~ymbol =Or is to be re,,d "is ec.uivalent to." 
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from which the following partial sec.:uences <.'1.re constructed.: 

(1) LDX (m) VP (n) GA ( o) . KE ( p) IR (q) SN (r) JB 

Noting that the data from the three ~.somorphs of this set m~y be combined, 

( VCSLP and CPD inake VCSLP •• D; the latter and LDX make VCSLP •• D ••• X) the follow-

ing sequences are ~stablished: 
I ' 

~1){~ 2 3 / 5 
f 7 ,g 9 .W 11 12 13 9 

·" 'S L.: p A r D K ,, X E v ., -'· 

r 2' .3 /.,. 5 
(2) i Q r' 

!~;.. 

(3){j 2 3 / 5 '"' z B e 
(l) 'l'b·.') fact tho.t the ·longe[~t of t~hese· ·qhaii1!·:: consists of exactly g_. 

13 letters and that. no additions can be m1;1.de ('rwt the· othar tv10 cases of 
. . . 

isomorphism, leads to ·the' assumpHon t.h:it a llhs.lf--c?l~dnn i2 here disclosed 
1 

and that · the latt~r reprf12ents a d.eci:ne:tion oi' t~~s original primary compone::-1t ., 
1 2 3 4 5 6 7 8 9 

e. t an even intarvoJ.. Noting the pla.cement of the letters V • S • P • N . K , 

which gives the sequence tht:; nppearance of bf.-dng the lnttGr hRlf of a keyword-

mixed sequence ru.:.-ming in the reversed directicn, let th8 hc.lf-chain be r0-

versed and extended to 26 places, ar; follmvs: 

1 2 3 /, 5 6 7 8 9 10 '11 12 lJ li: 15 16 17 18 '19 20 21 22 23 2 4 25 26 
·:E K N P S V X H D A L . · C 

( 2) The d& ta fron; t.b e two pa.rti.nl chains ( J Z .• B and I Q •• n) may 

now be used, and the let ten·; .. t d lli.S8T' <::.! .• into thair proper positio:is. Thus: 

1 2 ,, 
l:.:. 5 6 7 s 9 10 ll 12 13 -' H 15 16 1? 10 u 19· 20 21 22 23' 2/~ '25 26 

E . .T K . J:1 p Q (.~ 

'-' v X '7 
1.: ll D H. A . L I c B 

()) The sequence H • D ft II. • L I C roon r::;uggef':ts HYDRAULIC aE the 

keyWord. When the mixed sequence is then ·ieve1oped in full, complete corro-

boration will be found from the dE·.tn of isomorphs 2(D) (b) r::nd J('a) ('t). Thus: 

1 2 ? 4 5 6 7 8 9 10 11 1.2 13 ll 15 16 17 lg 19 20 21 22 23 24 25 26 
H Y D R A U L I C B K F G J K M N 0 P Q s~ T V W" X Z 

•. 
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AVHXTXNHO 
BWIYUYOIP 
CXJZVZ?JO 
D Y 'K A W A Q K R 
EZLBXBR!,S 
FAMCYCSMT 
GBNDZDTNU 
HCOEAEUOV 
IDPFBF-VPW 
J E Q. G C G VJ Q X 
KFRHDHXRY 
LGSIEIYSZ 
MHTJFJZTA 
NIUKGKAUB 
OJVLHLBVC 
P K VJ M I M C 1!J D 
Q.LXNJNDXE 
RMYOKOEYF 
S N Z P L P F Z~E 
TO.fl.Q.MQ.GAH 
UP B R·N R H B I 
V Q. C S 0 S I C J 
W R D ·T P T J D K · 
XSEUQ,UKEL 
YTFVRVLFM 
ZUGWSWMGN 

Figure 7~ 

~· If, as a result of the analysis of several messages (as described 

in Par·. 25), mixed primnry component's have been reconstructed, the solu:t ion 

of subsequent messages may readily he accomplished by following the proc8c-:..:.-~o 

outlined in ~ above, sinco in that case the eiphcr alphabets have become l~i.J..-,v:-a 

alphabets. 

25. Solution of. cipher-text, auto-keyed cryptograms by frequency 

analysis. -a. Take the short. message givon in Par. 23..9_(1). It happens that 

the letter Rc occurs four timos,and because of the nature of the system it 

also appears four times in the key. It is clear that all plain-text letters 

one iphered . by Rk must be in the same cipher alphabet; ·in other words, every 

. ciphe~, letter which .. immodi~tely follows_ an Rc in the cryptogram belongs to 

what may bo designated (!Onveniently .as. tho H cipher alphabet. The same is 

,._. 
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true of every cipher letter following an Ac, a Be, a Cc, and so on. In short, 
...... . . 

if a special kind of distribution is ni~:de·· of tho toxt of a cryptogram enci-
l . ·: . -

phered in this way, tho text can be allocated into 26 uniliteral, monoalpha-

betic frequency distributions, and the latter 'can thon be solved by frequency 

analysis, providing there are sufficient data for tho purpose in one or more 

of the distributions. 

b. An oxrunple will serve to clarif:'l tho procedure. Suppose the follow-

ing cryptograms are at hand: 

(1) USYPW TR.XDI MI.EXR KVDBD DQGSU NSFBO 

BEKVB MAMMO TXXBW ENAXM QLZIX DIXGZ 

PMYUC NEVVJ LKZEK URCNI 

TCVNI XDPQQ EKKLR VH~RF 

FQFNN YGSIJ 
) 

XROCS SJTBV 
\ 

E F A A G Z R L F D N D S C D· M P B B V D E '!!! R R N Q I C H 

ATNNB OUPIT ~LXTC VAOVE YJJLK DMLEG 

NXQWH UViVY PLQGW UPVKU BMMLB OAEOT 
.. 

TNKKU XLODL WTHCZ R 
:.i 

(·2')'· _. B I W B F G R X L G H 0 U Z 0 L L Z N. A M H C T Y . ~ C A_ A T 

. X ·R·· S C T '. K V B VI K · 0 T G U Q .. -Q, F J 0 C Y Y B V K I X D M T 
· ... ~ . 

KTTDF'KVKRO BOEPL QIGNR IQOVJ .YKIPH 

JOEYM RPEEW HOTJO CRIIX OZETZ NK 

(3) HALOZ JRF.VM MHCVB YUHAO EOVAC Q.VVJL 

KZEKU' RFRFX YBgAL ZOFHM RSJYL APGRS 
.. 

X A G X D M 0 U N X . X L X G Z . J ·p . iii U I F D B B .Y P V F Z N 

BJNNB ITMLJ OOSEA ATKPB .,Y· ' . '·,. ~ 

A set of 26 distributions is now made;· corresponding. t() the 26 letters'. of the 

alphabet.· In .each distr-ibution a_· ta:lly· is entere'd in ·the appropriate cell to 

indicate the. cipb.er l~tter\'lhich j:mmedi~tely .follows each occurrence_. of ·the 
: 

letter to which the distribution applies. 
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Key .••.••• .!J K Y R Z E C S It1I M D W A R D D V 0 S • 
Plain· •.•• N 0 TIE' Y QUARTER M A~ T E R 
Cipher • . . K Y n Z E C S M M D W A R D D V 0 S J . 

(2) If a keyw_ord is used: 

Key • • • • • • T Y P E W R I T E RjG M I M B P Y N E I • • 
Plain •••. N 0 T IF Y QUARTERMASTER. 
Cipher ••• G M I M B P YJN E I Z Q, Z. Y B H R R V • 

(J) Sometimes only the last cipher letter resulting from the use 

of the prearranged keyvmrd is used as the key letter. for enciphering the 

auto-keyed portion of the text. Thus, in th~ last example, the plain text 

beginning TERMASTER would be enciphered .as- follows: 

Key •••••• ..!_ Y P E W R I T _E RJ I B F W I I A T X 
Plain •••• N 0 T IF Y QUART E.R MASTER. 
Cipher .•• G M I M B P Y N E I B F W l I A T· X 0 

Q_. In the foregoing examlJlos, direct st.'.cndard alpha.bets are emplo;yed; 

but mixed alphabets, either interrelated or ind.cpendent; may be used just 

as readily. Also, inst.eo.d of the ordinD.t"J type o.f cipher alphabets, one 

may employ a rna thema tical process of ad.d:i.tion ( f'.()E! P1~r. lO.£ of Special Text 

No. 166, Advanced Military Cryptography) but.the d.ifference between the 

latte::.~ process and the ordine.ry one using f~liding alphabets. is more apparent 

than real. 

~· Since the analysis o.f t.h;:; co..se in which the cipher t-ext consti_tutrs 

~ 
the auto key is usually easier than that in which the plain text serves this. 

function, the formE3r will be the first to be discussed. 

24. Solution of cipher-text auto-keyed cryptograms when known alphabetG 

are employed. - .§!.· (1) First of all it is to be noted that if the crypt-

analyst knows the cipher alphabets which were employed in encipherment, the 

solution presents hardly any 'problem at all. It·is only necessary t9 de-

cipher the message beyond the keyletter or keyword portion and the initial 

part of the plain text enciphered by this kcyletter or keyword can be filled 
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in from the ·context •. An example, usir.ig str.:.ndard cipher eiphabets, fellows 

herewith:· 

Cipher • • . W 8 G Q V 0 H V M Q W E Q u H A A L }J B N Z Z M P E · S K D 

(2) .Writing the cipher text as keyle·ttot.s. (displaced one interval 

to the right) and deciphering by direct standard alphabets yields the follow-

ing: 

Key w :3 G Q lJ 0 H v M r, w E q u " A A L N B N z z M p E s K ...... ~t G 

Cipher ws ,, 
Q V'O H v M Q w E Q TJ H A A - l'l B N z z M p 'E s K D ... u .u •• 

Plain .... w 0 K F T T. 0 RE G I M E N T A L c 0 M I'vi A N -D P o-·.s T 

(3)- Trial of the word I-l.EPOHT es t.hl:! ini tiel word of the message 

yields an intellig;ible word as the initial key: FOrWE, so that the message 

reads: 

Key ••.••• F:o·a·c E V 0 H V M Q 
Cipher •••. W S G ~~ V. 0 H V M Q • 
Plciin •••• -REP b A'T T 0 R E 

(I+) A s.emi-automatic method of solving such a message is to use 

s~iding normal alphapet·s and :0-lign the ·strips so thut; 2,s one progress'es from 
. . . . ' . 

left to right, each cipher letter is set· oppos.ite· the lo.tter· A on the. preceding 
! 

Tnking':~he letters VMQIV1ZQUH in the :f:'orogoing ,exil.mpie, ·note the· 

--

following seriE:)S of placements of the succor::sive strips. Then note how the e 
succossive.plain.::..toxt· ·letters of the word REGIMENT reappear to the left of the 

1 

. ·~. 

... 
' 
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advance; if the interrupter is a plain-text letter, v1hilo the interruptions 
• 

can be indicated before Emcipherment is begun, the irregularities occasioned 

by tho interruptions in keying cause confusion and quito materially retard 

the enciphering proces~. In deciphering, .the rate of speed would be just as 

slow in either me.thod •. It is. ¢bvious that one of. the' principal disadvantages 

in all these mo:thods is that if an error in transmission is made~ if some 

letters are omitted, or if anything happens to the interrupter letter, the 

message becomes diffibult or im:poss iblo tel d~cryptograph by' the ordinary code 

. . . . 
clerk •. Finally, the degree of cryptographic socurity·attairiable by most of 

e these methods is'not sufficiunt for military purposes. 



. •' ,. . . ~ . 
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SECTION VI. 

SOLUTION OF AUTO-KEY' SYS'l'EMS, I-~ 
··:. ,· 

'Paragraph 
The two basic methods of auto-key enci pherm\'lnt .........•..••••••••• _· 23 
Solution of cipher-text auto-keyed cryptograms __ when known 
. ~lp~abe_ts are· employed ... ~ .. • ......... ~ ,•.•" ~ ..................... ··~... 24 
Solution of cipher..':text auto-keyed c_cyptogrci.ms by frequency analysis ··25 
Special case, .of solut.ion of cipher:-te,x:t a.uto -keyed er?rtograms . • • • • . 26 

23. The two. basic mathods of.auto-k~y enciph,~rment. -a. In auto-key 

encipherment _}here .are -two possible sources for succc;ssive keyletters: the 

plain text or the cipher text of the mer.s~go itGulf._ l:n eit:her case, the e 
initial key letter or key letters are supplied by prr:JagrtJement between the 

correspondents; afte:c that the text letters that aro to serve as the key 

are displaced 1, 2, 3, ... intervals to the right, d<3pending upon the 

length of the prearr<mged key . 

.£. (1) An exan;ple of plain-text keying will first be shown, to re-

fresh the student's recollection. Let the previously-agreed upon key con-

sist of a single letter, sny X, and let the ciphfJr .?.lphabets ba direct 

standard Blphnbets. 

Key X N 0 T I F v Q u A H T E R M A c T E R . . . . . . ... u 

Plain N 0 ~e I ·r,l y r, u A R 1' "' R !Vi A "' T E R ..... J:' ~,('~ .l.'.l 0 

Cipher K B 
,··r B N T\ 0 K u ,., 

K ~{ v D M C' L X v ... .L~ '.J .ft u 

-(2) Instead of h:,;.vi.ng a single Jetter serve as the initial key, 

a word or even a long phrase !T!ay ba USf!d• Thus (using TYPEWJUTER as the 

initial key) : 

Key ...... T y p 'r.' ,_, w H I T ·r; R\N 0 T I :f y Q u A R . . 
Plain N 0 'I' I F y r, u A R T E R f. To A s T E R .... "<- . 
Cipher G M I M B p y N E I G s K u , .• ~ 

Q J y R ... .r: . 
c. (1) In cipher-text .?uta-keying the proce:.1uro is qufto similar. 

If a single initial keyletter is used: 
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counterbalanced by the fact that whereas in the former case· the cryptanalyst 

· is dealing with the initial words of messages, in this case he is dealing 
., 

with interior port ions of the text and has no way of knowing 'trvhere a word 

'begins. The latter remarks naturally do not apply to the case where a whole 

set of··messages in this system, all in tho same koy, Cfu'1 be subjected t6 

simul timeous study. In such a case. the CY.fptunalyst would also have the 

ini tial_words to work upon. 

22. Concluding remarks. - ~· The preceding two paragraphs both deal 

with the first and simplest of the three basic cases referred to under Par·. l2 
.!r • 

The second of those cases involv_es considerably more work in solution for· the 
. ·.'• · .. 

reason that when the interruption takes place and the keying sequence recom-

mences, the latter j_s not invariably the initial point of the sequence, as 

in the first case. 

b. . In the second of· those cases tho interrupter causes 13- break in t:-w 

keying sequence and a recornmencement at any one of the. 10 keying e:t_ements "· 

Consequently, it is impossible now merely t9 superimpose· sections. of the _text 

by shifting them so that their initial lettors ·fall in·. the same coluinn.. But 

e a superimposition is nevertlwloss possiblf_,, provided tho interruption_s do 

.not occur so frequently that sections of only a vory few letters are encipher-

od by sequent keyletters. In ordort.o accompli1-1h a proper superimposition-

in this case, a statistical test would bo ossential4 and·for this a good 

many letters are required. The nature of this test will be explained in 

Section X. 

~· The same thing. is true of tho last of tho three cases mentioned 

under Par •. 18. Tho. solution of a caso of this sort is adrni ttodly _a. rather 

difficult matter which will. be taken up in its proper place later. 
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d. · (1) IIi tho cases thus far studied, ei thor the plain-text groupings 

were variable in length and were enc iphercd by a constant-length key, or the 

plain,..text groupings wore constant in length and were enciphered by a variable-

length key. It is possible, however, to combine both principles and to apply 

a variable-length key to variable-length groupings of tho plain text • 
.. 

(2) Suppose tho communicants agruo to encipher a message according 

to word lengths but, at irregular intorvaJ.s, to add. at the end of a.word nn 

interrupter letter which will serve to interrupt the key. Not0 the following, . . . ' 

in which the key is BUSDiESS MACHINES and tho interrupter letter is X: 

Key •...•. B 
Plain ••.•• A M·M·lT ~r T T I 0 N: 
Cipher ••• B T T R V 0 D 0 W V 

u 
FOR 
E~V 

s 
F ·I R S T' X 
ZDFGJO 

Cryptogram: · 

B 
ARTILI,.ERY 
B H D 0 S S J H I 

B T T R V ODOWV EQ.VZD FGJOB H D 0 S S J H-r •.• ~ etc.-

at~. e 

( 3) The foregoing system is only a minor modification of the simple 

case of ordihai'"'j word length enc i-pherment .as ·.ex}}lainod in Sect. II. .If 

standard· cipher alphabets tire used,.the spasmodic interruption. and the pre-

-sence' of the-' interrupter lett'er would cause no difficulty whatev.er, s.ince tho 

soll.ltion can be:achieved-mechnnically,.by completing ·the plain-component. e 
sequence·~- If unknown mixed cipher alphabets ·arc used, and tho primary· compo-

, I 

nents are. unknown1· solution may bEY reachod ·by following the procedure out-

lined in :sections· II' and. III, with such ·modifications as are sui ta:blo to the 

case. I .. 

e. It is hardly necessary to point out that t;he foregoing .types of 

aperiodic· subst i tutiori. arc .. rather: unsu-itable. for praCtical military us ago. 

Enciphermcnt ·is· slow,·and' subject' to error. In some cases encipherment cnn 

be accomplished only by single-letter: opo·ration. For if .the, interrupter is 

a cipher letter the key is interrupted ·by a letter which cannot be known. in 

.. 
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two distribl.ltions, frequency studies being aided by considerations based upon 

probable words. In this case, since tho text comprises only tho begim1ings 
... 

of messages, assumptions for probable words arc moro easily made than v1hen 

words are sought in tho interiors of messages. Such common introductory 

words as REQUEST, REFER, ENEMY, WHAT, V.JHEN, m, SEND, etc., are good ones to 
. 

assume. Furthermore, hir,h-frequoncy digraphs used as tho initial digraphs of 
' ~ ' . .' 
' .. 

common words will of c~ourso manifest themsolvos in tho first two columns. 
. . 

Tho groa·test aid in this process is, as umwl, a familinrity with tho "word 

habits" of the enemy~ 
. -

(4) L::Jt the studont try to solv.:: tho rilossngos. In so doing he 
.. 

will more or loss quickly find the cnuso of the rr'.pid falling off in mono-

alphabeticity as the columns progress to tho right from the initial point of 

the. messages. 

21. Interrupter is a cipher-text letter. - a. In the preceding case· o. 

pl~in-text letter serves as the interrupter; 
. . . . . . . 

But now suppose the communic~::::.k-

agree that the interruption in the key will take place immediately after a 
previously-agreed-upon letter, say~' occurs in the cipher text. The key 

would then be interrupted as shown in tho following oxamplo: 

Key. • • • . • B U S I N E S. S M A C H' I N E S ll U S': I N E' S S M 
Plain •••. A M'M.U NIT I:O N.F 0 R F I R·S TART ILL I 
Cipher ..• B 0 L Y R P J DR 0 J K X T P F Y X s·x B P U U ~ 

" . :' 
Key ••••.• - B U S I N E S S: 'M ·.A C H I N I B U S I N E S S M A C H B U 
Pl,ain •.•• R Y W I .L L B E L: 0 A D E D 1 A F T ·1<:: R A M ·M U N I. T I 0 
Cipher ••• H R N M Y T T X H P C R F Q. : B E J I<' I E L L B 0 N Q. 0 Q. 

Key ...... ;:•B U S I N E S S I:.1 A C H I B U S I IT E 
Plain ..... N F 0 R T- H I R DA'R .T I I L L E R Y 
Cipher. • • V E C X B 0 D F P A Z Q. 0 N U F I C 

Cryptogram: 

B 0 L Y R P J D R 0 J K X T P F . Y X S X B P U U Q. H R N M Y T T x· H P 
( 

CRFQ.B EJFIE LLBON ~·OQ.VE CXBOD FPAZ_g___Q_NUFI 

cxxxx 
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b. . In the .for~going example, there are no significant· re-petitions • 
.. -

Such as do. occur c.omp:hse oniy digraphs, one of which is purely ace idental. 

But the absence of significant, long repetitions is itself purely accidental; 
:·:.···. 

for had the interrupter letter· b~~n a le~ter other than Q.c, then tho phrase 
: . ' ... 

.AM1v1UNITION FOR, which occurs twice, might have been enciphered identically 
• tl .' 

both times. If a short key is employed, repetitions may be plentiful. For 

example, note the follovring, in which Sc is· ,the intGrruptor· letter: 
• . • ·' : • •.. . r . . 

Key. • . . . • B A N D S B A N D S B A N D S B A N D S B A N 
Plain ...• F R 0 M F 0 U R F I V E T 0 F 0 U R F I F T E 
Cipher ••• K T A K Z W X I I D A.C B N Z W X I...1.._.Q K W S 

BANDSBANDSB 
E N A M B A ·R R A G E 
J 0 N K T B T I D H J 

. ~.. . 

c • This last example gives- a clue to one method cf attacking this typo 
. . ' l·. - .. ·• .. :: l •·. 

of SJT:Stem. There will be repetitions within short sections, and tho interval 
.. r.·. ·: 

between them will sometimes permit of ascertaining tho length of tho key. In 

. such s~ort sections, the let~ers which intervene between the repeated sequencoE: 
. . ,• . -~ 

may be eliminated as possible in,terruptor letters. Thus, the letters A, c, 

B, and N may be eliminated, in the._ foregoing example, ns inturruptor letters. 

By extension of this principlo to the letters intervening between other rope-

titions, one may more or less quickly ascertain Vlhat letter serves as the 
1,'' •• .., . ' .. -. 

interrupter. 

d. Once the ·iriterr;uptor letter has: been found, tho next step is .. to 

break up the message into "uninterrupted" sequences and then attempt a solu-

tion by s'uperimp.osit·i6n. ·TJ:-,o ·p:dnciples explained in Par. 20 need only·be 
. . ~ : 

modified in minor respects. In tho first place, in this case tho columns of 

'text formed by tho suporimposi tiori of 'uninterrupted soque·nccis will be purely 

monoalphabetic, whereas in the case of the example in Par. 20, only t'he ,iery 

first column is purely mononlphabetic~ the monoalphabeticity falling off 

very, rapidly with the 2d, 3d,·· ••• columns. Hence, in this case the analysis 

of the individual alphabets should be an easier task. But this would be 

., 



REF ID:A4146453 

- 39 .-

imposition can be employed, provided the messages can be superimposed correct-

1y, that is, so that the letters vJhich· fa11 in one column real'ly belong to 

one cipher alphabet. Just how this can be done v1iil be demonstrated in sub-

sequent paragraphs, and a clue has already been given in Par. 18.£_. Atthis 

point, however, a simple illustration of the method will be given, using the 

substitution system discussed ·in Par.' ·19~ 

b. Example~ (1) A sot of 35 messages has been intercepted on the 

same day. Presumably they are all in the same key, and the presence of rGpe-

titions betweenni.essages corroborates this assumption. But the intervals 

between repetitions within the same message do not show any common factor 

and the messagoe; appear to be aperiodic in nature~. The probable-word method 

has been applied, using standard alphabets, with: no success;. ·. The messages 

are then superimposed (Fig. 5); the frequency distributions forth~ first 10 
,. 

columns are as shown in Fig. 6. 

1 ZCTPZWZPEPZQ,X 
2 WTEQ,MXZSYSPRC 
3 TCRWCXTBHH 
4 E F K C S Z R I H A 
5 YANCIHZNUW 
6 V Z I E T I R R G X 
7 HCQ.ICKGUON 
8 Z .C F. C L X R K Q, W 
9 HWWP'l'EWCIMJS 
10 E P D 0 Z C L I K S J 
ll W T S S Q, Z P Z I E T 
12 Z C G G Y F Q S B G,. 
13 C W Z A 0 0 E'MH W T P. 
14 C ·r Y G I_F B D TV X 
15 E A Q, D R D N S R C A P D T 
16 . Y F W C Q, Q, B. Z C W C 
17 W T E Z Q, S K U H C ·/ 
18 Z C V X Q, Z K Z Y p W_L K 

Figure 5 

19 A F E 0 J T D T I T 
20 K P V F Q W P K T E V 
21 Z A B G R T X P U Q, X 
22 Y HE 0 C U H.M D T 

· 23 C L C·P Z I·K·o T H 
24 A F L W W Z Q, M D T 
25·: Z C W AP M B SAW L 
26 H F L M H R Z N A P E C E I 
27 C L Z G E M K Z T 0 
28 T P Y F K 0 T I Z U H 
29 Z C C P S'N E 0 P H D Y L 
30 C I Y G I F T S Y T L E 
31 Y T S V W V D G H P G U Z 
32 N 0 C A I F B J B L G H Y 
33 Z i X F'LF~ G J L 
34 Z C T M M B Z J 0 0 
35 H C Q, I W S Y S B P H C Z V 
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=~ = - - - - - =-- = ~ 
1 ABCDEFGHI~KLMNOPQRSTUVWXYZ 

-

,2 

·~ ' 

- ~ ~ -- = -~ - --
'A ·B .c D E F G H I. J K L. M N 0 P. Q .R S T U V Vl X Y· Z 

--~--- ~- ·=-== ==~~= 
3 ABCDEFGHIJKLMNOPQRSTUVWXYZ 

. . . . 

4 
- _.3;:: ·- = - ==- - ':::E :2'- =- - =:=-:- . - - =-

A B C D E F G H I J K L M N .0 P Q R S T U V W X Y Z . . . . . : . . . . ~ ~ .. ~ ' ~ . .. \ 

- ' 

5 
~- -~ -~-.. --~===· .. - ~=. 

A B C D E F G H I ~ K 'L M 'N 0 P Q R S T U V"W X ·Y Z · · .. 

.6 

+ -~ 
-- __ ::.s;..: -- - =-·= --.::-~- -~;· =·· 

,A. B C D · E F g H I.~ K J,. .M N 0 ?. Q R S T U V VJ X Y ~ 

7 
= -- = =·· ' =·-' -=- :::. =· ... - -::-.3i ABODEFGgiJKLMNOPQESTUVWXYZ 

'' .. ~ . 

8_ ABC D E.F 'G. H .I JK L 'iii 0 ~ Q R ·JT" u·j vr X y z . . . ' . ' ' . . . 

9 
:::::::=.....:.=-:- ·--~::-- .,.., ' ·. ·=--.!.-·- ==-
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

.... t • 
. ~ '· 

':::· ' " -- . :s;:: . - :-~ - -- ==- ~=--~-w ABCDEFGHIJKLMNOPQRSTUVWXYZ ... . :_;. ., ;' 

Figure 6,, 

'" 'I ' . ·' 

The .1st and 2d distributions are certa~Ii1y.mpnoa1pha'betic. 

There· are very .marked c.rests.:.and troughs, e.nd tho numbe7' 'o:f b.ia~s ·~15 and 14; e 
. respecti~e1y) is more. than satisfactory in both co.sos. ('Lot tho · stud~nt at 

. . . .· . 

this .po~nt refe~ to Par. 14 :md Chc.rt 5 of' Military Crypinna1ys.is~ Pa.r·t' I.) 

But the :?d, 4th, .and ~emaining distributions appea:r ri.o longer to bQ mo~o- -: 

alphabetic. ~ote p~rticularly the distribution for the 6th c.olumn. From this 

fact the conclusion is .drawn that some disturbance in periodicity ha?· been · 

introduced in the cryptograms. In other words, C:tlthough they all start out 

with the same al:'phabet, some sort of .. interruption takes place so as to suppress 
-·- , .. 

periodicity. 

(3} However, a start on solution may be made by attacking the first 
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(2) Since this "key" is certainly not intelligible text, the 

assumed weird is moved ·one letter to the right and the test repeated, and S.O 

on until the following place. in the test is reached: 

Cipher ••• S X D J.p US Y I 
Plain· •.•• A R T I L L E R Y 
Key •• ~ • • • S I B U S I N E B · 

(3)· The sequence BUSTI'JE suggests BUS.llJESS;·moreover, it is noted 

that the key is interrupted both times by the letter Rp. Now the key.may be 

applied· to ·the beginning of the moss age 1 to see if the whole key .or only a 

portion of it has.been.rocovered. Thus: 

Key •••••• BUS IN E s.s B.U.S 
Cipher ••• B 0 L Y R P J D R 0 J 
Plain ••• ~ AM M UNIT I U M T 

( 4) It is obvious that BUSINESS is only a part of the key. ··But 

the· deciphered 'sequence certainly s·eems to be the word AMMUNITION •. Whim this 

is tried, the key is extended to BUSllmSS MA... • Enough- has been shown ·to 

clarify the procedure. 

!.• · · The foregoing solution is predicated upon the hypothe'sis: that the 

cipher al:phabets ·are known. But what if this is not the case? What of the 

steps neqessary to arrive at tho first solution, before even the presence 

of an interrupter is suspected? -Thb answer to this question leads to the 

.' f. . . 

presentation of a method of attack which is one of the most important and 

powerful means the cryptanalyst hns at his comnand for many knotty problen;s. 

20.' Solution by superimposition·. - ~-···Basi? principles.·- {1) In solv

ving an ordinary repeating-key cipher tho 'first stop,. that. of ascertaining 
f 

the length of the· period, is of no s ign'ificancf) ih itself. ··It merely paves 

the way for arid makes 'possible tho second stop, which consists· in allocating 

the letter's of the· C~Jpt'ogrnm· into individual monoalphabetic distributions. 
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The thira step then consists in solving these distributions. Usually, the 

text of the message is transcribed into its periods nnd is written out in 

successive lines corresponding in length with that of the period. The diagram 

then consists of a series of c.olumns of J.etters ·and the letters in each column 

belong to the snme monoalphabet. Another w-~y of looking at· tho matter is to 

conceive of the text as having thus been transcribed into superimposed periods; 

the letters. in ecch column have undergone t:he sruno kind of treatment. by the 

same elements (plain and cipher components of the cipher alphabet). 

(2) Suppose, however, that the repetitiv:o key is very long and 

that the messo.gp is short, so that there are only a ver;r few cycles in the 

text. Then tho solution of the message becomes difficult, ·if not impossible, 

because there is no.t q. .sufficient number of supcrimposable periods t() yield 

monoalphabotic distributions which can be solved by frequency prinQiples. 

But suppose also that thore are many short cryptograms all enciphered by the 

same key. Then. it is clear that if those· messages are superimposed: 

(a) The letters in the respective columns v1ill all belong to 

individual alphabets; and 
) 

(b) If there is a suffic i~nt number of such superimposable 

messages (say·25- 30, for English), them the frequency distribu-

tions applicable to the successiv-e columns of text c.an bo solved --

Without·'knovring_t~ lenGth of the keY._. In othor words, !lilY difficul-

ties that may havn arisen on. ,account of failure or inability to 

·ascertain the length of the period have boon circumvented. Tho . 

. second step in normal solution is thus. "by-passed". 

(3) Furthermore, and this i.s a very important point, in case an 

extremely long key is employed and a series of messages beginning at different 

initial points are enciphered by such a key, this method of solutiqn by.super-

' . 
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Cryptogram: 

B 0 L Y R P.·. J D. R .0 J K X K J F Y X S X D J U P S . Y I Y ·D P . Y F 

. X ·U R . A .F ·A E !~ · M J. J . V ~B--'0;.,--.;;L_Y;;;.....;..R_· .;;;..P_...;.J___._D_R_· _O___._J __ K_X D G D . X G U F. P._ 

·Jupsy I.xxxx. . ··,· . 

. b. In$tead:of.employing an ordinary plain-text letter.as the. interrup-

ter, .one mig~t · re~erve the lot'tier J. for t}?.is purpose (and U$e the letter .I 

whenever this let,ter appears .as part of ~ plain-text word). This is a .quite 

simple variation of the basic.method. The letter.J acts mere~y as ~hol.lgh. it 

w~re· a pla,in-text ,lette.r, except that in ,this case it also servos as .. tho 

.interrupter. The interrupter is then inserted ~ random, at the whim of the 

enciphering· clerk• Thus: 

Key. • •• • BUS INESSMA.C 
Plain •• • TROOPSWILLJ 

BUSll~SM 
BEHALTEDJ 

BU$llJESSMAGHINESJ?USlN 
ATROAD!UNCTIONFI\TESiX· 

.£.• It is obvious that repetitions would be plentiful in cryptograms. 

of this· construction, regardLess of whether a ·letter of high, medium, or low 

frequency is selected as tho signal for key intorruption. If a letter of 
' . . 

high frequency is chosen, repetitions will occur quito often, not only because 
. . . 

that letter will certainly be a part of many common words, but also because 

- it will be followed by words that are frequently repeated; and since' the key 

starts again with e'ach such interruption, those frequently-repeated ·words 

w·ill be en~ipherod by th~ same sequence of alphabets. This is the 'case in 

the first of the two foregoing examples. It is cioar, for instance, that 
. . . ; 

every tim~ the word ARTILLERY appears in the cryptogram the.ciphor equivalents 
,. 

of TILLERY must be the snme. If the interrupter letter were A_p instead of Rp 1 

tho repetition would include the cipher equivalents of RTILLERY; if it were'· 

TP, II.LERY, and so on •. On the other hnnd, if a lotterof iow frequemcy.were 
. . . . . ' . . 

selected as the interrupter letter, then tho onciphermont would tend. to appro-

ximato that of normal repeating-key substitution;, .and repoti tions would be 
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plentiful on that basis alone. 

d. ·Of course, the lengths of the· intervals between the repetitions., in 
' 

any.of the foregoing cases, would ~e irregular, ·so that periodicity would not 

I 
be manifested. The student may inquire, therefore, how one would proceed to 

s'olve such messages; for it is oliv:ious that an attempt to allocate the letters 
\ ' 

of a single message into separate monoalphnbetic distributions cannot be 

' 
successful unless the exact locatfons of tJ1e interruptions ·are known _.;., and 

they do not .. b8ccime known to the'cr:yptanalyst until he·has :solved the message, 

or at least a part of it~ Thus it' ·would appear as thmigh .. the would-be solver 

iS here confronted ;·fi th a 'more Or :less insolable dilemrriE .~ This sort Of r~ason · e 
ing, however, makes more of an appeal to tho uninitiated obl!erver than to 'the 

I 

' 
experienced cryptanalyst, who speq :ial izes in methods of· sol v'ing ··cryptographic 

dilemmas. 

e. ( 1) The problem here will bo attacked. upon the usual two hypotheses: 
'. 

and the easier one will be discussed first. ·SuppOSE: the system has· been in 
I 

use for some time, that an origin$.1 solution has boon roached by means to be 

discussed under the second hypothbsis, and that tho cipher alphabets are known. 

There remains unknown only t~e specific koy to messages. Exan:~ning whatever· 

repetitions are found, an attack is made on the basis of searching for a 

I 
probable word.· Thus., taking the illustrative message in .subpar. ~~ suppose 

the presence of the word AHTILLERY ~s suspected. Attempts are .made to locate 

this word, basing the search upon: the construction of an intelligible key. 

Beginning with the very first ,let:tor of the message, the word ARTILLERY is 
. . I 

juxtaposed agatnst the cipher te:it, and tho key letters ascertained, using 
'. I 

the known alphabets, which we will assume in this case are based upon t1le 
. . . l . ' . 

HYDRAULIC .•• XZ sequence sliding ~ga,inst tho normal, Thus: 
I 

Cipher • • lB 0 L Y R P J D R 
Plain ••• :A. R T r' L i E R Y 
"Key" • . • B H J Q, P I B F U 
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the matter may become quite complex. 

c. If one knows when ·the interruptions take place in each cycle, then 

successive sections of the basic keying cycle in the three cases may be super-

imposed• Thus: 

Letter· No.· 

Letter No. 

Letter No. 

Letter No. 

Letter No. 

Letter No, 

Letter No. 

Letter No. 

Letter No. 

Letter No •. 
./ 

Letter No. 

.Letter No. 

tetter No. 

('· 

Letter No. 

Letter No. 

Letter No. 

Letter No. 

Letter No. 

Letter No. 

Letter No. 

Method (1) 
KEYING ELEMENT NUMBER 

1 2 3 4 5 6 ? 8 9 10 
1 2 3 4 I 
5 .6 7 8 9 10 

11 12 13 I· 
14 15 16 17 1s 19 20 I 
21 22 23 24 25 26 27 28 29 30 1 

31 32 33 I 
34 35 etc. 

KEYING. ELEMENT. NUMBER 
1 2 3 . 4 5 6 7 8 9 10 
1 2 3 1- 4 5 6 7 

8 9 1- 10 11 12 I 
13 14 15 16 17 18 19 20 

21 1--. - 22 23 24 

25 26 I~ 27 28 29 , .. 30 31 

32 1- - 33 34 35 etc. 

Method (3) 
KEYilJG ELErvriDirNUMBER 

1 2• 3 '4 5 6 7 8 9 10 
1 2 3 4 5 "" 

17 6 , . 
. - .-.. 

·8 9 10 11 12 13 14 

151:- .- ~ ~9 18 17 16 
' . 

~51 23 24 20 21 22 

27 .26. .,. ..,. .130 29 -28 

33 34 35 et¢. · . 31. 32 

. . .... 



REF ID:A4146453 

- 34 -
or how 

Obviqusly if one does not know when/the interruptions take place, the:r;1 the 
I 

successive sections of koying elements c~ill not be superimposed as indicate.d 

above. -

d. The interruption of the.':cyclic. keying soquenco usually takes place 

according to some prearrnnged pla:!)., and th~ three basic .. methods of interrup-

tion will be taken up in turn, _using a shurt mnemonie key as an example. 

o. Suppose the correspondents agroe that ·the.intorruption in tho key-
. ~ . . ' 

ing sequence will tako place after. tho o<;:currence of a. specified letter callec. 
' 

o.n interruptor1 , which muy be a l~tter of the plaj.n .text, or one of the qipher 

text, as agreed upon in advance. Then, since in either case .there is nothing ~ 

fixed about tho time the interruption will occur -- it 1vcHl take ~lace. at 

no fixed intervals -- not only does the. interruption become quite irregular, 

following no pattern·, but also the method never reverts -to one having perio-

dicity. Methods of this type will now be discussed in detail. 
. \ ... 

19. Interrupter is a plain-text letter. - ~· Suppose the communicants 

agree that the interruptio~ in. the key will take place i!nmediately after a 

previously agreed-upon letter, sfi.y R., occurs· in· the ":Plriin text. The key · 
,-

would then be interrupted as SllOWn in the following example {using th~ mnemon:.c e 
key BUSllrESS MACHINES; and the H:YI?RAULIC ••• :XZ sequence'): 

Key~ • • • • • B U S I N E S S M A G I} I· 
Plain. • • • A M M U N I T I 0 N F 0 R 
Cipher ••• B 0 L Y R· P J D-R 0 J· K X 

B u s ·]· B.U s I I B u s I N E 
F I R ·s· T A. R T I L L E R 
K.:J·F . ..YXB~·]c .... D J UPS Y 

Key •.•.•• B U S I N E S S. M: A d H I N ,E S B U -~-B U S I N E S S M A C H I 
Plain. • • • Y W I L L B 'E L · 0 A. D E D. A F T E H . A ·r.·I M. U H I .T I 0 N F 0 . R 
Cipher ••• I Y D P Y F X U R A F A.E N.M J J V B 0 L Y R P J D R 0 J K X 

Key •••.•• BUS I 
Plain ..•• T HI R 
Cipher .•• D G D X 

~ ~ ·i .II·~ ~ ~ ~- ··~ ~ I ~ u s : '~ 
GUF DJUPSY I ••.. 

1. Also called at times o.n ·"influ!3nce" letter beqauso it influences or modifies 
normal procedure. 

.. 
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SECTION V 

SOLUTION OF SYSTEMS USIHG VARIABLE-LENGTH KEYING 
UNITS TO ENCIPHER CONSTANT-LENGTH PLAIN~TEXT GROUPINGS 

· /Paragraph 
Variable-length groupings of the keying sequence •.••.....••• 17 
Methods of interrupting a cyclic keying·sequonce •••.•.••...• 18-
Interruptor is a plain-text letter •..•.•.•... ~........... ... . . 19 
Solution by ·superimposi"tion ••••• ; •••••.••••••• ·• ~ •••• ·••.••••• ·20 
Interrup'tor is a cipher-text letter • • • • . . . • . • • • • . . . . . . . . • • . • 21 
Cone 1 ud ing remarks •.•.•...•.......••........•. ~ . • . . . . . . . . . . • 22 

17. Variable-length groupings of the keying sequence. - The. preceding 

cases deal with simple methods of eliminating or avoiding periodicity by 

enciphering variable-length groupings of the plain text, using constant-

length keying units. In Par. 2~, however, it wns pointed out that periodicity 

can also be suppress~d by_ applying variable-length key gJ:'oupib.gs to constant-

1€mgth. pl~in-text g~oups. One such method consists in. irregularly interrupt-

ing the keying seq,uence, if the latter ·is of a J.iini tod ·or fixed ·length, and 

recommencing it (from its initial point) after such interruption, so that 

the keying sequence becomes equivnlent to a series of keys of different 

lengths. Thus, the keyphrase .BUSllJESS MACHINES may be expanded to a series . . . 

of irregular-length keying sequoncos, such as BUS'r/BUSINE/BU/BUSINESSM/' 

BUSINESSMAC, etc. Various schemes or prearrangements for indicating or 

determining tho interruptions may be adopted. Throe metJ:iods'will be mention-. 

ed in the n~xt paragraph. 

18. Methods of interrupting a cyclic. keying seq~ence. - a. There are 

many methods of interrupting a keying sequence vrhich is basically cyclic, 

and which therefore would give rise to periodicity if not interfered with_ 

in some way. These methods may, however, be classified into three categories 

as regards what happens after the interruption occurs: 

(l) The keying sequence merely stops and begins again at the initial 
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point of the cycle. 

(2) ohe or :m.ore. of the elements .in.'.tho k~ying sequence may be 

.omitted from time to time irregularly. 
- . . I 

. b. 

(3) The keying seq~ence irregularly alternates in its direction 

of p~ogress~on, 'with or without omission ~:f some 0~. its' elements. 

These methods may~ for clarity, :be represented graphically a~ 

follows. Suppose the key consi'sts
1 
of a cycli.c sequence of 10 elements repre-... 

sented symbolically by<the se~i~s 
1
ol' numbers 1,. 2, 3, ••• , 10.· Usihg an 

asterisk to indicate an interrupti;on, the following may then represent the .. _, · 

relation between the letter number. of the message and tl.'3 element number 6f 

the keying sequences in the three :;types-mentioned above~ 

LOtter No •• ~ •• ; • ~ 
Key element No ••• 

( 1) . . 

Letter No •••••••.• 
Koy element N~. · •• 

r 
1 2 3 4 5 6 ~ 8 9 10 11 12 13 14 15 '16 17 18 19 20 
1~2-3-4-*-1-2-3-4-5- _6-*-1- 2- 3-*- 1- 2- 3- 4- 5- 6- 7-:-*-

21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 
1- 2- 3- 4- 5i 6- 7~ 8- 9-10- 1-. 2- 3-*- 1- 2~ etc. 

: : 

I 

Letter No ••• ~ •.•••. 1 2 3 4 5 6 7 8 9 10 11 12 ly 14 15 16 17 18 19 20 
Key element No~.·.· . 1-2-3-*-7..;.8-9-i0-1-2-*- 4- 5- ·6-*- 3- 4.:. 5- 6- 7- 8.;. 9..,;10-. ' 

,( 2) ' . . · ... 
Letter No ••••• · ••• 
Key clement No ••.• 

,. . .. 
Letter No ••. ~ • ~-~-. 
1\ey element No •. • • 

(3} ' . . . 

Letter No •••.••.• 
Key element No ••• 

21 22 '23: 24 25 26 27 28 29 30 31 ·32 . 33 34 35 
1-*-8- 9-10- i- 2-*- 5- 6- 7-*- 9-10- 1-*~5- 6- 7- etc. 

1 2 3 '4 5 . 6' 7 8 9 '1() 11 . 12 13 1'4 15 16 '17 18· 19 20 
l-2-3-4-5-*-4l3-*-4-5- 6- 7- 8- 9-10- 1-*-10- 9- 8- 7-*- 8 . - ! . . . . 

21 22 23 24 25' 26 27 28 29 30 31 32 33 34 35 
9-lo- 1- 2- 3,*- 2- 1-10- 9- 8-*- 9-lo- 1- 2- 3etc. 

As regards tlie third method, whic1h involves only an alternation in the direc-

tion of progression of the keying sequence, if there were no interruptions . · 

in .the key it would mean merely that a 10-elcinent l.ceying sequence, for example .. . ,• ' . 

could be 'treated as though it wore an lB...;element sequence and the matter could 

then bo handled as though it were a special form of the second method. But 

if the principles of the second *nd third method aro combined in one system, 
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occurrences of tho word (the sum of tho values of the letters of the key-

phrase= 140); and then the chances that tho keyletter P would begin the 

encipherment of DIV arc but one in three, Only one of these three possible 

enciphorments will yield exactly the same sequence of cipher equivalents the 

second time as was obtained tho first time~ For example, if the text were 

such as to place two occurrences of the word DIVISION in the positions shown 

below, their encipherments would be as follows: 

3 1 1 3 2 1 1 2 3 l. 3 1 1 3 2 1 1 2 3 1 
p R E p A R E D p R E p A R E D u .N 

FIR s T DIV IS I 0 N . .DI VI s I ON . .. • 
THJ GV F X . ~/[ . :,~ .TH ZG T p NM ... . 

Although the word DIVISION, on its second appearance, ·begins but one letter 

beyond the place where it begins on its first appearance, the cipher equiva-

lents now agree only in tho first two letters~ the fourth, and the last· 

letters. Thus: DIVISION 

(1) T H J G V F X M 

(2) THZGTPNM 

e. Attention is directed to the characteristics of the foregoing two 

encipherments of the same vmrd. When they are superimposed, the first. tvro 
I 

cipher equivalents are the sruae in the two cnciphorments; then there is a 

single interval vrhore tho cipher oquivalnnts arc different; the next cipher 

equivalent is the same; then follow three intervals with dissimilar cipher 

equivalents; finally, the last cipher eQuivalent is the same in both cases. 

The repoti tions hero extend only to one or trw letters; longer repetitions 

can occur only exceptionally. The tvm encipherments yield only occasional 

coincidences, that is, places where tho cipher letters are identical; more-

over, the distribution of the coincidences is quite irregular and of an 

intorm~ttent character~ · 
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f. This phen~menon of int~rnnittont coincidences, involving coinci-

deuces .of single letters, pai:r;-s of letter!:?, or ~hort sequences (rarely ever 

qxceeding :pe11t~graphs) is one ()f the ch~rncteristics of th.is general class 

of polyalphabetic substitution, wherein the cryptograr~s commonly manifest 
. . . ·'. . ' f . . '• • 

what appears·· to be a disturbed or' distorted periodicity. 

fi· From a tcchn.ical standp0int, the. c;_yptog::-aphic principle upon 

which the. foregoing sy:;: tern is basco. has much mcri t, but for practica~ usage 

~ : . l 

·it. is entirely too slow and too subject to orror. Hovmver, if the encipher-

ment ·were · me~harlized by. machinery; and if the one iphering key ·were qui to 

lengthy,- SUCh U syste:ril an~ mcchml~Sm beC01;10S Of p:I.'acticcl.l importance • C iphcr e 
machines f~i- UCCOrilplislling this typo. of substitntton will be treated in a 

subsequent text.· I. 

.·I. 
I 

), . ~--

• 



It 

REF ID:A4146453 
01"7 

- 1-.Jl -

irregular groupings in enciphor.ment. The determination of the length of the 

cycle might, howev'?r, present difficulties in somo cases, since the basic 

or_ fundamental vorioq vrould not be clearly evidont because of the presence 

of repetitions which are not periodic in their origin. For exrunple, suppose 

the word PREPARE were used as a key, each koylctter being employed to en-

cipher a number of letters corresponding to its numberical value in tho 

normal sequence~ It is clear that the length of the basic· period, in ·terms 

of letters, would hero be the sum of tho numerical values of P (= 16) + R (- _, 

+ E (i= 5}: mid so; on,. toth.lling 79 lotters •. But because the key itself contai~::. 

repeated letters and because one i:phormont by each keyletter is monoalphabetie ,: 

there· would be· plenty of cases in which the first letter P would encipher the 

same or part of the srune word as tho second letter P, producing-repetitions J..n 

the cryptogrmn. 'l'ho same would bp truo as- regards enciphormonts by the two 

R's 'and the two E's in this koyvmrd. Consequently, the basic period of .;79 

WOUld be disfortod or masked by aperfodic repetit-ions, the intervals betweEn 

'which would not be a function of, nor bear any rolatio:;i to, the length of the 

key • The Student will encounter moi•e CQSOS of· this kind, in Which a fundnmGL-

tal periodicity is masked or obscured by the presence of cipher-text repeti-

tions not attributable to the fundamental cycle. The experienced -cryptanal:-,rs t 
. . 

is on the lookout for phenomena of this t:y"'Pe, when he finds in a polyalpha-

betic cipher plenty of repetitions but with no factorable constancy which 

leads to the disclosure of a 1.short perj.od. He may c-onclude, then, e.ither 

.that the cryptogram involves several primary periods which interact to produce: 

a long resultant period, or that it involves a fairly long fundamental cycle 

within which repetitions of a nonperiodic origin are present and obscure the 

phenomena manifested ·by repetitions of a periodic. origin. 

d. (1) A logical extension of the principle of polyalphabetic encipher-.. 

ment of variable-length plain-text groupings is ·the caso · in whic.h these plain-
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.. 
text groupings rarely exceed 4 letters, so that a given cipher alphabet is 

. . . . . ' . 

in play for only ~ very short time, thus breaking up v·That might. othe~ise· 
' --'•·, I 

•, ... 
appear as fairly long repetitions' in the cipher text. For· example, ·suppose 

·, 
tho letters of the alphabet, arra~ged in their normal-frequency order, were 

\ l· 
,set off into four groups, as follows: 

ETRIN 
. Group 1. 

OASDLC 
Group.?~ . 

HFUPMYG 
.Group 3 

WVBXKQ.JZ 
Qroup ~ 

:(2) ·Suppose th?,t a letter. i-n. P.?r:oup 1 moans that. one letter will 

bo: enciphered; a letter .in group. 2,· .that two letters will bo enciphered,; and 

so. on. Suppose·, next, that a rather lengthy phro.so. wore u~ed as a key, for 

example, PREPARED UNPEB ~. DIREC!l'ION OF .THE CHIEF: S IG;N ·~+ OFFICER I~'OR. USE e 
WITH .ARMY. EXTENSION C.OURSE~. Suppose, finally, that each l.etter of the key 

· ·were used not ·only to .select the par.ticular cipher alphabe~ to be used, but 

also to contr.o1 the num~er of .letters to be enciphered by the selected . . ' . .. .. . . . . . 

alphabet, accord-ing ,to_the :sc.heme :ot,ttlin.cd above. Such .an ep.c.ipheri:q.g scheme; 

using ,th~ I:IYDRJ\,ULIC ••.• xz primary cipher compo!lpnt sliding ngains.t the normal 

plain componeni;, ,would yield .the :follmving groupings,: 
~ 

Grouping.. • • . .. 3 · 1. 1. 3 2 1 1 2 3 1 .2 1 1 1 ·3 1 2 
KeY .. · .••.•.• p R E p A R E D u N D E R T H E D 
Plain •.... · ••. FI_R. s . T. DIV IS I 0 . NW ILL A DV · A N :.C. EAT F IV .. 
Cipher ....• WHB T R THJ GV. F X MX JNN N U'IJ'l E N w AHQ. M EW 

.. .. 
·" Grouping ••• 1 1 1 2 1 1 2 1 2 3 1 3 1 2 3 1 

Key.~ .... .. · .. :. ~.:. . I .R E c T I · iO n 0 F . 111 ~ ~ .. C H I .. . .. 
Plain ••.••• E .F I FT E E NA M AS SEC 0 NDD I VI Sib N 
CiphE;lr ••.•..•• F ,C. ·P ... JX. Z: F AO .D OB .RMJ ~ JRR ,P RN PCK. S •.. ~ . 

.. {3): Hero··.itw:~ll be soen that any tendenc~ fo.r the formation of· . I·, ,. . . · .. -. :. 

lengthy ·repetitiQn::; would bo co~te~acted by the short .groJp~ngs and quick 

shifting of alphabets. 
! 

The- first. tim~ tho word DIVISION .occurs it is enci-

phorod as THJGVFXM;the second t~me it occurs it is enci!)h,erpd as RPRNPCK$. 

Before DIVISION cnn be twice.enciphered·bY exactly the same s?quenco of key 

:.letters,· an .interval of at least,l40 letters must i!lterve~e between the two 
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messages or when there are many short messages, a study of isomorphism will 

disclose a sufficient number of partial isomorphs to give data usually 

sufficient for purposes of alphabet reconstruction. 

e. It should be noted that there is nothing about the phenomenon of 

isomorphism which restricts its use to cases in which the cipher alphabets 

are secondary alphabets resulting from the sliding of a mixed component again. 

the normal. It can be useful in all cases of interrelated secondary alphabets 

no matter ·what the basis of their derivation may be. 

f. In subsequent s tudics tho important roio which tho phenomenon of 

isomorphism plays in crjptanalytics will become more apparent. When the 

traffic is stereotypic in character, evon to a slight degree, so that iso-

morphism may extend over sovc:::·al words ,or phrases, tho phenomenon becomes 

of highest importance to the cryptanalyst and it becomes an extremely valu-

able tool in his hands. 

15. Word separators. - a • One of the prn.ctical difficulties in emr1L;y · 

ing systems in which the keying process shifts according to word lengths is 

that in handling such a message tho decryptographing clerk is often not 

certa.in exactly when tho termination of a word has been roached, and thus 

e time is lost by him. For instance, while decrypt<;>graphing a word such as 

TIITORM the clerk would not know wheth:::r he now has tho complete word and 

shou:j.d shift to the next kGylotter or not: tho w~rd might be TIWORMS, INFORM-

ED, INFORMING, INFORN.t.A.L, IHFOitMli'ION, otc. The past tense of verbs, the plural 

of nouns, and terminations of various sorts capn:blc of being added to word 

roots would give rise to difficulties, and the latter would be especia.lly 
. . 

troublesome if tho messages contained a fow telegraphic errors. Consequently, 

· a scheme which is often adopted to circumvent this source of trouble is to. 

indicate the end of n word by an infrequent 1C;ttor such as Q. or X, and en-

ciphering the letter; in such usago these letters are crulod word s·opnrators. 
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b. When word separators ar~ employed and this fact is once discovered, 

their presence is of 

is to the clerks who 

as much aid to the cryptanalyst in hi:3 solution as it 
I 

. I . 
I. 

are to decry~togra:ph the mec;sages. Sometimes the pre-
·t 

sence of these word separators, even when enciphered, atds or makes possible 

the blocking out of isomorphs-. 

I 

16. Variations and conclud1:(lg romarkrJ on foregoj.ng systems. - a. The 
I 
f . . . 

systems thus far c1escribod aro all based:· u_;>on wcrd-len,sth enciphorment using 
i 
I 
I 

different cipher alphabo"t;s. Words aro,markc:dly il'regubr in regard to this 

feature of their construction, and thus a:pnriodicity is imparted to such 

cryptogrnms. But vn.:.-iations in the method, aimed at ma~·i.ngthelattorsome- e 
what more secure, aro possible. $om8 of thcso vm'iatio;:-.. s will now be discussE":;. 

b. 
I . , . . . . . . 

Instead c.f one iphcring r;wcording to natural word lengths, the irre-
1 

gular groupings of the text may be regulated by othar o.ereements. For 

example, suppose that tho numerical value (in the norm!ll seq~once) of each 

keyletter be u~ed to control the numbe; of lettc~s enciphr::red by th~ succes-
. ' ! 

sive cipher alphabets. Depending it hen upon tho compost tion of the ke.yvmrd 
.I 

or keyphraso, there would be a varying number of 1ettoro one iphcrcd in each 

alphabet. If the keyword wcre PREPA..."tlli, fo::- instrmcc, then the first cipher-

alphabet would be used for, 16 (..P) letters, th•~ second cipher alphabet, for 

18 (a R) letters, and so on. Monqalphabotic oncipherment would therefore 

allow plenty of opportunity for toll-tale word patterns to manifest themselves 
... - . - ·.. . . . ·l . ._· .· : · ... ·,·.·- . . 
in tho cipher text. Once an entering wedge is fotmd in this manner, solution 

.. '. 

would be achiev.ed rather rapidly. : Of course, all typos of cipher alphabets 
. . 

may be employed in this ~d tho sqmewhat similar s·chemos described. 
I 
! 

£_. If tho key is short, end tho message is long, periodicity will be 
I 

t 
manifested in the cr-yptogrrun, so that it would be possible to ascertain the 

i ,. 
length of the bo.sic cycle (in thL:~ case tho length of tho key} despite the 

.. 
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found that many messages begin with the expression REFERRING TO YOUR NUMBER •.• 

Having several messages for study, tho selection of one which begins with 

such a coi:nmon idioinorphism as that given by the word REFERRING,is a relative-

ly simple matter; and having found the word REFERRING, if VJith a fair degree 

of certainty one cn.n add tho words TO YOUR NUIV.l.BF.R, the solution is probably 

well under way. 

~· (1) Take tho case discussed in PQr. 13, but assume that word 

lengths. are no longer indic0.tod boco.u3e tho Jr<') nsrtgo is transmitted in the · 

usual 5-lotter groups. The process of e,::;c,::rtaj_ning. the exact length of se-

e quences which arc isomorphic'. or, ns thn procor;s is briefly: termed, "blocking 

out isomorphs" becomes a more d i.fficul t ,matter nnd must often rest upon rather 

tenuous threads of reasoning. For exrun.ple, tnke the illust~ative me~sage 

just dealt with and let it be assumed that it was arranged in 5-letter groups,, 

V C L L K IDVS:J D C I 0 R K DC F S TV I X H MPPFX 

U E V Z z FKNAK FOR AD K 0 M PI SEC S P PHQ,KC 

L Z K S Q. L.P R 0 :J Z W B C X HOQ,CF FAOXR OYXAN 

0 E'M D M ZMTST Z F VUE AORSL AUPAD DERXP 

NBXAR I GHFX :J X I 

(2) Tho detection of isomorphisms now becomes a more difficult 

matter. There is no special trouble in pickii1g out the following three 

isomorphic sequences: 

(1) VCLLKIDV.SJDCI 

(2) C S P PH Q K C L Z K S Q, 

(3) PADDERXP~TBXAR 

since the first one happens to be at tho buginninc of;.the message and its 

left-hand boun.dary, or "head", is marked by (or rather, coincides with) the 

beginning of the message. By a .foi-t~z;~.~te, cir.cumstance·, the right.;. hand bound-
.. ·;·' 
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ary, or "tail", can be fixed jus~ as accurately. That the repetition extends 

as far as indicated above is certain for we he.ve a check on t.he last column 

' 
I, ~' R. If.an additional column'were added, the letters would be 0, L, I. 

Since the sec·ond l.etter has previously appeared while ~he first and third have 

. 11ot, a contradiction results and the now column may not .. be .included. 

If, however, no one of the.three lett8rs. O, L, I_had pr9viously appeared 

so that there could be no means of getting a chock on tt.oir correctness, it . . ~ . 

wo.uld not be possible to block ou~ or ascertain tho extent of the isomorphism 

in such a caso. JUl that could be said would bo that it seems .to include .the 

d. (1) How0ner, the difficulty or e_venthG impc.ssibility of blocking 

out the isomorphs _!?.. tho:i_:::~ full extent is. not usuaLly a sorious matter. After 

all, tho cryptanalyst uses tho phenomenon not to identify words but to obtain 

cryptanalytic data for reconstrucjting cipher alphabets.. For example, how 

many data are lost when tho illusjtrative message of subpar. i3a ia rewritten 
I I -

in 5-letter groups as in subpar. 14c (1)? Suppose the latter form of message 

be studied for isomo:r;phs: 

V C L L~K I D V S J DC I 0 R fCDC F S T.V·I X H Jvi P P, F X UEV z .Z 

FKNAK FORAD K.O :M P I ,SECSP· PH~KC L Z.K S ~ LPROJ 

Z W B C X HOQ,CF FAOXR :o Y X AN OEMD M. Z M T S T ZFVUE 
I 

AORSL AU PAD DERXP iN B X A R I G.H F X J. X I. 

( 2) If the unde:rscored sequences are compared with .those in tho 

message in subpar. 13~, it will be found that only a relatively small amount 

of information has peen lost. Cqrtainly not enough to cause any difficulty 

have been lost in this case, for all the data necessary for the reconstruc~ 

tion of the mixed cipher component came from the first set of isomorphs, and 

the latter are identical in length in both cases. Only the head and tail 

letters of the second pnir: of :, isomorphic sequences are not included in the 

underscored sequences in the _5-letter ~ersion of.the message. The third pair of 

isomorphic sequences shown in Par. l3b does not appear in the 5-letter version 

since there is only one repeated ·letter in this· case. In long 

·• 

e 
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(4) From idiomorphs (2)(a) and (2)(b), the int(ilryal between Hand 

I is 7; . it is. the same for 0 and X,' Q, and H,' C a·nd M, etc. From idiomorphs 

(3){a) and (3)(b) the interval between Rand N is 13; it is the same for 

0 and A, Y and K, etc. 

d. The message may now be solved quite readily, by the usual process 

of converting the cipher-text letters into their plain-component equivalents 

and then completing the plain component sequences. The solution is as follows· 

(Key: STRIKE v'lHILE THE IRON IS ••••• } 

S T R ·r K 
C 0 M M U N I C A T I 0 N W I T. H F I R S T , A R T I L .L E R Y W I L L 
V C L L K I D V S J D C I 0 R K D C F S T V I X H M P P F X U E V z· Z . 

E· W H I L E 
.BE T H.R OU GH C.O R ~ S A.N D C Q M M UN I C.A T I.O N WIT a 
F K N A K F 0 R A D K 0 M P I S E .C S P. P H Q, K C L Z K. S Q. L P R 0 . 

T H E I R 
SECOND ARTILLERY THROUGH DIVISION SWITCH 
J Z W·B C X H.O Q. C F FA 0 X R 0 Y X AN 0 EM DM ~-~ T S T Z F VUE 

0 N I S 
B 0 A.R D N 0 C 0 .M JYI U N I C A T I 0 N A F T E R T. EN 
AORSL AU PADDERXPNBXAR IGHFX JXI 

e. (lf In the r'oregoing Jillustration the steps are particularly simple 

because of the following cir·cumstances: 

(a) The actual vrord longths arc tJhovm. 

(b)· The wo:riis are .onciphored mononlphabotically by different 

alphabets belonging to. a set of soconda:cy alphabets. 

(c) Repetitions of plain-text words, .enciphered by different 

•alph~bets~ produce isomorphs and the lengths of the 

'• 

isomorphs are definitely knovm as 'a result of circum-. 

stance {a}, 
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'(2) 9f .t~ese_ fac·ts,;. th~ ·last is .. of most interest i~ tho present 

conn7?tion. But whll:t if. the ,.actual wqrd lengths. are not shown; ti+at is,, 

what if the text to bo s olvod is ~intercepted in the usual 5:-J.,o~ter-g:r;oup 
I , , 'I'.·.; , .. 

form? 
j. .r 

,·) ..... 

.. ' .. ···: '·I:: ., .··· 

SEC~:;ION LV . .' 
.··· 

SOLUTION .. OF . .SYSCC·EMS tJSJHG ·CONST/uT'l'··LElJGTH KEYP:JG UNITS 
TO ENCIPEJ~R. YARL\BLE..:LENGTH PLAIN·~TEJCI' GROUPING;3, ::Il:t~.; · 

General remarks ................. ~ . ·· ........................... ~ 
Word sopara tors ....... , ............. · ....... ~ ...............•...•.. • 
Variations 'and· co,ncludh:g ~emark$ on f,or~going · syst~ms •••••••• 

I;. 

Paragraph 
14 
15 
16 

14. Genorn:l r.emarks.. - a •. The case.s descr~.hed tlms far are particu-. 
. . . 

larly ea.sy to ·'solvo}ecciuq.e t~e pyptanaiyst has bofore hiin. ~he· zr:essages in 

their true or original weird lengths. But in military cryptography this is 

seldom or never tho case. The problem is thorefore. made somewhat more 
I .· . . . 

diffic'ult by ·reason of' the fact 'that there is nothing to indicate ·de:fini tely 

the limits of encipherment by su~cessive keylctters. However, the solution 

mer0ly p.ecossitntes more' oxp~rirn~ntntion in this cn.so thm1 in the pr~ceding. 
• .' • ~ .. • : ~* •• 

The cryptanalyst must take c.aref,ul note of repetiti~ns which may serve to e 
"block. out" or delimit words, (?!lid hope that when this is dono he will be 

'·.,•' 

able to find and identify certain sequences having familiar idiomorphic 

features or patterns, such as those noted above. If there .. is plenty of text 
• • • •••• ':... l ' • ' 

1._ 

repetitions wi,ll be suff'icient in number to permit 'of employing this entering 

wedge. 

b. Of ,course, if any sOrt of' stcrootypic phraseology is employed, . .. i . . l ,. . 

especially at the beginnings or· endings of thO' mesi>ages, the matter of -assum-
., .. :· ·. .· . .. .. ·.I . . .- . . . . 

ing values for sequences of cipher letters iR ~nsy, and affords a quick solu-

tion. For example, suppose that as a result of previous work it has been 
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the data is to handle the text digraphically, taking the 1st and 2d letters_, 

the 2d and 3d, the 3d and 4th and so. on, and.distributing the final letters 

of each such. digraph in a quadricular table •• The distribution merely .takes 

the ·:torm of. tally- marks.; the fifth bE?ing a diagonal stroke so as to totalize 

the· counts automat~cally •. · This yields Table 1. 

·.' '.·· 

' ~ ' 2d. letter. 

A B c D E F G H .I J K L M N 0 p Q. R s T u v w X y 7. 
~ 

Ill I I II II II ~ I Ill I. 

II I I I ' ' I II· I II lilt Ill II ,, 
I I J I II I I I II t Ill I I 

II " I IHI u 
.. 

II I II I I 

I I I I lUI I II I ' I II II I II · 
I I. II I I I I· I .1,' II .. II I .. ! 

. :· 
I II II ... II I I I ' 

Ill 
-- ,. 

lUI 1\1 I I , 
I 

I 
.. ,. I I I I I II I ., ml 

---
1 .. • 1111 I lUI I I II II . 

I II " I I I . I I 1111 lllj II 
' .• 

I I It I I I Iii l " /I I f ' II Ill 
.. .:~ -·· ... .. 

I I 
.. . II 1111' Ill' 1 I 'I II I I 

. ··- ---·--· --- ~--- ----- ~ t-
'ir:· ·'Ill', ,(: .. I:: l ' . ' II , ' " Ill ·. I .. . 1. f • I 

. 1-· II Ul I Ill . I I ' f lUI " Ill IJ 
,, I l I I II I II u 

-- ~. ',. -. ' ... 
I II II II I I ' Jl·. I . I 

J 1111 u· ,. 
I ., I II .I .. ·II Ill " II 

Ill I I I ·\I ... I I I I 

I Ill I I II Ill I II I II II I I 

.I l I I II II I II I I . I I 

II Ill II ,,, I Ill Ill I. I I II . I 

I l II I l II It 
I I lijJ II hi I I ' Ill I ,I IJ I 

II 
.. 

' I 'I I I lH 
,. 

I u· I 
., 

hi .I I!· IIJ II I II \ 

A B C D E F G H I J K L M N 0 P Q, R S T U V W X Y Z 

Table 1. 

'['; 
.J.5 
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.£.~ Table ·1 now presents 26 ti.nil'i toral, monoo.lpha.bctic frequencY: distri-

butfons. If there were'moro dnta inbach .. distribution theycould.be solved 

in the usual·mailner.· Natu'rally, the distributions· wh:i:c·h·have ,the. greatest·: 

numbers of occurrences would be 'the 'orie·s' most easily-. analyzable a.nd there-· 

fore the first to be attacked. , In this process advantage would be taken of 

such long repetitions as are p1:esent 1:h·· tho cryptograms, since it is clear 

that g-iven sufficient text 'there w'iil be sudi rE'motitions. For example, ,note . ' . ;•. . ...... . . ' ··. 
• ~ - .. ~ ' $ ~ 

1 ', I 

.2;.. · · It .:is -to be noted 'in corinection witl!- the. subject . .of. rep~:titions in 
'i ' ' .' ' 'I ' • 

t:hi,~- si~i~m~'~h~t. ~. :rope~7_ti~n :'in t~o ci~ho·r_--t~x~·:·T~~res(;.nts an_ equal-fo~gth ·. ~:· • 
. rep~.Yi~~on. in_ the plain:: text. In 'the case ;of :plain.;.tex·~ :auto-key.ing this is 

' . ••• "''r ,•._. ' ~·. '" ' ~ • ' • ' . . 

: .i. }i · .. 
riot the case, the cipher.;.text :repetition bqing one -~ett<;r 

: . • ' . i : j ' 

short?r .!n _length:; : 
I 

' ~ ·- • ; •. ,+ .... ' • ! . . . ! : :.:: l l ~ 

than·:t~he •plnin-texi; r9petition~ Furthermore, :it: is' to be 
! r: ' •• . n9~ed that· in cipt;.:· 

~ "'- ... ·<' ,. -.... 

te~i .. auto:-_k. eying, .if -~asjc_ ~n~ ~pheri9;g -~qurit~CI~~; _e(, e ~\:1 . ) . e ·, : e 1
1 

-,-· ... 
· · . · · · a plain ' · ' . · . 1 < · ). · · ·•· P I . C. ·2. : . 

·. ~re :·in e~fect with~ormal~qomponcnt_ 1 , the~ _e1~"e~ t ~me· t~? lett~r. \· ·?·G~~r:s~ '. 
' < • ¥ • • • • • • : • • .. : • ; ] • : ' ' ' .. • - - ~: ~ ••• --- ... "~ - : • ,. : • • • • ' - ' :-~ ) -

in· the' plain text there.' will be a doublet in t;ho · Cipher text; no ·inatt·er what 
• ' . ' : . . : • • ' ' J - : ... : • ; • • ~' • • '. : '" .~. ; :. ~ ' ' : 

the i !<.JY,le~~er for yncip~-~ri~g -~ is and ·no: ma~;ter wha:t; ·the cip~er. ~dmpo~r:nit, ir •·· 
. ~. -, ~ ' •. . . "· ·:"' .. :· . ' ' .. :·· '-~~ ... ... . - . .. . ~- ·· ............ ~-~·- ··-~-

For· example, using a. dire.ct:_st~nQ.ard al,p!).~'Qet:as
1

the plain> componl?nt: and: the.: 
.. .. . . . . . . ., ; ~ : , : . .• : . . . ;· ..... :-. :··! - ··; .· e 

HYDRAULIC· ••• xz sequence as the cipher· component ( i:p.troductory keyl'ett:er.' Xk 
: 

0 0 

,; 

0 

' 0 0 
0 

: 

0 

0 0
- 0 :, -~ 0 ' ' ·,,: ~-- ,,: ·-·•' ' : > , ¥oo ~ ! I ; 

0 ~ ' 

0 

[ l ~ 
-:. ' , · 'Key.' .. ~ ... X E E W A A W N N • . :· ·;; ..... •· ... 

. .. . . . . p'J·: ..... :.. . . . ~~ A: N H'A ·T T, A ·N ' i ' i ;---a1n • • _: .• JY.L . ... -·. :··· 

·· · C. l: . E E: .W A. A VI N 'N R, • · · , ., 
; I ~:; 'l.P wr .. : •• ....-,-;- -.- , ; . ··r .. : - ··i 

_- ~ • • • -~' • - ' « • • • ' ·- ~ • ' • • ' • • ! • . ' . . .• : -~ ) 

This means that doubl'ed letters ii1 ,such ·o. sys-tem may bo ·studied with :a view 
;· : '. . . . . . ' . '·". : '; .• . • : ·.· ~ .. t , . : : . ' . ! :, I l ( ; • ~ 

to· ;i:._dentifying cor.tain f.:r:oquently-uscd words containing the _letter; A, such 
. : ·. .. ; : . ; ' j • .. e: .- : I ~ • '( ~ 

· as ,
1 
Bt\TTAL,J;ON; ART;ILLERY ,. · e.t'c. J. ... ' . , . , .... :. • : ) , " 

. . _. : . ~ ·: I ,. . ; ; : .,.: . . ,; ·; 1 ~ ! 

; 2.• : tr· the un(f~:rscor;0d. lr.epO:titior{· .. id tho· c:aso of, the iH~strutive ·" ..! ' 
' ''.' ' • -·; ·• '" •-· • ' ; · : • , ' ' 1 ' ' I ' , , j ', <' 

... ' ~ :- . . . - . . . . 

mesE3age_E! :is_ 53tudied with this in mind, it mlly be a·ssumed 
" ; 

" 

\ 

to 1 roproson~ 
: ;.·, 

tho ' ,, 
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word ARTILLERY. Thus: 

Key .•. · .• ·• · 
Plain ••.. 
Cipher.~. 

c:;rz 
- vu -

• V v· J L K z·E K U R 
.ARTILLJ£RY. 
VVJLKZEKUR. -- --

Now note that if this ;tentative ident-ification is correct there are. two tell-

tale characteristics in the cipher equivalent. The first is the one already 

pointed out, namoiy, ·that tho 1st letter of tho cipher equivalent is the samE; 

as the cipher letter immediately preceding it. The second characteristic is 

the appearance of the two Kcs at an interval of 3 spaces. (This is, of 

course~ a f~nction of the particular primary components used in this parti-

cular encipherment; but it is desired m(:Jroly to indicate a general principle 

at this point.) Hence, the word ARTILLERY is· idiomorphic in this case. 

Scanning the messages carofully, there will be encountered tho following 

additional sequences which can be asslimod to be tho cipher equivalents of 

ARTILLERY because they are isomorphic with· tlie VVJLKZEKUR sequence. Thus: 

In Message 

In Message 

In Message 

If this is correct, then partinl chains of equivalents in tho primary cipher 

component may be_constructed, by applying principles of indirect symmetry. 

In this case it actually happens that practically tho entire primary cipher 

component may be reconstructed from tho rolntively few datn given by tho 

superimposition of those hypothetical equivalents of tho sin~le word 

ARTILLERY. Let the student confirm tho fact that the following sequence may 

be derived from tho data givon: 2 

1 2 3 4 5 6 7 8' 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
TEZKR.IVF. Q. WG NUSBXJDOL 

2The derivation is, of course, independent of the identity. of the word which. 
the isomorphs represent. 



REF ID:A4146453 

54 - . 

The only missing letters are A, C, __ H, M, P, and Y. By testing the partial 

sequence to see if. it is a decimation of a keyword--mixed sequence, it is 

·found that it is derived from the keyword H'iJ)RAULIG. Thus., while an~~ysis 

of the -relatively scanty individual frequency distributi_ons~ contained in 

·Table 1 would be. extremely difficult, .if not imposs~.?le,. because of the 

pau~ity of data in the d~stributions,_.by applying the valuable tool of indircc~ 

symmetry, s,olution may be achieved _in a ralativr.:;ly short time .• 
( 

f •.. If there isa la~go amount of traffic \in the same. s.et of c~pher 

alphabets, so that .there _is· no difficulty in selecting the cipher equivalent 

of a si-ngle let tor, say ~~,.in oach distrJ_blltior;,l' soltft ion .comas oven more e 
quickly than in thn ·foro,:;oing examr)lc. 

~· The example solved in th6 foregoing subparagraphs offers an impor-

tant lesson to tho student, insofar as it tnachos him that he should. not 

imrnediatel;y: feel disc?~r_§lged when confronted with ~._..E!cblem ;y:ielding only: a 

small quantit;y: of text im9- thc~refo~e afford~ng w~~t seems at first glance to 

be an insufficient quantity of data for solution. For in this example, 

whi+o it is true that thoro are insufficient data for analysis by simple 
' . ' 

principles of frequency, it turned-out that solution was achieved without 

any recourse to tho principles of frequoi:lcy _Ef occurrence·. Hore, tho'D., ·is 

one of those interesting casas of substitution c iphcrs of rather coinplex ·. 

construction which are solvable without any study whatsoever ·of frequency· 

distributions. 
. . ' / ' ' 

Indeed, it will be found to be truo that in more than a few 

instances the solution of quite complicated cipher systems may be nccomplishcri' 

not by the application of the principles of frequency,.but by recourse ·to in-

ductive and de~uctive reasoning based upon other considerations, even though 

the latter mny often appear to· be very tenuous and to rest upon quite flimsy 

supports~ 

• 
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h. Before leaving the subject of a general solution for cipher-text 

auto-keyed cryptograms. a final.riote may be added with regard'to ce:r:tain· 

basic cryptographic phenomena in such cryptograms. In the illustrative 

example in subparagraph~' the auto-keying sequence was offset but' one letter 

to the right of the cipher text because the introduct~ry key consists of but 

a single letter. Obviously, if the initial key consists of 2, 3, 4, ••• 
. ··.-

letters, the subsequent auto-keying sequence will be offset 2, 3, 4, ••• 

letters to the right, respectively. This moans that in studying cryptograms 

of this nature the cryptanalyst .can make trials of frequency distributions 

of the type shmm in Table I (page 51) at various intervaLs, in order to 

ascertain the length of the ·introductory key. Qnly when the proper interval 

is tried will the distribution be monoalphabotic. For example, in the illus-

trative case in subparagraphs .£_ and ~' tho distribution is based upon the 

cipher letter immediately foil owing each appearance '.of" the. coordinate lette.r. 
3 

This interval {1) is correct in that case because tho introductory koy con-

sists of one letter. But suppose the introductory key consisted of 2 letters. 

Then a distribution based upon tho letter immediately-following (;)ach appearance 

of 'the coO.rdinate .letter . would no longer show monoalphabotici ty, since the 

~ interval selected is not correct. In this caso the distribution would have 

to be based upon tho socond letter after each appearance of the coordinate:. let-

terr: and th(m the distribution would show monoalphabetlcity. Likewise, if 

the introductory .key consisted of 3 letters, tho distribution would have to 

be based upon the 3d lottor after each appearance of the·coordinate ·letter, 

and so on. 

i. Another point is of interest in connection with the external 

characteristics of repetitions. ~n cryptograms of this nature, In subparagraph 

3By coordinate letter is meant the letter to the left of the square which is 
actually the key letter, · 
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d certain characteristics wore pointed out as regards the presence of double 

letters in, t~~ .. ciph~r text. It is to be noted that in that case the intra-
. - • .! . . . . . • ~ : ... ' :; • . . . ' 

ductory key co.nsists of but one letter, so that whenovor the letter Ap . 

. occurs in. the plain text there is a double letter in tho cipher text. But 

. '' . . .. ··, ... . .. 
. , CJ 

suppose thE\ introductory key consisted of 2 lette.rs. Now note what happens, 
•' ' I 

using the same, example as in £, but with introductory key XY. 

'l' 

Key •..•.. 
Plain ..•• 
Cipher •.. 

X Y E ·; W C n Y N -
MAN:d'A'T TAN - -
EYliCll:.:CNYR '----' .. '-'-.;,...~ 

It wil.l.b?.s~pn t.h:[lt tho let~cr :Ap_now p~·odu~'es a :r~pct~tion,of t~e pattern 

... ~A,_ wher.~ .. ~. ~nd_ ? /l:ay .. be any _l~)ttcrs. (No+.o 1J\9Vv 'Llld Y'Lf( in the example.) e 
If. -t;hc ,int_roductory key consisted of 3 letters, Uen tho presence of A 
' ' ; .• J •• / • • . • . • • p. 

would produce a repetition of the pattern ABCA, and so on. 
' • : '• • .: , : r'; ' ', -~ : ' , • : : I ~ ', ' •.: • : ; • • j • 

. .J_. . . FinallY., the number o_f t w:es patterns of tho types indicated 

occur in specific cryptograms (.AA, llrllen the introductory key 1e one letter; . . . . ; . . ~ . . . ' . 

) J . 

.ABA, . wl:len it is . 2_ tetter·s ; . .ABCA, whE}n· it is 3 letters, etc • ) , may be used 
··· ..... 

as a basis for ascertaining the "base letter" in encipherrnent, By this is 
• • • •' • • ', • '• ' ,• • r 

meant that' .if .f,or .example' the primary components ,are ~et :so that ek is 

opposite :Ap' (ba~e .. letter is A) and if. the in~roductory key is say 2 letters; e 
then the mll~'t).er ,of times tho pattern .ABA occurs. in the cryptogram corres-

ponds .with .the f:~e~uenc_y of~~. If the cryptogram contains 1000 letters, 

there should then be about 72 occurrences of the pattern 1UBA, since in 1000 
~. . . . . . . . . . \ . - . 

letters_of p],aintoxt there should be about 72 A's. If the'base letter is 
··'·: 

T , then there should be about 90 occurrences., of tho pattern ABA, and so on. 
p 

When the base letter has been ascertained by such a procedure, it is 

immediately possible to _insert the corresponding plain-t~xt letter through

out.the text of. the message •... The distribution. of this le:tter may no.t 9nly 

serve as· a ·check {if no inconsistencies develop) but,~lso in~y lead to the 

assumption of values for other cipher letters. 

·.• 

• 

I 
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26. Special cas~ of solu~ion pf·cipher-text auto-keyed cryptograms. -

'l'Wo message~ 'withi id.€mtical plain texts but different initial keywords 
' ' 

(but of.the saine lehgt~4-). ·can be. sdlved very rapidly-·by ·reconstructing the 

primary componemts. IT'he cry-.frtographic texts :of such messages will be. iso.;. 

·morphic after the: initial keyword portions. ·Note the .two following super;.. 

imposed messages; in which. only a few· identit1es have ·been indicated:.· 

TS'BJS KBN·a·cFHA;~.WJ~1rBN;NS ~.VJRE 
B K ~ 'M J X Y C X B H R P V 0 X M U. V I Y C R .c G I· K · U · T D 

...__ >~ / ...... ~~-
_....._ --

HFPR~ CPCRR E~FMU HRAXC NFDUB ATFQR 
p' R E T N H E .. H T T D P R I W . P T V ·N H 'C R. S W Y V '·J R F T ....___... ......... 

Starling· With·· any pair of superimposed letters. (beginning· wrth. the' ninth}, 

chains of equivalents are constructed: 

- . 
1 2 3 4 5 6 7 8 9 10 ~1 12 13 14 

1... LX N C H P E D S G 
·. ,' 

2 ••• 0 B Y ••• 

3 ••• Q F.~ T J U W M I 

4 ••• A V K! • • • 
: ... 

By in~erpolation, these partial sequences may be uni tod into the keyword 

.sequence: 

H Y D R A U L I C B E F G J K M N 0 P Q S T V W X ( Z} •. 

b. 
·-~ 

The initial koyw~r~s and the plain texts may now be ascertained 

.q':lite easily by deciphering .the messages, using this primary component slid 

against itself. 

~·- The fqregoing solution affo~ds. a clue to the solution of cases in 

which the texts of two or moromossages are not completely identical· but are 

tn part identical because ~hey happep to. ~ave similar beginnings or endings, 

or 9ontain nearly similar information or instructions. The pr.ogress in such 

cases is not so rapid as in the case of messages with wholely .identical texts 

because much care must·bo exorcised in blocking out the isomorphic sequences 

4
Two messages having identical plain texts. and different length keywords can 
also be readily solved, but the procedure is more involved.· · · 
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upon which the. reconstruction. of the primary components will. be based. 

d.. (1) In the foregoing cases, the primary compol!-en~s used to encipher 

the illustrative messages were-identical mixed sequences. If non-identical 

comp·onents are employed, the cryptograms present an interesting case for the 

application of a principle pointed out .in a preceding toxt
5

• 

( 2 )· Suppos~ :that the three messages of Par·. 25b had been encipher
using··a plain component 

ed by /different from the mixed component. Th~ r:;n~ iphorments of the word 

ARTILLERY. vmuld still yield isomorp?-ic soqurmco~,. from which, as has been 

note.d, the. ~ecop.structio~. of the cipher compo~ent can be accomplished. 

(3) Having reconstructed the cipher c.onponont (or an equivalent) 

the latter may bEJ ~1pplied to the cipher tex·~ ana. :.t "dnct;:Jhermont" obtained. 

In this process any sequence of 26 letters may be used af:J the plain component 

and even the normal sequence A., .z may be employed for this purpose. The wcr,~ 

decipherment in the next to the las·t sentence is enclosed by quotation marks 

because the letters thus obtained would not yield plain text, since the real

·or an equi'val~rit plain component has not yet boon found. Such "dec'iphered" 

text may be termed spurious plain text, . But the important thing to note i~ 

that this text is now monoalphabetic and may be· solved by the simple procedur:' 

us~ally emplo;yed in solving a monoalphabotic ci'phor produced by a single e 
mixed alphabet. Thus, a polyalphabotic cipher may be converted to monoalpha-

betic terms and the problem much simplified. In other vJords, here is another 

example of the situations in which· the principle of conversion into 'mono-

alphabetic terms may be applied with gratifying success. It is also an 'oxampl 

of the dictum that the use of two differently-mixed primary components does 

n~t really give much mor~ security than does a mixed component sliding against ~ 

itself or against· the normal sequence. 

5 
Military Cryptanalysis, Part I·, Par. 45. 

, 
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SECTION VII. ·· .. · 

SOLUTION OF AUTO-KEY SYSTEMS; II. 

Preliminary remarks on plain-text auto-keying ................. . 
Solution of plain~text auto-keyed C~Jptograms when the 

introductory koy is a single letter .•..••........••••..••••• 

Paragraph 
27 

28 

]~1echanical solutions .... ~. • .. -· ...... ~ ............. ~ ....... ~.... .. . . . 29 

.27. Preliminary remarks on plain-text auto-keying. - .!!• If the cipher 

alphabets are unknown sequences, plain-text auto-keying gives rise. to cryp

tograms of more intricate character than docs ciphor-toxt·auto-keying, as 

has already been stated. As a CrYptographic principle it is very commonly 

oncciunterod·as a new and remarkable "invention"· of tyros in the cryptographic 

art. It apparently givo's· rise to 'the type of reasoning to which attention 

has been directed once before and which was then shown to· be a popu.lar dolu-

sian· of tho unini tiatod. Tho novice to whom tho auto-key .principle comes as 

· a :brilliant flash of. the imagination sees only tho· apparent impossipili ty of 

penetrating· a ·secret Which enfolds another secret. His· reasoning runs about 

as follows: "In order to road tho cryptogram, tho would-be solver must, of 

e COUrse, first know the key; but tho koy dOGS not beCOIDO known to the WOUld-

·be solver unt·il he has road tho cryptogram and has .thus found the plain text. 

Since this is r~asoning around a circle; the. system :is. indecipherable." How 

unwarranted such reasoning really is.· in this ca·so, and how readily the problem 

is solved, will be demonstrated in tho next fevt paragraphs. 

b. The discussion will, ari usual, be divided into two p~incipal 

cases: .(1) when the cipher alphabets aroknown and, (2) when they are unknovm. 

Under each .c·ase there may bo an. introductory key consisting .·of a single lotto: 

a ·word, ·or a short phrase~·· The single-letter initial key wil],_be treated 

first. . 
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28. Solution of plain-text auto.;.keyed cryptograms when the introduc-

tory key is ·a single .letter. ·- ~· Note' the folJ.owing plain-text auto-keyed 

encipherment of such commonly encountered plain-text words as COMMANDTim, 

BATTALION, and DIVISION, using direct standard alphabets •. 

BATTALION 
(l) B T M T L T W. B 

C 0 -MM ANDING 
( 3 ) Q, A Y M N Q LV T · · 

These characteristics may be noted: 

DIVISION 
(2 ) L D. D A A W B 

CAPTAIN 
ld C·P I T IV .. ' 

(1) The cipher equivalent of A 
y 

is the plain-text letter which 

immediately rrece~les A • (See the twc A 1 s · ~ n BA'.•:":.'t\LION, for l above). 
p 

( 2) A plain-text s.equenco of the geme1:al for·mula ABA yi~lds a 

doublet as the cipher equivalent of tl:e final two' letters. (See IVI 

or IS! in DIVISION,· example ·2 above. ) 

(3) , Every plain-text trigraph having Ap as its central letter 

yields a cipher. equivalent the last two lettors of which are identical 

with tho initial and final letters of tho plain-toxt trigraph_, (See 

MAN in COMMANDING, example 3 above. ) 

·~ 

(4) Every plai_n ... text .tetragraph having A as ·the initial .a+ld tho A . p . .. 

final letter yields a cipher equivalent the 2d and 4.th letters of which 

are identical with the 2d and 3d letters of the plain-text tetragraph, 

respectively. (See APTA in CAPTAIN, example 4 a~ove; also ATTA in 

BATTALION~ example l. ) 

b. (l) From the foregoing charnctoristics and tho fact that a repeti-

tion of a sequence of .!!. plain-text letters will yield n repetition of a 

sequence of n ... l cipher letters, it is obvious that the simplest method of 

solving this type of c iphor is that of tho probable-word~ . Indeed, if the 

system were used for rogulnr traffic it would not be long before the.solution 
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\Jould consist merely in referring to lists of c.ipher equivalents of -common-
-·~ - .., ... 

ly used words (as found from previous messages) and searching throligh . the· 

messages f~r these cipher· ~qui valents •. 

.. · (2) Note how easily tne followingmessago can be.·solved: 

BEC.JI'BTMTL TWBPQ, .AYM.N.Q, HVN.ET .WAALC •.• ...__ .......__.-_____., _./ 

·Seeing the sequence B'IMTLTWB, which is.ori the list of equivalents in.!:, above 

(see. example l) ~ .the word .BATTALION is inserted in proper position.· ·Thus: 

BE"CJI BT"MTL TWBPQ, 
•••• B AT TAL I 0 N ••••• 

With this as a start, the decipherment may procoed forward or backward with 

easo, Thus: 

BE C J I 
E A C H B· 

BTMTL 
AT TAL 

TWBPQ. 
I 0 N C 0 

AYMNQ, 
M M.k·N.D 

HVNET 
E R W I L. 

·'. 

WAALC 
L P L.A'C 

. . . 
·c. The foregoing example is based upon. the so-calledVigenere method 

of enciphermont (6k/c ..;.ei/pi Bpjp = t3c/c) •. If in oncipherment the ·plain-~ 

text letter is sought in ·the. cipher c omponerit, its equivalent taken in the 

plain component.: (Bk/c = 9i/p; Bp/c :: 8cjp) ,. the stops :in solution are :iden

tical, except that the' list of cipher equivalents of probable-words must ·"be 

modified accordingly. For instance, BltTTALION wiil now be enciphered by· 

the sequence . . . . • • •. • • • . • . • . • . . • . • . . . ZTAHLXGZ. 

d. If reversed standard cipher alphabets aro used, the word BATTALION 

will be enciphered by the sequence·; .•... ;. • .......••. • .. ·• ,:, • • • • • . BHATPDUB, 

which also presents idiomorphic characteristics leading to~ the easy recogni-

tion of the· word. 

e. All the foregoing .phenomena are based upon standard 'alphabets, but 

when· mixed cipher components are used and these have beeri: reconstructed,. 

similar observations may be ·recorded and the rosul ts employed in the solu-

tion of additional messages enciphered by tho same components• How messages 
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. enciphered by unknown mixed components may ·be solved will be discussed. · 

presently. At this point it will merely bo notod that repeated plain-:-tcxt 

sequences of~ letters produce repetitions. of-~-1 letters in tho. cipher 

text. Frequently-repented trigraphs and tetragraphs, sue~ as ENT, ING, ION, 

SION, TION, will produce repetitions of digraphs and trigraphs in the cipher 

text, so that, in addition to such.repotitions of long words,as arc commonly 

encountered in military toxt, thoro will b•; plenty of shorter repetitions 

which will yield useful data. :j:nasmuch as the principles underlying the step~:. 

to be followed after the repetitions have been fonnd aro quite similar to. 

those set forth under Pars. 25 and 26, in CJnnoc-i:;ion with cipher-text auto- e 
keying, no example will be necessary at this pain':;. 

29~ Mechanical solutions.--·~· The mothod of solution pointed out in 

the preceding paragraph is basod. upon tho success~·ul application of" the 

probable-word method. But sometimes tho latter.method.fails because the 

commonly-expected words may not be present after all. Hence, other·principles 

and-methods, preferably mechanical in character and not dependent upon assum

ing the presence of any speciftc words may be desirable~ One such .method 

will now be described. Thematter will be presented under separate headings, 

dependent upon tho types of primary components employed • 

.£. The types of prj_mary components may be classified as follows: 

(l) Primary components are identical. 

(a) Both components progress, in the same direction. 

(b) The two compononts progress in opposite directions. ..., 

( 2) Primary c ompononts are d ifferont. 

c. (l) Taking up the case wherein tl:w two i9.entical, primary compo

nents progrE)ss in ·the same direction, assume the following additional: factors 

to be knovm by the. q ryptanalyst: 

.. 
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(a) The primary components aro both normal sequences. 

(b) The enc iphermont ;is bJ7 plain-text auto-keying. 

(c) ']:'he enciphering equations arc: ek/c = eijpi 8pjp :(}c/c• 

(2) A message beginning Q.VGLB 'IPJTF • • • is intercepted; the only 

unknown factor is the initial koylottor. Of course, one could try to deciphm 

the message using each keyletter in_ turn, beginning with A and continuing 

until tho correct keylettor is tried,· whereupon plain text will be obtained, 

But it seems logical to think that all tho 26 possible "decipherments" might 

be derived from tho first one, so that tho process might be much simplified, 

and this is true, o.s will now be shown. Taking tho two c iphor groups under 

consideration, let them be "deciphered" with initial keyletter A: 

Cipher ...................... Q:VGLB'IPJTF 
Dec ipherod 1;vi th key letter A QFBKHC1f"NXI 

The deciphered text is certainly not "plain text." But if one completes 

the sequences initiated by those letters, using tho direct standard sequcn~e 

for the oven columns, the reversed standard for tho odd columns, the plain 

text sequence is seen to reappear on one gene:r-atrix: It is HOSTILE FOR( CE). 

From this it appears that instead of going through t{lo la bar of making 26 

successive trials, which would consume consid·erabio time, all that is noces-

sary is to have a set of strips bearing the normal direct sequence and another 

set bearing the reversed. normal sequence, and to align tho strips, ul te.rnatoly 

direct and reversed, to the·first "decipherment." The plain text will now 

reappear on one ·generatrix of the completion ditigrmri. 
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Initial 
key 

letter Q, V G ,L B T P J T F 

A 
B' 
C. 
I)' 

E, 
F' 
G 
H 
I. 
j· 

K. 
. L 
M 

t"J 

p 
Q, . 
R 
s 

> T 
u 
v 
w 
X 
y 
z 

Q, F B K R C. N W X ,I 
P GALQ.DMXVTJ 
.QHZMPELY.VK 
N I Y N :o F K Z U L 
MJXONGJATM 
LKV1P~.~HIB SN 

.K,LVQ.L.IHCRO. 
. :f:MURK'JGD QP 

, INTSJKPEPQ. 
·~d S T.I i E F 0 ~ ~ .. 
-G P. R U H !,! D .G. N S · 
F Q Q. V 'G N C H M T . 
ERPWFOBILU. 
D S 0 X E P . A J. K. V 
C TN Y D Q Z.K J W 
B U M . Z C R Y L I X~ 

A V L A B S. X M .. H Y 
ZWKBATWNGZ 
YXJCZUVOFA 
X Y I D Y V U P E B 
WZHEXVTTQ.DC 

·.vAGFWXS.RCD. 
UBFGVYRSBE 
TCEAUZQ.TAF 
SDD lTAP.UZG 
RECJSBOVYH 

· Figure 8. 

( 3) The peculi,nr natur0 of the phenomenon ,just observed,. viz, a 

completion diagram with the vertical sequences in adjacent columns,progress- e 
ing in OPJ?.osite directions, those in alternate columns in the S?ffie direction, 

calls for ,nn explanation~ AlthouGh the matter. seems. r~ther InY.Sterious, it 

will.not be hard to understand. First, it is not hard to soe why the lett.ers 

·in column 1 of Fig .• 8 should form the descending sequence QJ>O ••• for these 

letters are merely thc.ones resulting from the successive "decipherment" of 

Q.c by the successive keyletters A,B,C, ••• ,. Now since the "decipherment" 

.obtained from tho lst cipher ietter in any row in Fig. 8 becomes the keylottor 

for "deciphering" the 2nd cipher letter in the some row, it is· apparent that 

as the letters in the lst column progress in a reversed normal (descending) 
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order, the letters in the 2d column rims.! progress in a dir'ect normal (ascend-

ing) order. 
' . .. . . J. . 

The matter may perhaps become more clear if encipherment is 

regarded as a process of addit1?n, and decipherment as a process of subtrac-

tion. 
. •· . ' . . . 

Instead of primary components or a Vigenere square, one may use simple 

arithmetic, assigning numerical values to the letters of the alphabet; begin-

ning with A= 0 and ending with Z : 25. · Thus on tho basis of the pair of 

enciphering equations '3k/c = ~i/p; 3p/c = ec/c' the letter ~ enciphered by 

keyletter Mk with direct primary components yields Tc. But using the follow-

ing numerical values: 

ABCDEFGHIJ K L M·N 0 P Q R STU V W X Y Z 
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

the same result may be obtained thus: ~(Mk) = 7 -t- 12 = 19 = Tc. 

Every time the number 25 is exceeded in the addition, one subtracts 26 from 

it and finds tho letter equivalent for the remainder. In decipherment, tho 

process is one of subtraction. ' For oxamplet 

Tc(Mk) : 19 - 12 = 7 = Hp; Dc(Rk) : 3 - 17 :[(26 + :3)~·17] = 29 - 17 = 12 = r~p• 
. Using this arithmetical equivale'nt of normal siiding-strip encipherment, the 

phenomenon just noted can be set down in tho form of a· diagram which will 

perhaps make the matter clear. 

Q,c ( Ak) 

Vc(~) 

Gc(Fk) 

Lc(~) 

-~v -~~ B T . .P J etc • 
= 16-0 : 16 .: Q -~) Q F ~ K R • • • 

~ 21-16 = 5 = F ~~~ n 1 :6..;5:l.;~~B. ___ J-! I 

= 11-l = 10 = K I 
I I 

1-10 
I I 

I ~ 1 1 

* * * * * * * * * * * * * * * * * * * * * * 
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, Q0 {~) : _16-1 : 15 : P ~ P G A L .Q 

v; (Pk) : 21-15 " 6 : G : rr "' 
Gc{~)_= 6-6= O:A ' 

Lc(J\) = 
Be(~) = 

* * 
Q.c{Cc) = 
"Yc( 0k) •· 

Gc (Hk) = 
L:::(%) -·-
Be(~) ·-· 

11-0 = 11: L 

1-11 = 16 = :Q. 

* * * * * * * ., 

16~2 ::: 14 :c. 0 

21-14 = 7 = lJ 
6-7 = 25 = z 

ll-25 = 12: M 

1-12 - 15 = p 

I I 

I I 

., ., I I I 

* * *•* * *'*,* 
. I I ' 

,· I I I 

~0 HZ M P 

~JrJ 

_j 

* * 

• I·,. 

Note ~ow homologous letters of tho three rows (join~d by vertical dotted 

lines) form alternatelydescending and ascending r:ormal sequences. 

(4) When the method of oncipherment based upon enciphering 
/ 

equ~tion~ s_k/c = ei/p; 8pjc ~$c_lp is used instead of the one based upon 

enciphering equations6 ·k/ = e .1 ; e I = B I , the process indicated above 
. · C l p p p ,C :C.. . . . .. . . . .. . . . . . . . 

is simplified by the fact tha~ no alternation in the direction of the sequence::: 

in the completion diagram is required. For example: 

Ciphe.ro o, o •• ~: ~. o. o .Y H E B P D T B J D 

Deciphered. A.: A o •.• Y ·F J K Z ·c V W F I 
ZGK:tA:bWXGJ 
.AHLMB EXYHK 
BIMNCFYZIL 
CJNODGZAJM 
DKOPEHABKN 

·ELI' Q.FIBC LO 
FMQ.RGJCDMP 
GNRSHKDENQ.> 
H 0· S T I L E F 0 R 

d. (1) In tho foregoing example the primary components were normal 

sequences, but the case of identical mixed components may be handled in a 

' 
similar manner. Note the following example, based upon the following 
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primary component ( w~ich is assumed to have, peen reconstructed from previous 

w<nk): 
.-

:F B P_ Y R G"Q. Z I G S_E H T D J J -~1[ K V A L W N 0 X . 
. -· 

. Message: U S I N L Y Q. E 0 P • • • etc • 
' .~;.. ,- '. . 

( 2) Firf?t, the message is "dec ip,hered" with the initial· key-letter 

A, .. and then a completion diagram is established, usj_ng slidi;fig s~rip~ bear:ing 

the mixed primary component, alternate strips bearing the reversedsequence. 

Note Fig. 9, in which the plain text, HOS'I'ILE 

FOR(CE), reappears or1 a single generatrix.: Note 

also that _wh_ereas in Fig. 8 the odd co.luinns. con-

tain the· primary, sequence in thf;) reversed .. order, ~nd,; 

the even columns contain tho sequence. i,n_ tho 

direct order, .in Fig •. 9.the situEl,tion is .. rovor-.. 

sed: tho.- odd_ c_olumns contain t?e primary 1?0-:

and, 
quence in t~e direct order,/the even columns 

con-tain the s~quence in. the reversed order.-

1~is point is brought to notice to show that it. 

is immaterial whether tho direct order is used 

for odd columns or for even columns; tho al)o~-

nation in direction is all that is required in .. 

this ~ypo of solution. 

o. {l) Thoro i~ next to be considered 

· the case in whic!l tho_ two primary c ompononts ... 
' 

U S I N-L Y Q·E 0 p. 
W D A Y K E L U- I A' 
N. T L P V S W J. G V-
0 H W.~ A GN-D S.K 
XENFLIOTEM 
FSOXW.-Z-XH-HU 
B G X 0 N Q·f.E-T J 
P I E N 0 C • B. S D D 
Y Z B VI X R P G- J T. 
RQ.PLFYYIUH 
C C Y A B P_R· Z M E 
Q R R V·P B·C·Q K S 
z:Y C K Y F.d C V G 
IPc:iMRXZRAI 
G B Z U C 0. I Y L Z 
SFIJ.QNGPWQ 
E ~. G D Z Vl S B If C 
H o·s TILE F 0 R 
TNEHGAHXXY 
D W HE S V T a·F P 
JLTSEKDNBP 
U~_D GHM.JWPF 
MVJITUULYX 
KKU.ZDJMARO 

.. _ V M_ M Q I. D K V C N 
-· A U K C U T V K Q W 

L J.V. R M.H A,M Z L 

.. .liJ,i!T~iJ,t 
Figure 9. 

progress in 'opposite dirractions [Par •. ?9.£(l)(b))._ ,Here ~sa message, knovm 

to have been enciphered by reversed standard alphabets, plain-text auto-

keying having boon followed: 

XTVJZLXHZRX 
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X' T V{ Z .L:X H Z R X (2 )'. The procedure in this· ca:se is exactly 
CJNODGZAJM 
D K OPE-H A B K N the same as before, except that it is not necessary 
ELPQFIBCJ;.O 
F M Q, R G J c :0 M P 'to have -~ny -~lternat.ion in d'irection-of the comple-
GNRSHKDENQ 
H o s T. I L E F 0 :Et tion 'sequ'~nces, which ·may be eithe~ that of the 
I P T U. J _H. F G P S 
J Q U v·K IJ G H 11. T, ... plain. cc)mp:O"nent or th€/ ·cipher component.· Note the 
KRVT'-TLOHIRU 

'L S \;l j( 1f P i' J' S V - solut-ion in·· Fig. ]..0 •. Lot' the student ~scertain why 
MTXYN0,JKTW 

. N u·y /z·o 'R K i u X the altor·nn:tion .ill clirection of· th'e completion 
OVZAPSLMVY 
P W A:B JY T·-M N Vl z· soquonces is· not necessary in this case." 
Q x;: If G'I,t u· N a·_-x A_ 
R.Y c D s~v. o_·p_y B· (3)' ·rD. the fo1·ogoi:lg ·cr.ise thc-~lphabo~~-wore 
S z-- D E T W'P o· Z C A 
T··A E.FUX n·iA.D rovor.sed"sf~1~d·ard,.prodw~-.~d.by· the sliding of t:he · -u ·B.F ci·v:y :R s B. Ji· 
V:. C G H vi· Z S T' c F: normal seqti:ence against Hs 'reverse~ · But the under-
w·ti:~ I:i·A ~ U D G: 
x· E ·I J 'Y B · U V E H lying princ'iplc ·of solut'ion is' the ·same ·even if a 
Y.F J·K z·a··v VI F I. 
z G K LA D'VT·X G'J mixed' sequence' 'were used instead of the noriilai; so 
A Hi M'B'E·X Y'H K 
B I ·:r..(N c :F Y: z r:· L. long as tho' sequence is known, ·tho >procedure to be· 

. Flgure io~ followed 'is· 'exactly the' same as demons'trated in sub-

paragraphs ( 1·). ~n~ ( 2) hereof! Note . the following s olut.ion :' . 
. , ' 

Message: .• _· •. · •• : ••• : •• ~ V D D ri· C T s· .E P A 

Plain c ompo~ont· .:· ~. ~. :~ F B P Y R C Q, Z I G S E H T D J U l.I K V A L V/ N 0 X 
Cipher component •• '. X 0 N VT L·. A V K M U J D T H E S G I Z Q C If Y P B F · 

• . ,· r . . ~ . ~, ' 

Note here''that ~:he primary mtxod SCCJ.1.ionco. is used for tho comph;tion .sequence 

and· that. tho plF.iin text, HOSTILE FOR( CE), comes out on one· generatriX~ · :tt· is 
,,. 

immaterial whether the diroct or rove;rsed mixed: component is used for. the 

completion sequence, so long as all tho sequences :ln. tho diagram progress ... 

in the. same direction. '(See .. Fig;, 11.) 

.< 
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' · · ···· y :n D N C T S E P A · 
ZVC IYU~LVX 
.I A Q, G R :M Z W A F 
.G L Z S C K I N L B 
SWIEQ.VGOWP 

.E N G H Z A S X N Y 
H 6 S T I L E F 0 R* 
TXEDGWHBXC 
DFHJSNTPFQ. 
'J .B T U E 0 D Y B Z 
UPD~HXJRPI 

MYJKTFUCYG 
K R U V DB M QR S 
VCMAJPKZCE 
AQ,KLUYVIQ,H 
.L ·z. V W M R A G Z T 
.w I A N K C L S I D 
NGLOVQ,WEGJ 
0 S W X A z·N H S U 
XENFLIOTEM 
':F .H 0 B W G X, D H K 
B :T X P N S F J T V 
PDFYOEBUDA 
YJBRXHPMJL 
RUPC·FTYKUW 
·c i1 Y Q. B n R v M N 
Q.KRZPJCAKO 
ZVCIYUQ.LVX : : .. · - . n·. ~ 

!· ( 1) There rema':lns now to be (:' ons ide red only the case . in' which the 

two components a.re different mixed sequences~ Let the ~'/0 p~:i.mary ·~ompori~nts 

be as follows: 

Plain .•.• A B C .D ;E..J? G H I. J K L M N 0 P Q R S T U V. W X Y Z 
C lpher. • • F B P ·y R. C Q, Z I G S .E H T D J U M K V A f.w N 0 X 

and the ~ess~g~: 
. I., 

:c F U Y L VXUDJ 

. ' 
ixi'i tiai' keyletter, say A·, and complete the plairi 'comporioilt 's-equence- in tliD . 

. . , 

.: '·' 

·, ,j' 



Cipher ••• 
Plain •••• 

CFUYLVXUDJ 
LFQ,XWXAWSF 
M. 

N 
0 
p 
Q, 
R 
s 
T 
u 
v 
w 
X 
y 
z 
A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
K 

Figure 12a. 

··: 
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~·. 

CFUYLVXUDJ 
LFQ.XVlXAWSE 
MJ 
ND 
6 c 
PY 
Q.U 
K VI 
B Q. 
TH 
UK 
VH 
VJ E 
X B 
YX 
Z T 
AG 
B Z 
C \T 

DH 
EP 
FA 
'GH 
.HO 
.IS 
J L 
K I 

Figure 12b 

Now prepare a strip bearing the cipher e_omponent ~sec'!., and set it below 

. the plain .component so that Fp =. Lc, a sett.ing gi_vep. by the 1st two letters 

of the spurious. "plain text" recover~d~ Thus: 

Blain •••• A B C D E F G H I J K L M N 0 P Q, R S T U V W X Y Z 
Cipher .• ~ F X 0 N W L A V K M U J D T H E S G I Z Q C R Y P B. 

(3) ~ow opposite e'ach lett~r of 'the c~mpletion sequence .-iri: 

column 1, write its plain-component equivalent, as givon by_ the juxtapos.ed 

sequences above. This gives what is shown in Fig. 12b. 1~en reset the two 

sequences (reversed cipher component and the plain component) so that 
~ . ' • I ' • ·.. ' ' ,, ' . • ; : . , ; 

. . 
Qp. = F0 (to correspond w~th the 2d and 3d letters of the spurious plain_ text); 

write down the plain-component equivalents of tho let:ters in column 2, form-
• I • . ' I ·' . . ' . ·~ ... 

ing column.3~. Continue this process, scanning the generatrices from time 

to tin:le, resetting the two components and finding equivalents from column to 

., 
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column, until it becomes evident on what genera-

trix the plain text is reappearing. In Fig. 12c 

it is seen that the plain text generatrix is tho 

one beginning HOST, and from this point on tho 

solution may be obtained directly, by using tho 
.... ; :_, 

two primary components. 
·~ .. 

( 4) Vlhen the plain c omponGnt is also 

a mixed sequence (and different from the cip:h.~r 
.. . . . . 

compon~nt), the proced~ro is identical with' thtit 

outlined in s ubpa.ragraphs ( 1)- ( 3) above. The 

fact. that the plain component in the preceding 

case is the normal sequence is of no particular 

significance in tho solution, for it nets as a 
. . ~-'. . . . -

mixed sequence would net under similar circum-

stances. To demonstrate, suppose the two follow-
. /:, . 

C F U Y L V X U D ·;r 
L F 9e X VJ X A W s· E . 
M J' B C 
NDCY 
0 C L I 
PYNG 
Q.UAJ' 
R VT UN 
S ·Q. K L 
TNTQ, 
UKYA 
VHES 
1N E F D 
XBPB 
YXRZ 
ZTDP 
AEHR 
B Z J' 0 
CVXE 
DMZ W 
EPOF 
FAWH 
GRMM 
H 0 S T * 
IS G 
J' LV. 
K I I 

Figure 12c • 

ing components were used in onciphermont of tho message below: 

Plain •••• W B V I G X L H Y A J' Z M N F 0 R P E Q. D S C T K U 
Giphe:r •••. F.BP~Y RC'_Q; Z_ I G S E H T DJ UH K VAL W N O.X·. 

'Me's snge. . . . B B v z u n Q. x ;r n ... 

To solve the message, "decipher" t'1.o text.with_any_arbitrarily selected. 

initialkeylQttor nnd proccod exactly as in subpn:ragrnphs (2) and (3) above. 

Thus: Cipher ••••••..•.. · B B V Z U D 0, X J' D · . 
"Plain" ((lk:X) •..• V Y R I Y Z E F 0 R 

Note the completion diagram in Fig. 13 (page 72), v1hich shows the word 

HOST •• ~ very soon in the process. From this point on the solution may be 

obtained directly, by using the two primary components • 
. ,. 



BBVZUDQ,XJD 
VYRIYZEFOR 
I Q N J 
G E'Y G 
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(1) Another "mechanical" solution for the 

foregoing cases will now be described because it 

xvwz presents rather intaresting cryptanalytic sidelights. 
LLKO 
H 0 S T * 
YKB 
AHH 
JMV 
ZDX 
M J G 
NGJ 
F BE 

Take the message R E F E R E N C E H I S 

PREFERENCE IN RE:F'ERENCE 

B 0 0 K S .AJ.1D HEFI~RENCE CHARTS ...... 

t.llid encipher it by plain-text auto-key, with : 

0 I Z normal direct primary components, initial key setting 
R T L 
P U I 
E R 0 
Q.SA 
D N C 
s p p 
C C F 
TFQ, 
KAU 
UZM 
WXD 

Figure 13. 

1 

AP = G
0

• ·Then note the unde~scored ~epeti tions: 

REFERENCE HIS PRE F ERE N C ~-IN 
X V J J V V R P G._ L P A H G V J _J V Y R P G M V 

REFERENCEBOOKSANDREFERENCE 
EVJJVVRPGFPCYCSNQUVJJVVRPG 

CHARTS 
GJHYKL 

Now suppose the message has been intercepted and is t0 

be solved. Tho only unknown factor will be asiJumod to bo tho initial. keylette1· .. 

Lot the message be "dec ipherod" by means of any initial kcyletter, s[l.y A, and 

then note the underscored repetitions in the spurious plain toxt •. 

Cipher ••• .- ••••• 
''Plain text" ••• 

X V J J V V R P G L P A H G V, J. · J v· V R P G M V. E V J · J V 
XYLYXYTWKBOMVLKZKLKHIYOHXYLYX 

VRPGFPCYCSNQUVJJVVRPGGJHYKL 
YTWKVUIQ,MGHJLKZKLKHIYIBGSST 

The original four 8-lottor repetitions now turn out to be two different sets 

of 9-letter repetitions, which seems rather peculiar. But now "let the spurious 

plain text with its real plain text, and the cipher text, be transcribed as 

.though one wore dealing with a perlodic cipher involving tvm alphabets, as 

shown herewith. It will horo be soon that tho letters in column 1 are mono-. 

alphabetic, and so arc those in column_2. In other words, an auto~key cipher, 



\ 

REF ID:A4146453 
- 73 ..:. 

which is commonly regarded as a polyRlpha~ 1-2 1-2 

betic, aperiodic cipher, h~s been converted l ·' -R-.E' EF 

into, a: 2:-a:lphabet, periodic cipher, tho indi- ~x Y K Z 

vidual alphabo.ts of. which arc now monoalphn:.:. FE ·E R 

betic in·. natu:vo. Tho t~•ro repotH_ions· of ·L y KL 

X Y L Y X Y T W K ,represent encipherments RE 'EN 

of the word RiWERENCE, in alphabets 1-2- XY KH 

1-2-1-2:-~-~:-1.; the two repe~itio!-ls of N C c E 

L K Z K L K H I Y likewise represent en- TW I y 

ciphermcnts of the same word but in alpha- E H I N 
. ! .• 

bets 2-1-2-1-2-1-2-1-2. K B 0 H 

(2) L'ltor on it will bo seen how I s RE 

this method of converting an auto-key cip~er 0 M XY 
' ' .: : 

into a periodic c iphor may be applied to the 
t· ': 

p R FE 

case where an introductory keyword is used VL LY 

1-2 1-2 

RE E·- F 

XY K Z 

N 'c' . E R 

• T ·vr 'K L 

E B E.N 

KV KH 

0 0 c E 

u I IY 

KS c H 
' . 

Q.M I B 

AN AR 

GH G_S 

DH T r< 

·' 

J' L s 1.' 

as tho initial keying element instead of a single lctte_r, as in tho present 
.. 

oaee. At this point let the student try to figure out for himself the ba:;;_is 

for the phenomena demonstrated above. A hint will be found be referring to 

e the case described under c under this paragraph., 

h. (1) _In tho foregoing case the primary compononts wore identical 

normal sequences progressing in the same direction. If they w~re mixed 

sequences the phenomena observed above would still hold true, and so lon~ as 

the sequences are known, the indicated me~hod of s elution In<'ly be. applied. 

(2) When the two primary compo!lents m·e. known but differently . . . . . . . . 

mixed sequences, this method of solution is too involved t() be practical. It 
.; ·.· .... :.. . . ' 

is moro practicable to try successive initial keylctters; noting the plain t~xt 

each time and resetting the strips until tho correet setting has bee.n at;~certain-
.. . . . ---~ :~:, .. .: . . . . ··.: 

•• ·' >t.,.( 

. ad, as will be evidenced by obtaining intelligible plain text. 



REF ln:A4146453 
- '14 -· 

SECTION VIII. 

·. SOLUTION OF .AIJTO-Kll;Y SYSTEMS, III. 

Paragraph 
Solution of plain-text auto-keyed cryptogr~~ when the 

introductory key is a word or phrase ······················~· 30 
Subsequent steps after determining the J.:ength of the 

introductory key ........... ~ ...... · ..... •··•···· ............... _. .. 31 
Conversion of foregoing aperiodic ciphor in~o periodic form... 32 
Concluding remarks on auto-key systems •.. • • . •. .. . • . . . . • • . • • • • . . • • 33 

30. Solution of plain-text auto-keyed cryptograms when the introductory 

key is a word or phrase. - ~· In the foregoing discussion of plain-text 

auto-keying, the introductory koy was assumed to consist of a single letter, 

so that thesubsequent l<::eylettors are displaced one letter to the right with e 
respect to the text of tho message i-tself. But sometimes .a word or phrase 

may serve this function, in which case the subsequent key is displaced as 

many letters to the right of the initial plain-text letter of the message as 

there arc letters in the initial key. This will not, ns a rule, interfere in 

any way with the application of the principles of solution set forth in Par. 28 

to that part of the cryptogram subsequent to the introductory key, and a solu-

tion by the probable-word method and the study of ~epetitions can be reached. 

Bowever, it may happen that trial of this method is not successful in certain 

cryptograms because of the paucity of repetitions, or because of failure to 

find· a probable word· in the text. When tho ciphor alphabets are knovm there· 

is another point of attack 'which is useful and interesting. The method consists 
. . . 

in finding the. length of the introductory koy nnd then solving by frequency 

principles.· Just how this is accomplished will now be explained. 

b. Suppose that the introductory k0yword is HORSECHESNUT, that the 

.. · 
' plain-text message is ns below, and that identical· primary components 

progressing in the sam~ direction are used to encipher the message, by encipher

equ~tiQ~ 6 k/c ; ·fbi/pl -6pjp : 9 c/c~ Let the components .'Pe· the normal sequence. 



~ 
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15.'16 17-.18 19 20 ~1 22 23 24 25 26 
Key •. .:. •• H 0 R S E. C HE S T N UT M y L E F .. T F L A. N K I s 

' Plain •• M Y LEFT F LA N K I s R E c E I.V I:,~ G H E A v 
Cipher. T M C W J V M P S G X c L D c N I N 0 N y. G u 0 I N 

Key~~~.R E C E IV !N G H E A v y A R T I L L E R y F I R 
Plain •• Y .A R T I. L .L :E; R y F I R E E N E M .Y I s M .A s s I 
Cipher~P ETX\rGTRX F J I M c E .E X u J T "W D y X A z 

Key ••• ~E E N. E M Y. I S M A s s ·r N G 'l' R 0 0 p s T 0 L E F 
Plain.~N G T R.O.O P ~ ~. 0 L E F .. T F R 0 N T A N D c 0 .N. c 
Cipl:ier.R K. a·v· A MX K F 0 D w N G L K F B H p F w Q. z R H 

Key.; •• T'i RQ N.T ~ ~ D c 0 N c E N T R· A. T I N G A. R T I 
Plain •• E NT RAT ING A R T I '~ .L .E. R y 'l' H E R E, .X Vl I 
Cipher.X S K F N'M I A J c F' G K p y X I y M p R x :E 0 p Q. 

Key •••• L L E RYTHER E X w I L L N E E D c 0 N s I D E 
Plain •• L L NEED C 0 N s I .D. E, R A, I? L E R E I N F 0 n c 

~iphe7.w w R v c w J s E w F z 1l 0 L 0 p I u G w .A X w u G 

Key •••• R·A B L ERE IN .F, 0. R c E 'M E N T s T 0 M A r: .N• T 
Plain •• E M E N T S T 0 M A I N' T A. T N M y p 0 s I T I 0 N .... 
Cipher.V M F Y X J X W Z F w E v E u R <'7 R H H G u T Q B G LJ 

It will now be noted that since the introductory'key contains 13 letters 

the 14th letter.of the message is:encipherod by; the lst letter of . .the plain . ' ' . ' 

text, ~ho 15th by tho 2d, and· so on. Likewise, the ·27th letter i.s .encipher-

ed by tho 14th,. the 28th by th~ 15th, and E:o· on. Hence, if .the lst ,cip~er 

letter is .deciphered, this. will g i vo tho _key f. or deciphering -the 14~h, the 

latter. will give the .key for the 27th, and so on. An i.ffiportant step. in . . . . . . . ~- . . ~ . ' . . . . . 

the :so:J..ut ion of a message of., this kind vm.uld tlwrofor.o involve a,l?certainiilg .. •' . .. . . .. . .. 

the length of tho. introductory lc.oy. This. step will now bo explained •. 

c. S~nce tho plain text _itself qonsti tutes the ·koylotters in this 

syt;tem (after tho introductory key), these keylettors will .. occur with their 
'j: -:.:.... . . : .. . . . ' 

. normal frequonc ios, and this moans thnt there will be. 11k"l.ny occurrences of 
\ •• • • ;•' •:·.: • : ' ' ' f • ' • • 

. E, T~, 0,; A~. N~ I, ,.H, S'enc.i:phorod by\:; there will be many occurrences 

of tl:J..~s.~,L~amE3 :higJ:-froque:z:cy: letters enciphei:ed by Tk, by Ok, by A}c, and 

- so .. ·on •. In fact, the number of times ·each of. these c ombinatj,o_ns will OCC\lr 
. . . ' :··. . 

znay be ·calculated statistically •. VJith the oncipherin~ conditions set forth 
. " ~· . 
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1 under b above E enciphered by Tk, for.example, will yield the same cipher . - . p 

equtvniEmt· ns Tp one iphered by ~; in other words two one iphormonts of any 

pnir of letters of which either may servo us the key for enciphering .the other 

must yield the same cipher resultant. It is the C~Jptographic effect of these 

two phenomena working together which permits of ascertaining ~he length of 

the introductory key in such a case •. For every time; a· gi~.ren ~otter., BP' occur.s:·. 

in the plain. ~e?Ct it_ will occur !!;,letters later u.s a keylotter,$k' and.!!. in,". 

this case -equal~ the :length of tho introductory key~ Note the followin'g 

illustration: 

( 1) Key •.••.• 
(2) Plain ••.• 
(3) Cipher ••• 

1 2 3 4 5 6 ? . s 9 10 11 12 13 1 2 . 3 4 5 6 ? e 9 10 1]; u~ 13 
H 0 R S . E C H E. S T N U T '1' 

T E~ . . ' . . .• X. 

1 2 3 4' 5 6 7 8 9 
E 
T . . '• 
X . 

Here it will be noted thnt EP in line (2) hns·n TP on, either side of it,.at··'a 

distance ·of 13 intervals; tho t:frst enciphermont· (Ep by _Tk) yields tpo same · ·" 

equivalent (Xc) as the second · enc ipherment ( TP by Ek). Ttvo c.i:Pher letters· :;re .. 

·hare identical~· nt an interval equ.<J.l to tlw length of the introducto17 _koy. But 

·.1 .. 

.. -~ ~ ; 

-~ . ' 

. ! !. ~ 

-~ 

·'~'.·' 

the convers·e is not true; that. is, not every pni:i:· of idcr{ticul letters in the 4l . 
cipher text represents a case of this· type. :For iri this system id<'mtity in 

two cipher letters may be the result of tho following three conditions each 

havin~ a statistically nscertdnnble proba.bility of occurrence:' 

(1) ·A given plain-teXt letter is· criciphorod by the s~e key letter 

·tvro different times, at an interval which is purely n<fcidontal; 

. the c iphor oquivalerits arc identical but' could· not· be' used to 

' give any information about the length of the introductor'y key. 

lrt is important to note 
and progress in the same 
ing is inapplicable. -

' that the two components must be identical sequen~es 
direction. If this fs not the case, the entire reason-
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( 2) Two different plain-text letters nrc enciphered by two 

different keyletters; the cipher equivalents are fortu1.- · . ·:. 

tously identical. :,~ 

(3) A given plain-text letter is enciphered by a ~:iveri:' ·key letter 

and later on the same plain-text letter serves to_ e~-c ipher 

' 
another plain-text letter which is identical with the first 

key letter; the cipher equivalents are causally identical·. 

It can be proved that the probability for identities of the third type is . . 

greater than that for identities of either or both 1st and 2d types for that 

interval which corresponds with the le_ngth of tho introductory key; that is, 

if a tabulation is made of the intervals between identical letters in such a 

system as tho one being s tudL;d, tho interval which occurs most frequently 

should coincide with the length of the introductory key. The demonstration 

of the mathematical basis for this fact is beyond the scopo of the present .· 

text; but a practical demonstration will be convincing. 

d. Let the illustrati vo message be transcribed in lines of say 11,- 12, 

and 13 letters, as in· Fig. 14 • 

.... 1 2 3 ~ 5 6 7 8 9 10 ll. ·r 1 2 3 4 5 6 7 s 9 JD 1112 
T M C W J V M P S G X r T M (6)W J V M P S (G) X C 

12 3 4 56 7 8 910lll2]3 

T M C W J V M'P S G X®L 
DCN NONYGUOIN CLDCNINONYG LD~NINONY~UO 

U 0 IN PET X Q G T I'NP E T X Q G T R X F 
RXFJIMCEEXU JIMCEEXUJTWD 
JTWDYXAZRK~ YXAZRKGVAMXK 
VAMXKFODWN~ ~ODWNGLKFBHP 
L. K F B H P F W Q Z R \EJW Q Z R H X S K F N M 
HXSKFNMIAJC IAJCFGKPYXIY 
F'G KSY xI Y M P R M P R xtE\o p Q w w R v 
XEO QWWRVCW CWJSWWFZMCLO 
J. iS E W F Z M C L 0 P P I U G W A X W U G(v\M 
IUGWAXWUGVM FYXJXWZFWEWE 

. FYXJXWZFWEV URZRHHGUTQBG 
EURZRHHGUTQ 
B G 

b 

Figure 14. 

PtE\T~Q G/T)R-X F·J I M 
cWElilu J\:IJW D Y X A Z 

RK~. AM X K F ·0 D W N 
GL FBHPFWQZRH 
XS N!fi\IAJCFGK 
P Y X I YlMJP, . R X E 0 P Q 
W W R V C W J -S E W F Z M 
C L. 0 P I U GtW'A xtW\u G 
V M F Y X J x'v;ljz F~Jl}E-V 
EURZRHHGUTQBG 

c 
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:±n each,transo:iption, ':/lv~ry; pai·r'l··of.;;.ghperimposed letters' is note·d and the 
. ~ .. : : '"~l . ··:· . ' ~· ;_: ! / ~;_'·:> . J • • ••• ". •• : -. ' :· •• •• •• ,. : ' • • •• 

number of ident-itJes' fS' indic'ated by ·ringing the letters involved, .as· shown 
. . -:.: i·;·; -J~~-:;~: .\/'. . :: :t . 

above. The/ti\.l1!l'by~'J.8f identities fdf~ an assumed intpo.quc.tory: ... ~~Y length 13 
• ,' / .. = ~Jlr::·:-:~~,·~-- . . · ·8. 

is 9) a~ ... qgain~jf~· f0r the ?'ssuinption of a key of 11 li3t.t:ers~ and 5 for 

:;;-;~ ;.~·s·~~R~~j§~.- a._k:ef'~ o~ i~ iatpH~s. 
.. ·· •;~ .. ;--<·Ono~ htt'Ving fo~d tho 1·~~gth oi the; irlt'rddU:ctory~·key, . two lines. Of 

··. ---·#:::: -~:(:_::~-:;~/..... . . . . '·:-. .;:·;.. '' 

,..- -:,. ~- ... ; .. ·a~~t'&ek: &'rei 'poesiblo: th~ oomposi t i~ll ~f the' ~~y~ may b'e' st~&i:i~d·~ :w:tlich:wni· . 
... .... ··.. ./·' . i; .·. '. . -~· ~! •• : • ~- • 

., 
•\' 

:· 

··-:. 

··~i,e,.~d ·~~ffioi~~t :plaJn text to ~9t fi ~tart toward sol~tio~ri):>~~ tl:l~ .. ~ess.age 
~.~ be, ;~~~oe.~ to. ~.Gr4.¢..0;~~ 1i~rms and sol.vod fitJ a ;ropeat~~~~~ey;·_.:bii:i~:·~~:,, ,n(e 

f1~S·~;\in~ of. ll~~ac,k ~il~ b(3 :~~s.~~S,t30.4 first, lt beifig eertstant·~;~~'r,~~:"f~ e 
. ••• • • • •• • ;. • ; . '~;~· • ........... ' • -·· ~~-,1-.. 1"--.,: 

~,nind in ~hi~· ·p~~a~ral,m that tho onhre discqs~~pp. is based tijj@n the ass·ump:tl:on 

that ~h~ ''a·i~h~~ -~iphab~td ~~a· :kn~wt: ~~ph~~~~~. !£he ill\l~~tntlV@. M~stt~~ ·o·r::'"bi::::~, ., 
l t . ' ' ,), L·,. • 1, !J,'!1: .. •' .,. '• , I ' .. ~~·:·•. :·, 

above wiil bo' us~d. ,. . . ' . . . 
·.•. 

~;-· St1l:>s~qucilt st~l)§ .af.H~ 4e~e~~~{rt,g.~h~ le~~~h, o·~ th~ itftroducto!t# 
'r 

feY. - a. A.Ss~e tha11 the fit'st t,ettJer ~r· thm ~ntrqq~btbry. kc1.,'l~ .A ~hd · 

decip~e·r ·the +~t ··a.~ph~t ietter 'rq ('#fth dire'ct ~t~4~;i:d ~l,.pho:bet~')~ · ~his 
. -. :: . .. y. < .. -.• • .. ' ..• ,_. ' . . . . • • 

lf~~'llif3 Tp ·af.td 't+te latter 'bee om~~ yll~ keyletter r: <?:P tn~ l4~l.i letter of the 
.\ ' • . • ' •• ' : f • ~ 

IJl~E!Ii'P.ge. ~ha f.~th letter is deciP,he:ped:.·Dc(Tk) ~ Kp; tb,e ~atter 1:>ec.emes the 
. . ' '! . . . • ' . . . \i; .. . • . • 

~ey+et.ter :fol" the 2?th letter and so Q;i, down th~. e:rrH:rP first colunirl. of the 
' ·, . . ' ' ' . '· ' ., .•1\•' .• 

. . . 

~d 't~ing B as the. initial keyl~t.ter;': 1\f.en c,. and so .Qn, 
' ,· :~r-· ;' ¥ 

~a message as it 

npp~p.;rs for the first three t:r;ials (o.fcrumir~g A, B~ 'J;P,~n C as the initiai key-
... .·. ~· .... l? ... }~· : :. . . . t •• ·~- ,\ 

·1~-t;t,~f) i,s :13·1+o~ ill F!g.· 15!. (page ~9,~f 
' ~· ·, 

I.: 
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1 2 3 4 5 6 7 8 9 10 11 12 13 
T M C Vl J V M P S. G X C L 
T 

1 2 3 4 5 6 7 8 9 10 11 12 13 
T M C YJ.:J V M P S G X. C L 
s 

D' 
K 
p 
F 
.c 
x· 
R 
u 
G 
M 
X 
L 
p 

E 
w 
s 

·c 
K. 
v 
L 
E 
T 

(n) 

D 
L 

.. ,.P 
E 
C· 
y 
R 
T 
G 
N 
X 
K 
p 
F .. 
v; 
R 
c 
L 
v 
K 
E 
u 

.. ' .. . 

(b) 
lst Coluinn of Fig. 14(c) 
"deciphered" with initial 
8k :· A. 

1st COlllJ1lll of :F'ig. 14( c) 
"deciphered" with initial· 
ek =.B. 

Note: In each column 
of the diagram the 
odd letters are the 
cipher letters in the 
corresponding column 
of Fig• 14c; the even. 
letters in-the column 
are. decipherments. of.· 
the odd letters, by 
the keyletter shown 
at the bottom of the 
diagram. ·(See· Par. 

. 3la.) 

1 2 3 4 5 6 '7 8 9 10 11 u: 13 
T M C Vl J V Iii P S G X C L 
R-
D 
M 
p 
D 
c 
z 
R 
s 

.G 
0 

.x 
J 
p 
G 
w 
Q. 
c 
M 
V (c) 
J. lst Column·of Fig. 14(c)"d~ciphered" 
E withSk =c. 
v 

Figure 15. 
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b Inspection of the results of these three trials soon shows that 
/ 

the entire series of 26 trials need not be made,. for the results can be obtain-

ed from the very first trial •. This may be shovm graphically by superimposing 

merely the results of the first three trials horizontally. Thus: 

Cipher Let~ers of Col. 1 - Fig. 15 -
A
B -

TDPCRGXPWCVE 
TKFXUMLESKLT 
SLEY'I'NKFRLKU 
RMDZSOJGQ.MJV 

.\ 

Key Letters C 
D -
E -

Figure 16. 

T J, 1 1 T 1 i j, 1 t 1 t 

c. It will be noted that the vertical sequences in adjacent columns 

proceed in opposite directions, whereas those in alternate columns proceed in 
l 
~he same direction. The explanation-for this alternation in progression is 

l 

the same as in the previous case wherein this phenomenon was encountered 

1'. D ll C R. G: l P W c V. E 
TKFXUMLESKLT 
SLEYTNKFRLKU 
RMDZSOJGQ.MJV 
Q,NCARPIHPNIW 
POBBQ,Q.HIOOHX 
OPACPKGJNPGY 
NQ.ZDOSFKMQ.FZ 
MRYENTELLREA* 
LSXFMUDMK·SDB 
KTWGLVCNJTCC 
JUVHKWBOIUBD 
IVUIJXAPHVAE 
HWTJIYZQGWZF 
f-XSKHZYRFXYG 
FYRLGAXSEYXH 
EZQ,MFBWTDZWI 
DAPNECVUCAVJ 
QBOODDUVBBUK 
BCNPCETWACTL 
ADMQBFSXZDSM 
ZELRAGRYYERN 
YFKSZHQZXFQO 
XGJTYIPAWGPP 
WHIUXJOBVHOQ. 
IV' I H v w K N c u I N'R 
p J G VJ V L M D T J M S 

Figure 17. 

(Par. 29.£.( 2)), and the sequences in Fig. 16 may 

now be completed very quickly. The diagram be-

comes as shovm in Fig. 17. 

~· One of the horizontal lines or genera-

trices of Fig. 17 is the correct one; that is, it 

contains the actual plain-text equivalents of 

the lst, 14th, 27th, ••• letters of the message. 

.The correct generatrix can be. selected .by mere 

ocular examination, as is here poss~ble_ (see 

generatrix marked by asterisk in Fig. 17)~ or it 

may .be selected by a frequency test, assigning 

weights to each letter according to its normal 

plain-text frequency.· (See Par. 14f of Military 

Cryptanalysis, Part II. ) 
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e. Identical procedure is foll01imd with respect to column 2, 3, 4, 

of Fig. 14.£_, with the result that ,the initial keyword HORSECHF.STNUT is rccon-

structed and the whole message may be now deciphered quite readily. 

32. Conversion of foregoing aperiodic cipher into periodic form. - a. 

In Par. 30.£. ·i-t;. was stated that an aperiodic .Gipher. of th~ __ foregoing t-ype may 
:· .. ~ ' 

t,:~ 

be reduced to periodic. terms ahd. solved as. though it were a repeating-key 

cipher, provided the primary components are known sequences. The basis of 
. . 

·the method lies in the ·phenomena noted in Par. 29 •. An· example will be given. 

b. Let the c ipher:.text of t~:;: mossn.ge. of Pa·r •. 36b7.be set down again, 

as in Fig. 14o: 

l 2 3 4 5 6 7 8 9 io li 12--13 
TM c VI .J. V M P S G. X c L 
D c N I NO NYG u 0 I N 
PE TX~ G T.R X· F· J r· M 
c E EXU J TVlD y X A z 
RK G.V A hi XK F 0 D VI N 
GLD F BHP F V·i ~ z R H 
Y·S K FN.M I A J c F G K. 
PYX IYMP EX E 0 p Q, 
WWRVCWJ S E VI :F z H· 
c L OP IUGWA X VJ u G 
V:MF-YX JXW z F VI E v (,; . l, .. 

EU RZRHHGU T Q, B G 

Using direct standard alphabets (Vigencre :inothod), "decipher" the second line ,, 
-

by means of the first line, thn.t is, taking the letters of the second line 

as cipher text, those. of the first line as keyl·3tters. Then usc the thus-· 

found "plain text" as "key letters" and "doc'l.pher" the third line of Fig 14c, 

as shown in Fig. 18• Thus:· 

"~ey" ..... 
Cipher.· ••. 
''Plain" ••• .. . ''; . 

TMCWJVHPSGXCL 
·n C N· IN 0 ·N y· G U ·o I N 
KQLHETZJOORGC 

. "Key" • • . • • K Q. L H E T Z J 0 0 R G C 
C·iphor.!.". • · P E T X Q··G T R X ·F J I M 
"Plnin" ••• _,F 0 I LM NU I J R S C.K 

Figure 18. 

. ", .. 



REF ID:A4146453 

- 82 -

Continue this operation for all the re111aining lines of Fig. 14c and write 

down the results in lines of 26fletters. Thus: 

TMCWJVMPSGXfL!QLMET~IOORGC 
FOILMNVIJRSfKXQTigiTI~QUHFYP 
UUKJS Q,YWLHYYYMRAVJJRRJLJBTJ 
LBKJEVRRYTENBEXNZURYAZLKCP 
SZEWIFLSFLVXXKMKTA?VEVMBXJ 

.:L.AVFXUCSETVHMTUWriUNFQQAVUU 
) 

Figure 19. 

Now v1d te down the real plain text. of the message in 1 inos of 26 letters. Thus: 

M Y L E ·F T F L. A N K I S R E. C E I V l. N G H E A V 
YARTlLLERYFIREENEMYISMASSI - ---NGTROOPSTOLEFTFRONTANDCONC 
ENTRATINGARTILLERYTHEREXWI 
LLNEEDCONSIDERABLEREINFORC - - - ~ . -
EMENTSTOMAINTAINMYPOSITION 

Figure 20. 
. . 

c. When the underlined repetit~ons in Figs. 19 and 20 are compared, 
. . 

they are found to be identicnl in the respective colwnns, and if the columns 

of Fig. 19 are tested, they will be found to be monoalphabetic. The cipher 

. :message now gives every indication of· being n repcuting-key cipher. It is 

not difficult to explai~ this phenomenon in the light of the demonstration 

given in Par. 29~. First, let the keyword HORSECHESTNUT be enciphered by 

the following alphabet: l. 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
AZYXWVUTSRQPONMLK~IHGFEDCB 

''Plain" • • • • H 0 R S E C H E S T N U T 
"Cipher"... T M J I U Y T VI I H N G H 

Then let the message· MY LEFT FLANK: etc .• , bo enciphered by direct standard 

alphabets as before, but for the key add the morioalphabetic equivalents of 

HORSECHESTNUT ( TMJIVl ••• ) to the key itself, that i~, use the 26-letter key 

HORSECHESTNUTTMJTI'JYTVTIHNGH in a repeating-key manrim:·. Thus (in Fig. 21): 
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Key. • • • • • H 0 R S E C H E S T N U T T M J I W Y T 1'T I H N G H 
Plain.... M Y L E F T F L A N K I S R E C E I V I N G H E A V 
Cipher... T M C W J V M P S G X C. Li( Q .L :Ivl.'E T Z J 0 0 R 'G C 

Plain •••• 
Cipher ••• 

l 

Plain •••• 
Cipher ••• 

Plain •••• 
Cipher~ •.• 

y A R T ·I L L :E R Y F :{ R E E N E M.Y I s M As s I 
F 0 I L lf N U I J .R. .S C · K X, Q Vf H I VJ Z 0 U H F Y P 

N G T R -0,0 P S -'r 0 L,-Ej<'-.T ,F R .0 N-T A N D C 0 N C 
UUKJS~YWLHYYYMR'AWJRRJLJBTJ 

ENTRATINGARTiitE.RYTHEREXWI 
L B K J E yR. R -Y ~' E .N B, E-X :n Z U RY _A Z L K C P 

.. Plain·; • •.• L L N E E D C 0 N S I D E R_ A B L E R E I N F 0 R C 
Cipher... S Z E W I F L S F I, V X X K :M K- T .A P V E. V M B>X J 

Plain.... E M E N T S T 0 M A I N T A I N M Y P 0 S t T I 0 N 
. . Cipher... L A.V F X U C S E T V H,I;I T _U. VJ U U N F 0 Q, A V U U 

F-iture.21. 

The cipher resultants of this proce_s.s of_ e~.lcipher·i_!!g_. a message .c_oin~ide etcact-

ly with those obtained from the "dec ipherin_6." o.pera~ ion t~~);- gav-_e rise to 

Fig. 19. How does this happen? 
J :. 

d. First, let it be note9- tl1_atthc seqwmce TMJJ; . . ~ ' which forms the 

second half of th? key for enciphering ;~lw text in Fig. 21 may be desc;ribod 

as· the s·tandard alphabet complement of the. sequence HORSEqHESTNUT, .which form: 

tho first half of -that key• Arithmetically., the sum- of a ~etter _?f the fL:st 

half and its.homologous letter :in the -socon.d half is .26. 'l,'hu,s: 

' . H-t- T = 7: ...... 19 = _26 0 
. b '-t-:'11 . ·' 

:14 + 12 = 26 = 0 
H+ J :17 + a 26 0 ... = = S+ I :18 -r 8 = 26 = 0 
E -+---W =. _4 .-t- 22 = 2_6· = 0 

That is, every letter o_f HORSECHF.SII~:r-:ru'I plus _its hor10~ogous .le~ter. of t}fe _ 

sequence TMJnJYT1.'!IHNGH equals 26; whiGh .i.;; hero the same as zero. In other 

words, the sequAnce. TMJHJYTWIHNGH .is, by crJptographic arithmqtic, equivalent 
. ·• . : . 

to "minus: HORSECHESTNU:T." · Ther~fore, i:n :B:'i~. 21, enciphering the second hA.li' 

of ·each line by' tho keylettE!rs T.MJIWY+VfiHNG-H: U .e., addil1-g _19 ,_ .12, 9, ~' .••• ) 
' ' '. ••• •. .l ._,._ •. ' • 

is the same as deciphering by the keyletters HORSECHESTNUT {i~e., sub~r.acting 
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7, 14, 17, 18, ••• ). For example: 

· ~ (Tk) : 17 + 19 = 36 = 10 ::: K, and 

'Rp (-Hk) :: l7 - 7 ·= 10 :: K 

Ep (Mk) =:·4 + 12 ~ ~6 = ~':and 

EP (-Ok) = 4- 14 = '(26+ 4) ~ 14 = 16 .. ~' and so on. 
. . 

e. Refer now to Fig. 19~ The letters in the first half of line 1, 

beginning TMCW;r ••• are identical with those in the first half.of line 1 of 

Fig. 21. They must be identical because they are produced from identical 

elements. The letters in the second half of this same line in Fig·. 19, 

beginning KQ,IME ••• were produced by ··deciphering the :'..otters in the second 

line of Fig. 14c. Thus (taking for illustrative purpcses only the first · 

.. 
five letters in each case); 

KQ,LME :DCNIN TiviCWJ 

But . D C N I N : R E C E I + M Y L E F 

And· T M C VI J : M Y L E F + H 0 R S .E ·. 

Hence, ' It Q. L M E = (R E C EI -t:' M. Y L E F) - ·(M Y L E F +- H 0 R S E) 

Or, . K Q, L M E =· R E C E I -· H 0 R S E (1) 

AB for the l~tters in the second half of iine 1 of Fig. 21·, ·also beginning 

KQ,IME ••• , these letters were the result' of enciphering RECEI by TMJTI'v. 

Thus: 

KQ,LME:~ECEI+~MJIW 

But it has been shown in subpar. 1 above that 

Hence., 

T M J I W : ..:.1r 0 R S E 

K Q, L M E : R :E C E ·I+· ( -H 0 R S E) 

K ~ L M E : · R · E C E I .,:. H 0: R S ·E · . ( 2) .. 

Thus, ·equations-.(1) and '{2) turn out to ·be identical but from what appear to 

be quite·diverse 'sources. 
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f. ···What has been demonstrated iri c:orirtection with the letters ·in. line 1 

of Figs •. 19 and 21_ holds true for the letters in the other lines of these 

two figures:' a:p.d, it _·.is not necessary to_ repeat tho explanation. The steps 

shovv that .tho or.iginally ·aperiodic,- a·uto-key · cipher ·has· been converted, throu · 
.. ': 

a knowledge ·of the primary compoi_lents, _into a repeating-key cipher with a 

period twice the: length of the introductory key. The message may now be . . 

solved as an. 9rdinary repeating-key cipher. 

fi· (f) The for(:going case is b~~EJh _upon encipherment by tho encipher

ing equ~'ti'ons ~ k/~ :(} -i/p ; $ p/p : 8 c/c. When one ipherment by the encipher

ing equations l3 k/c: = e i/p ; e p/c · .. :e c/p has boen: followed, the conversion of 

a plain-text auto-koyed cipher yields a repo<'iting-key c iphor with a period 

equal to the length of the introductory key. In this conversion, the encipher

ing equations e k/c = e i/p ; ep/p ·= e c/c -~l~~ used in finding equivalents • 

. ( 2) An example may bo usefuL Note 'tlie enc'ipherment. of the follow-

in:g messa~e by ~uto-key -m~'thod by encipherlng ~quation·s 9k/c : lJ i/~ j 8p/c ·: $ C/ 

T U E S 1> A Yl I N F 0 R M.:_A T . t 0 N :F R 0 M R· E L. I A B L E S 0 U R ·c- E $ I N D I 
I N F 0 R M A' T I. 0 N , F It_ 0 M R E L I A B L .E S 0 U R C E S + N D I C A T E S T H 
P T B W 0 M C LV J Z o·F 0 ~ J Q Y bj N z·N D D M R·B T 0 Q Z J R A w·B W F ~ Z 

( 3) If the message is written out in 'lines correspondiiig to the 

length of the int roduc t~ry key, and ·each line is enc iphored by the one d iroc t-

'ly abo~e it, ti~ing'the-'encip:he'ri~g-·equationsGk/c = ei/p ;Bpjp :ec/c·in· 

finding eq~i,jalo.nts, the results arc as shown in Fig. 22b. But if the same 

message i's ~nc:iplie~ed .by equations ek/c = ei/p · ;·· Bp/c. = Bc/p' using the ·word 

TUESDAY.as'a repe~·fing key, the cipher t~xt (Fig. 22~)· is identical with that 

obtained in Fig~· 22b by otJ.Cipheting each :.mcce·ssive tine with ·the line· above 

it. 
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Original cipher ~ext 
~~d converted text 

Repea-ting key 
oncipherinent 

'· 

> PTBWOi\10 

TUESDAY 
.IN F 0 R M A 

f----~ ·p T B W 0 M C , 
' LVJZOFO ~---~ L V J Z 0 F 0 

T I 0 N F R 0 
t----~ AOKVCRQ,-. 

TJQYDJN ( -} 

ZNODMRB ( ) 

A Q. K .V C R Q, 
T J QYDJN 

TXATFAD· 
ZNODMRB 

(, 

MRELIAB 
~-~> TXATFAD t 

' 

S K 0 W. R R E ~-.,---~ 

.L E S 0 U R.C 
SKOWRRE 

TOQ,ZJRA (---~ TOQ,ZJRA 
. .ESIND.I.C 

L Y E V A I ·.E ··~--4 ··L Y E V A I E 
. W B W F Q Z C . -;:-., --->~) W B W F .. Q ~ G 

·· ft: T E ·s T H E . 

!-{_;_-~) .. H ~A A Q H G. HZAAQ,HG 

a b c 

Figure 22. 

(4) Now note that the sequences joined ~y arrows in Fig. 22 b and c 

are identical and .since it is certain that Fig. 22.£. is .periodic in form becauf;o 

it was enciphered by the repeating-key method, it. follows that. Fig •. 22b is . . ·. ' ,' . . '•... -. . 

now also in periodic form, and in that form the message could be solved as 

though it were a repenting-key ~ipher. 

h . :(1) In case of primary compononts consisting ·of a direct normal 

sequence ~liding against a reversed normal C'O:. S. Army disk)·, the process of . ·. ' . . ' . .. 

convertil'l:g the auto-key text to periodic terrn.s is nccomplished by using two 
I •. 

direct normal sequences and "deciphering" each line .of the text (as trans-

cribed in periods} by the line above it. For example, her<:7. is a message 

auto-enciphered by the aforementioned dis~, vrith the.initial keyword TUESDAY: 
. ,I ' ', 

T U E S D A Yli N j 0 R MAT I 0 N F R 0 M R E L I A B L E S 0 U R C E S I N D I C 
IN F o·R MAT I 0 N F R 0 M R E L I ABLES 0 U R C E SIND I CATES T H ~ 

' LHZEMOYPFRBMVMHRKCXRNBNMXOJZHMKBRJAEZEVKBY 

.• 
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(2) The cipher text is transcribed in periods equal to the length 

of the initial keyword (7 letters) and the 2d line is "deciphered" with key

letters. of the 1st line; using enciphering equations e k)c = e i/;; ep/p = ec/c. 

The resultant letters are then used as keylotters to "decipher" the 3d line of 

text and so' on. The results are as seen in Fig. 23b. Now let the original 
' '.j,' 

'-; ! . 

message be enciphered in repeating-key manner by the disk, with the keyword 

TUESDAY, and the result is Fig. 23.£.• Note that the odd or altornato·lines of 

_Figs. 23b and.£. are identical, showing that the auto-key text has been convert-

ed into repeating-key text. 

' " Original ciph~r text Original cipher text 
ahd converted text 

Repeating-key 
encipherment 

L H Z E M 0. Y (~---"----~ ) L HZ E M o·Y 

~ p F R B MV·M ,; 
' . . 

P F R B M V M · of-··----+ 
AM QFY JK 

H R K C X R N ~(--..,-----+ ) HRKC XRN 
·nDAHVAX 

. B N M X 0. J Z . .f-( ---·---f B N M X ·o J Z 
IQMEiJW 

.. 

I 

' 

TUESDAY 
INFORMA 

f--~~~ ·L H·Z E)JI 0 Y 

T I O·N·F RO 
t-------1 AMQFYJK 

.c..:... 
\ 

MRELIAB 
H D .A H VA X 

·1 E S 0 U R C 
~~IQ,MEJJW 

H M K B R J A · ·f.-(---~) H lv1 K B 'R J A . E S I N D I C 

EZEV.KBY 

a 

P C W F A ·S Vl ~{ ---"'"·-'~') P C W F A S W 

t---~· E_ Z E V K B Y 
TBAAK'l'U 

b 

Figure 23. 

ATESTHE 
t----~ T B A A K T U 

c -.· 

i. The fo.regoing procedures indicate a simple method of solving ciphers 
•' I, 

of the f.oregoihg types, vvhen the primary components or the secondary cipher 

alphabets are known. It consists in assuming introductory keys of various 
. . . ., ' . ' 

lengths, converting the cipher text into repeating-key form, and then examin-

ing the resulting diagrams for repetitions. \'Then a correct key length is 
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ass~ed, repetitions will be as numerous as should be expected in ciphers of 

the repeating-key class; incorrect assumptions for key length will not show 

so many r~petitions • 
. . 

. l· All the foregoing presupposes a knowledge of the cipher alphabet~ 

involved._ When these are _unknovm, recourse .must be had to first principles 

an~ ~he messages 'must be solved purely upon the basis of prob~ble words, and 
. . 

repetitions, as outlined in Pars. 27-28. 
. . 

38. Concluding remarks on auto-key systems. - ~· Both cipher~text and 

plain-text auto-keying as cryptographic nB thods hav8, as shoWii, serious weak-

nesses which exclude tkern from practical usage in military cryptogr~phy. 

Besides. -being c~inparatively slow and, su~je-~t to error, ti1ey are rather easily e 
solvable, ·e:v.on v•hen" _unknown cinher aluhabets. are emuloyed. 

b. In both systems the~e ·~re characteri~t·.i9:?. which permit of identify-

ing a cryptogram. as belonging tq ~this class_ of_ ~mbsti tu.tion •. Both cases, will 

show many repetiti~ns in the cipher text, but in cipher-text auto-keying there 
. '.: .~ 

will be fe;.~r -~~petitions th~n in _th~ original plain text, whereas in plain-

:text auto-keying there will be as ·!TlanY repet i ttons_ in th.? cipher text as in 

the original plaiu' text. in· bot'h cases,' repetitions in tile cipher text are 
.. 

shorter than tho oqui valent rcpoti tio~ -in. the plain text, tho d iffer·enco cor- A 
- I W' 

responding- to _the _number of letters in tho. int:;-oductory key. These repetitj_on;~ 
• ••• • • # • • .. . 

will show no constancy as regards intervais ·between them, and a unilitoral 

frequency distribution will show such messages to be polyalphabetic in nature. 

Cipher-text auto-keying IP.ay be dis~iugu-tshed from plain-text auto-keying by the 
. . . 

appearance of the frequency distribution of the second member of sots of two 
,•,, .. 

letters separate~ b~ tho _len:gth of'. the introducto-ry key ( seo Par~ 25h). In 

the case of ciphe-r-text auto-keyi~g 'the.sc freqilancy distributions will be mono-
'• .~ .. 

alphabetic in nature; in plain-text auto-keying such frequency distributions 

will not sh~ m~noalphabetic charact~ristics~ 
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· .SECT.ION U 

METHODS OF LENGTIDNING OR ElCTENDING THE KEY. 

Preliminary remarks .......... · .................. · .... · ....... · .. :. 
Extended and· nonrepea-ting keys; tho so:-called "running-key 

system'' .................................................... . 
Othor systems emplpying lengthy keying sequences .............. 

• . t. ' 

Paragraph 
34 

'35 
36 

34. Preliminary remarks. - In Par. lb of this text· it was stat.ed that 

two procedures suggest themselves for eliminating the weaknesses intr~duced 

by periodicitJr of the type produced by simple, repeating-key ~methods~·. The ·· 

first of these, when studied, embraced some of the very simple methods of·, 
. . 

suppressing or destroying periodicity, by such devices as interrupting the 

key and using variable length groupings of plnin text •. ; It was demonstra:ted 

that subterfuges of this simple nature are inadi:Jquate ·to eliminate the weak-

nosses referred to, and must be discarded in uny s:rstem intended· to afford. 

real security. The other alternntive~uggested in Par. lb therefore remains 
; ' 

now to be investigated, viz, that of lengthening the keys to a point'where 

there would seem to be an insufficient amount of text to . enable th~ :C'ryptana

lyst to solve the traffic. Attempts toward this end usually: cons.ist'· in e~te!ld· 

ing the key to such a length that the enemy ccyptanaly~-t~ 'will have· oii.ly ·a 

very limited number of periods to work with. The .. k.ey may, indeed':' be lerigthe: 

ed to a point where it becomes as long as, or· longer than, the text· to bo 

enciphered, so that the key is used only once. 

35. Extended and nonrepeating keys. - ~· It is obvious that· one of the 

simplest methods of lengthening the key to a message is to use'a iong'phrase 
. . . -~~ . 

or even a complete sentence, provided it is not too long to remember. In 

addition to the difficulties that would be encountered. in practical.military 

cryptography in selecting long mnemonic phrases and sentences which would 
. ·' . \ . . ' : . '· . . . . . . . . . . .- . ( 

have to be imparted to many clerks, there is the fact that the probable:..word 
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method of solution still rel11Jlins as El-. powerf·ul tool in the hands of enemy 

cryptanalysts. And' if '6rily a ·~ard ·or' two of the -key can be reconstructed as 

a result.:of a fortunate_ assumption, it is obvious that the enemy cryptanalysts .. ' 
. . . 

could r~adily guess the entire key 'from ti l'ragment the·reof, since .. any long. 

phrase or sente'nce which ·is selected because ·i t·,·can eas·ily be remembered is 

likely to be well kn()WD: to many people. 
·.· 

There. _are_, howe.vor, more or less simple methods of employing a short 
.. ,. ... . • .. · ...... ·t··· . . ........ 

mnE:)monic key_ in .9::der .'~?. "?:t:oduce a much longer k8y. Basically, any method of 
r .. 

transposition applied to a single alphabetic seq_uence repeated several times ·- . . ., . . 

will yield a. :fa~rly long key, which, moreover, has the advmltage of being . . . ··.·. e 
unintell~gibl(3 __ qng_. thus approaching a random selection of letters. For exmnplc, 

. ' ., . . .. .·•; :- ·. •, : 

a_ numerice.i lcey may be derived from a word or a short phrase; this nuinerical 

keY. may .then be applied as a columnar-trnnsposi tion key for a rectangle within 
, , , ..,. ' . •. . ; .'. . . , .r_, :. . . • -·' • , • . . . , 

whicP.. th~, r10rn:al a;lphabet ?as bei:m repeat~d a previously agreed upon number 

of times .in a normal (left to right) or prearranged manner. The letters when 
. . 

.. ' ., . 

transcribed from the transposition rectangle then become the successive letters . . •. . . . ~ ' ·' . .. . - . ' . . . ,• . . . . " ... ·. ,• . ~ . : . •, l.: 

for e_nc.ip_~~ring tho plain text, using any desired type of primary components. 
• ••• • ·' • -·~ • ! •. 

Or, .if a single transposition is not thought to re sufficiently secure, a 
'o • ' • - f ' :' ' ~' • I, '. > • ', ! • 

~-- ' '. 1: • ;_ ~ 

.. <J.quble _trnnsposition will yir:;ld 9- still moro mixed up sequence of key letters • 
• • ' • ,'. ". : -~ • • + _' •••• : ' ~-. ,.. • • ; • • • • • -- • ' 

Other types of transposition may be employed for the purpose, including 
·' .: ··:- ,• ,. ,_ . . . . ,. . 

various kinds of geometric figures •. Also, a non-transposition method of 

lengthening the keying sequerice ·and at the sruri0 time introducing an irregula-
•• • ' ' : ' • ' • • l ~. : '· • •• - .. 

.!. ••••• 

ri ty, SU<;lh as aperiodic interruption has already been described ( s~e Par. 18). 
,, . ~- , .. \ .:: ~-·,";·,. ··• _;_. ·':/;~--~ ... ·-~ ·., • ·' '• ... ··:·_j I : ,:·. , . .i _.-·- .• ~ .•. •. '.· '•. ' · , 

.£.~ .Another method of developing a long key from a sho;rt mnemonic one .· ...... ~ ..... ~ -. - , .. ~-r . -.. -. . 
is-~that shown below. Given the keyword CHRISTMAS, a numerical seq_uence is 

• • • • :·~ • : ••• J : --- -. •' • • • • 

first derived and then one writes down successive sections of this numerical 
: . ' -~- . . . ' ' . . : . ' ' . . 

' ... · 
key,, th(3se sections terminating with the successive numbers 1, 2, 3, ••• of 

... J •. _::_· .-· • 



the numerical key. Thus: 

. . .... ~· ... , .. -:' 

REF·ID:A4146453 
- 91 -

1memonic key C H R I s T M A s 
~rumerical key ••• 2-3-6-4-7-9-5-l-8 

Extended key: 
1121 31 . 4). 

CHRISTMAIC CH. CHRIICHRIS 
5 \ 6 \ 

T M C H R 

71 8!· ST9\ 
CHRISICERISTMAS\CHRI 

Thus the orig~nal key of only 9 letters is expanded to one of 45 letters 

( l + .2 + 3 + ..• +9 : 45). The longer key is also an interrupted key of the 

type noted under Par. 17, but if the message is long enough to require several 

repetitions of the expanded key the onciphormont becomes periodic and can be 

handled by the usual methods employed in solving repeating-key ciphers. If 

the basic koy is fairly long, so that tho expanded koy becomes a quito lengthy 

sequence, thon the message or messages may be handled in the manner explained 

in Par. 20. 

36~ Other systems employing lengthy keying sequences. - ~· The so-c~1lle,: 

''running-key" system. To be mentioned in connection with this subject of 

extensive or lengthy keys is the ciph0r system known as the running-key, 

continuous-key, or nonrepeating-key system, in wliich the plain text of a 

previously-agreed-upon book sorves as the source for successive keyletters 

for enci-phermont.
1 

Tho solution of this ty~JE; of cipher, an accomplislunent 

which was once thought impossible, procents some interesting phases and will 

be considered shortly. At this point it is merely desire.d to indicate that 

according to the running-key system the key for an individual message may be 

as long as the message and neyer repeat; but if a large group of communicants 
i, I 

employ the same book, it may happen that there will be several messages in 

the srune key and .they vdll all begin with the srune initial keyletter; or, 

l . . 
Sect. DC, Advanced Mili ta!:'Y' Cryptography. 
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there will be several which will "overlap" one another with respect to the· 

key, that is, they will begin with ·differe,nt initial keyle_tters but soon will 

fall under the same sequence ot keyletters •. 

b. N The so-called "progressive-alphabet" system. In tho so-called 

progressive-alphabet system, the basic principle is quite simple. 'fwo or more 

primary elements are a1·ranged or provided for according to a· key which muy 

be Yaried f:rom time to time; the interaqtlon of the p~imnry' elements re.i:nil ts 

in making available for cryptographic purposes C. SC~ Of 'cipher alphabets; all 

·the latter are employed in a fixed sequence or progression; hence the desig!la-

tion progressive-alphabet system. If the noo.ber of alphabets available for e 
such usc is rather small, and if the text to be enciphered is fuuch longer 

than the sequence of alphabets, then the system reduces to a periodic method. 

But if the number of alphabets is lnrge, so that tho sequence is not repeated, 

then of course, the cryptographic text will oxhibi t no periodic phenomena. 

c. The series of cipher alphabets in such a systam·constitutes a key-

ing sequence. Once set up, often the only remaining ol·ement in ·the key for 

a specific message is the starting po.int' i~ the sequence, that is, t'he initial 

cipher alphabet employed in enciphering a given message. If this keying 

sequence must be employed by a lnrge group of corrununiciants, ·and if all messagr:;_: 

employ the same starting point in the keying sequence, obviously the crypto-· 

grnms may simply be superimposed without nny preliminary testing to ascertain 
.. 

proper points for superimposition. The. student has already been shown how 

cases of this sort may be solved. However, ·if messages are enciphered with 

varying starting points, the matter of su:perimpc)sing them prbperly takes on -

a different aspect. This-will soon be treated in detail. 

d. In a~di~ion to the foregoing, there are, of course, a great many 

mechanical methods of pro~1lC ing a .. long key,.· Such US thos.e employed in mechrmi-
... 

e 
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cal or electrical cipher machine·s. · ~n most c~:~.ses these,. methods depend upon 

the interaction of two or more short, primary keys which jointly produce a 

single, much longer) secondary or resultant key. (See Par. 4). Only brief 

reference can be made at. this point in tile' ccy.rtanalytic' studies to CEI;S.es. of 

this kind. A detailed treatment of complex exam.ples wo.uJ..d require much ·time 

and space so that it will be reserved for subsequent texts. 

~· Finally'· there ,must bo mentioned ,certa~n devices in which, as in 

encipherment· by th8 e.uto-koy method, the text itself serves to produc.e the 

e variation in cipher. eql!ivalent~, by controlling the selection. of secondary 

alphabets, or by influencing or determining :the se·quence with which they . 

will be employed. Naturally, in such .cases. the key .is .automatieally extended 

to a point where it coincides in length with that of the .text. An excellent . "• .. 

example of .such a device is. that kn.own as the .'::Jhcatstone~, ·the solution of 

which will be described in its proper place. 

'I. 

2see Sect. XII, Advanced Military Cryptograp~~ 
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SECTION X 

GENERAL PR:C:JCIPLE8 UNDERLYING SOLUTION OF SYSTEJVLS 
. Er,.'IPLOYTIJG IDNG OR CONTITiUOUS KEYS • 

. . ' 

Solution when the. primary components are lmown sequences •••••• 
Solut.ion of ·a rurihing..:kEJy cipher ·when the primary· cbmpononts . 

Paragraph 
3'7 

are known . . . . . . . . . . . . . . .. ·. . . . . . . . . . . . . . . . . . ·. . . . . ; ......... . . . . . . . 

Solution of a progressive-alphabet· c1pher when tb.e prima:c"'J 
38 

c.o;rnpoD:eq.ts. are known •.••••••••••••••••••.••••••.•••.•. · ••••• 
General solution for ~iphers involving· a ·long keying · 

39 

sequence of fixed length.~d composition ••••.....••••.••••• 40 

3'7 ~ · Solution when 'the ·pr'imary components are lmo'ljlm sequences. - ~· A.s .. 

usual·, the '8()i~tion of· ca.se·s· involving long or colitbuouS' keys will ·be trea·~r-:t} 

unde'r two headings: first, when' the primary corr.ponerits nre lmown sequences; e. 
Second;: When these olements are Vvholly unkn'mm or partially unknown.· 

b.. Since the essential purpose in using' long keys. is to prevent the' ' 

formation of·rci;etitive cycles within tho t~xt', it is ·obvious that iri the ·cas0 

of very long keying ·seCJ.uonces the cryptanalyst is not go.ing to be. able to. taL;:: 
' 

the text and break it up into a
1 

numbe·:r of small cycles :v1hich will permit· the 

establishment of monoalphabetic frequency distributions that can readily be 
knowa·the primary sequenceso 

· solved, an end Which he cnn ntto.in ·all ~ho more rcadi.J,.y if to begin v1i th he / 

But, there nearly always remains the cryptanalyst's last resort: the probabl ,.,_ 

word method. Inasmuch as this method is applicable to most of these cases, 

even to that of the running-key system, which perhaps represents the furthest 

extension of the principle of long keying sequences, ru1 example using a cryp-

togram of the latter typo will be studied. 

38. Solution of a running-key 9ipher when the primary cOmponents are 

known. - a. In Par. 35c mention was made of the so-called running-key, 

continuous-key, or nonrepoating-key system, in which tho plain text of a 

previously-agreed-upon book serves as the s~urce for successive keyletters for 
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encipherrnent. Since the running-key sys.tom is ontiroly· q.pe:dodic, and tho 

cipher text ce..n therefore not be arranged in superimposed short cycles·; as in 

the case of the repeating-key system, it would appear on first consideration 

to be "indecipherable" without the key~ 1 :But if the .student will bear in mind 

that one of the practical methods of solving r:t repeating-key cipher is that 

9 ' . . 
of the probable word"', he will inunedintely sec that the latter method can also 

be applied in solving the nonrepeating-key syst.em. The essence of the matter 

is this: the crypt<:malyst may nssumo the 'presence of n probable word in the 

e text of the message; if he knows the primary comp.ononts involved, and if tho 

assumed word actually .exists .in the message, he cnn locate it by checking 

against the key,. since th~ latter" is intelligible. -c·~xt~ Or, he may assume the 

presence of a probable word or even of n phrase such as "to the", "of the"' 

etc., in tho key text and check his assumption against the text of th_e message, 

Once he has forced such. nn entering wedge into either the ·message or-the key, 

he mny build upon: this' foundati~n by extending his assumptions for text aJ.ter-

nately in the key and i:r1 the nessag0, thus gradually reconstructing both. For 

example, given a -cryptogram containing the sequence· ••• If\TGGLOVJBESLTR ••• , 

suppose he assumes the presence of the phrase THAT THE in .the key text and 
... 

finds a place in the;plain:text where this yields.~TI • Thus, using 

reversed standard cipher t1lphabets: 

···: 

1At one time, ind~ed, ·this ·view was current among co'rtain CI".rptographers, who 
thought that the principle_ of factoring the intervals between repetitions in 

, ' . ' . I 

the case of the repeating-key cipher formed the basis for the only possible • 
method of solvi1;1g the latter type .of. system. Sinc<1, e.ccording "l!o this erroneour: 
idea, factoring cannot' be applied in the case of the running-key syste'm ( u,sing 
a book as tho. key}, therefore no solution is possible •. How far this iden is 
from the truth will presently be seen. · 

2 . 
See Military Cryptanalysis, Part II, Pnr. 25.-
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Assumed key text ••••••• 
Cipher text •••••••• ~ ••• ~ 
Resultant_plain text ••• 

••• THAT THE ••• 
· ••• H V G G L 0 W B E S L T R 

• • • M H U N I T I 
. ' ... ~ ·. ~ : 

••• 

This suggest$ the .word .AMMUNITION •.. The ON in the cipher text then yields PR 
. . • • • • . • • ' .• ! • • : •• • ~ • ' • • : • ' • • 

as the .beginning of the wo~d afte:r;- THE 1n the key text. Thus: 

Assumed key text· ••• · ••.• 
· c,ipher t~xt .~ ~-. ~ .... ·~ •.. · 
Res~ltant plain text •••. 

• •• T H A T T H E P R · ••• 
·• • .H V\ G G I... 0 ·w B. E S L T R 
• • • M M UN I T I 0 N 

.... 

PR must be .. followed by a,vowel, with 0 the most J.ikoly candidate. He finds 
. . . ' • . . . . . .. ·. . . . '. '· . ' . ; : ' . . ·• ' ~ -~- . : . ! 

that 0 yiel:ds W in the plain text, which suggests the word WILL. The latter 
. ~ . . . ' . . ·. . : . ,' . . . . . . . -~ ' ·: . . . . . . :. . ' .. ' 

then yields_. OTEC ~n tfl.q, koy_, making the. latter reB:d THAT.~ PROTEC... • Thu:~. 

Assumed key text •••••••• 
c ipb.or text ••••••• ~ •••. · 
Resultant _plain text •.. 

... THAT THE P R 0 T E C 

.. ~~V'G t L O·W·~ E S L ~ R 
• •• M. H U N I T I 0 N W I L L 

. ;· 

... : 

This suggests the word PROTECTION, PROTECTIVE, PROTECTING, etc. Thus extending 
. . . . . ' . . . . 

one text a. few letters. serves to "coerce" a few more letters out of the other, . ~ ·. .. . . . . . . : . 

somewhat as in. the. case of two boys who are l'unning approximately abreast in . . ~. . ,. - . . .. ·.· 

a r~ce ;. as soon as. o~e _boy gets a b~ t ahead the spirit of competition causes . . . 

the other to overtake and pas~ the first one; then the latter puts forth a 

litt~~ more e;ffort,overtake~. and passes the second boy. Thus the boys alter

nate in overtaking an.d passing ~':-ch other untn the race is run. The only 

point in which_ tho s :j.mile fail~. is that while the boys usually run forward e 
. all the ti.-rne, tl!.at is, i~ asi.ng_le diroction,the cryptanalyst is free.to work 

. ."" . 
in two directions -- forward and bach.-'ward from an internal point in the messug·.1, 

·: . •' 

He may, in the case of the exrunple citod aboYe, continue his building up 

process by adding A to the front of ]/IMUNITI as well as ON to the rear.. If ho 

reaches th~ end .of _his resources on one end, there remains the o_ther end for 

experim~ntatiqn~· He is certainly" unlucky if ?oth :ends t'erminate l.n. completo 
' . . . . 

. ·. . . ·. I '.: ~ ... •, - . . . . ' • . . . .· . ' .. ' : ' . . • • . 

words both, fo_r ~he.me·ss.a~e·.and· forthe :k~Yt lGaving him 'without· a·single cluo 
. . . ' . . . . . ' . '. . . . ;, . . . : . . . . .. ' . : .. ~ . . ' 

to the next worcf'in r:/ithet','·and r"orciri.g.hini to a more· intensive use 'of his 
; ... 

' . ' . ~-. 
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imagination, guided only by the·conte:xot. 

b..· ·In the foregoing ilJ..ustrc.tion tho cryptano.lyst· is· assumed. to''have 

only one message available for h5.s experimentation. But if he has two or 

. . . . 
more messages which either begin at identical i:nitial·points with reference 

to the key, or overlap one &'lather with respect to the kay, the reconstruction 

process described above is, of·course, much easier and is accomplished much. 

more quickly. · For if the messages have been correctly. superimposed with 

reference to· the key text,· the addition of one or two J.otters· to .the ·key yi~:~.:.~ 

suggestions for the assumption of words in severul.~sagcs_. The latter lead 

e to the addition of several :j.etters· to the key, ahd so on, in an ever-widening. 

circle of ideas for further assumptions, since as the process continues the 

.. 
~ 

context affords more. and 'more of a bas is for the work. 

c. Of·course, if sufficient of the key text is reconstructed, the 

cryptanalyst might identify the book that is being used for the k,:Jy, and if 

available, his subsequent labors rrre very much simplifJ.ed.· 

d. All the foregolng is, however; dependent upon having a knowledge of 

the prima~J components or cipher e.lphabets employed :lrr tl1e encipherment. E"Jen 

if the primary components arc differently-mixed sequences, so long as they are 

known sequences, the 'procedure is quite obvious in view of the foregoing expJ.a.·-

nation. The training the student has already had is bolieved sufficient to 

indicate to him the procedure he may fallow in· tha·t solution, and no further 

details will here be given in respect to such cases.· ·But what if the primary 

compon€mts are not known sequences? This cont:lric;ericy will be :treated present.l .. y, 

39~ Soluti.on of a progressive-alphabet cipher when the cipher alphabets 

' 

are known. - !!_.· Taking a very simple case; suppose.the int~?ra.cting elements· 

referred to in Par. 36b consist merely of two primary cipher components which 

slide against each other tO p·roduce a set of 26 secondary cipher alphabets. 



REF ID:A4146453 

- 98 -:. 

Beginning at an initial juxtaposition, producing say, alphabet 1, the subse-. ' . :_; . . ; .' ,., .. 

quent.secondary alphabets. are_in ~h~sequence 2, 3, ••• 26, 1, 2, 3 ••• ' . . . 
and so on •. If a different initial .juxtaposition is used,. say alphabet 10 

is the .first one, the ·seq_1;1ence is exact~y the s~me as before, only begirming 

at a differe1;1t po.~n~ •..... · 

.. E.• Suppose, the two primary compone11ts .. are:,pased upon the keyword. 

HYDRAULIC. A mes.sage. ~S.·: to be encipl+r:red, beginning with alph~bet 1 •. Thus: 

Plain ~omponr.mt •••.. H-Y D R AU L I C B E F .. (}, J. K M. N 0 P Q. S .TV W X Z H Y D •. , 
Cipher component •• H Y D R·-A, U L I C BE t<Q.:'j K M N'O P Q. 'S TV· W X Z 

Letter No ••• 12 3'·4 5'6? 8 9 101112:13 1415--:!.6 l'l·J.8·19 20 2122 23 24·· · 
Alphabe:l; ••• 1 2 3 4 5. 6? 8 9 10 11 l? 13 .. 14 1,!5 ~16 1? 18 19 20 21 22 23 24 
Plain· text • E N E M Y H A S .P . L A a E D H . E A V Y I N T E · R 
Cipher text. E 0 G P U U E Y H M K Q. V _M ,K , Z S J .Q H E N L . H 

Letter No ••• 
Alphabet ••• 
Plain text • 
Cipher text. 

Letter No •• ~ 
Alphabet ••• 
Plain text ~ 

Cipher tex:t. 

25 26 2? 
25 26 1 
. D ·.I C 
H L C 

28 -29 30 31 32 33 34 35 36 37 .38 39 40 41 42 43 44 
2 3 .4 5 6 7 ~ 9 10 il 12 1~ 14 15 l~ 17 18 
T I 0. N F I R E., U P 0 N Z A N . E S 
V B S S N J E P K D . D D . G P U H F 

. . . 
45 46 47 48 49 50 51 52 53 
19 20 21. 22,2~ 2.4:25 26 1 . 
V I L L E R 0 A D 
K H H Y. :L .. H :M R D · 

·,-"'·' 

c •. This method r~duc,~s ,_to a periodic system involving 26 secondary 
• • ~ • I . r 

cipher .alphabets and th~ ;I.a.tter are used in simp~e progression •. It. is obvio1: 

ther.efore that. the lst, '2'7th, 53d, ••• letters are in the lst alphabet; the 

2d, .28th, ·54th, ••• letters_ ai_'e, in tho 2d alphabet, a,n(l ~o on. 

· do To so 1 ve sucfi .. a. c1yptogram, knowing the two p~imary c.omponents '· is 

hardly a. problem ,at al+.. The only .element lacldng is a knowledge of the stnrt .. 

ing point. But this .is not .. nocef?sary,. for merely by complet.ii;tg the plain-
• . • ' • ' • . ·• I ; • 

component sequences and ,examining the diagonals of the. diagram, the pl~in 
. . ~ . ' .. 

text becomes evident •. Fqr,exmnple,. given the following: .H I D C T E H U X L 
.- ' :- . - . ' 

Completing the pla,in..:compoJ1ei1~ sequences initia~ed, by :the_ succesf?ive ~ipher 

le~ters, ·the plair1 ,text, EN EM Y MAC H I. ..• is seen to come .out in 
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i' 
successive steps upward in Fig. 24. Had the ciphe:r 

component bec,n shifted in tho opposite direction in 

oncipherment, thesteps would have been, downward 

instead of upward •. I1' the sliding strips are set 

up according to the sequence of cipher letters but 

on a diagonal, then of course, the plain-text 

letters_ would. have reappeared, on one generatrix. 
. . . 

e;. The student will understand. what simple 

HIDCTEHUXL 
Y C R B V F.Y L Z I 
D B. A E W G D .. ~ H C 
REUFXJRCYB 
AFLGZKABDE 
UGIJHMUERF 
L·JCKYN.LFAG 
I K B M D 0 I G U J 
CMENRPCJLK· 
B N F 0 A Q' B K' I M 
EOGPUSEMCN 
FPJQLTFNBO 
G Q K.S I.V G 0. E P 

Figure.24. · 

moq.ificat,ions in procedure, would be required in case the two primary campo-· 

e nents were different mixed sequep.ces. But what if the primary components 

are not known:sequences? How does the cryptanalyst proceed in that case? 

40. General scilution forciphors involving a long.keying sequence of 

fixed length and ~omposition. - E.• .It is obvious, as stated at a previous 

point·, that no matter how the keying sequence is derived, if all the communi-

cants employ the srune key, or if this key is us.cd many times by a single 

office, and if it always begins at the s~c point, the various messages may • 

simply be superimposed. Thus, their respective 1st, 2d, 3r.d; .•••. lette.rs w.ill 

all fall within ·columns which have been enciphei'ed by the 1st, 2d, 3rd, ••• 

key letters. If there is a sufficient number of mes9ages, solution then _ 

becomes possible by frequency analysis .of tho successive column9 no matter 

how long the keying sequence may be. This method of solution by supcrimJ?OS,i'-

tion has already been outlined in. Par. 20 and· no further reference .. to it need 
't, 

here be made. 

b. But now suppose that the keying sequence· docs not always begin at. 

the same point for n.ll messages. Suppose the severc.l communicants are able 

to select at will ~~ element of tho keying sequence and em:p.loy it as the 

initial keyletter. Thus, such a keying sequence, if regarded as partnking of 

\ 
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the ilature.of a circle~ will afford as' many ·pos~ible st~rting ·po'ints as there 

~e latte::r;-s o"r charac.ters in that sequenc~: Now if there are no external indi

~ations or. indicators .in the czy:i)tograms pertaining to such a $YStem, such as 

• would :affo~d enemy' cryptanaly~t's direct and d.er'ini te information with regard 
. . . 

• • • • f • '. ~ • f . ' . ,.. • . . . . . • • 

to the ini_t,ial keying element for each cr-y-ptogram, then. it would seem as though 

the .superiinpositio~ of messages (to hring ietters e'nciphered.by the same ciphe:..· 

alphabet'~ within~ the same colunu:is} would be difficul't or 'impossible, and there-- . 
~. -

fore that attempts at solution· ·are blo:cked at th~il~ ~~ry begi:ri~:lng'~ This, 

however,'. is·· not th~ end bf.·the stacy. For suppo8e·two of tho messages have 

in cornm~n only. one polygraph; say of 5' letters; 'ttics!~r 'tvw messages may. be . e 
juxtaposed so as·· to bring these repetitions into superimposition. Thus~ the 

·" possession 6f this loilg polygraph in common serves to ''tie'' these two messages 

togethe~- or· to ''interlock" them. Then, suppose' a shorter polygraph, say or:: 

4 leiters, is possessed in' common by one of these· two ·messages and. a third 
r.'. 

message:;· thiswill serve to tie' in the'.'latter. with.-.the' first .two •. ·Extension .. 

Of this· J?rOcess,. ·including· the. data frozri· shorter repetitions of trigraphs. and 

digraphs·, will serve to assemble a whole set of such· messages ·.'in proper super-

imposition. ·Therefore, the firilt step is to examine ·an the ·messages for· 

repetitions. 

c··. ··when· such repetitions are found~· and ·if there are plenty of them· so 

th~t ·"assumptions for ·proba'ble words are easy t'o make, it is'. clear that the 

correct assuriJ.ptions will enable: the cryptanalyst to set U:p. plain-cipher equi~· 

valencies which will make it possible to reconstruct thG primary components. 

Depending lipan the type· used; the principles· of direct or. ·indirect symmetry 

of position will be· very useful in this process.· · 
. . 

·i• But if it happens that there aro no polygraphs by rn.eans of which two 

or more messages may be tied together and properly superimposed, the simple . 

•. 
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methods mentioned in subparagraphs ~-£ caru1ot here be applied. However, 

although the road toward a solution seems to bo blocked rather effectively, 

there is a· detour which presents rather interesting vistas. The latter are 

really of such importance in cryptanalysis as to warrant detailed treatment. 

SECTION XI 

· ·.·. . THE CRYPTANALYTIC COINCIDENCE TEST. 

The basic theory of the coincidence test •..........•..•••••• 
General procedure to be followed in making the .... f{ -test •••••• 
Example of application of the ~ .:.test •••••.• , •••.•••••• ~ .••• 
Subse9.uent steps ........ · ..... ·· ...................•. ·.- ....... . 

Paragraph 
41 
42 
43 

. 44 

41. The basic theo17 of the coincidence or K -test. - ~· In Appendix 2 

of the preceding text1 certain simple applications of the theory of probabili-

ty were presented for the student's consideration, by way of pointing out to 

him" the important role which certain phases of that branch of mathematics 

play in cryptanalysis. Reference was there made to the subject of coincidences 

and the bearing it has in connection vJith the study of repetit~ons in crypto-

grams. In this section the matter will be pursued n few steps further. 

.!?.· In the appendix referred to, it was shown that the probability of 

monographic coincidence (1) in random text employing a 26-letter alphabet is 
I 

.0385; (2) in English telegraphic plain text, .0667. These two parameters 

were represented by the symbols Kr and·~P' respectively. The important role 

which these values play in a certain cryptanalytic test will now be explained. 

c. One of the most important techniques in cryptanalytics is that known 

as applying the coincidence or "kappa" test. This test is useful for several 
'": 

1
Mili tary Cryptanalysis; Part II. It is recommended that the student re;fresh 

his memory by .rev.iewing this appendix. 
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cryptanalytic purposes and one of the most important of them is to ascert~in 

when two or more sequences of letters are correctly superimposed. By tho 

word "correct" in this case is merely meant that tho sequences are so arranged 

relatively as to facilitate or make possible a solution. The test has for 

its theoretical basis the following circumstances: 

(1) If any two rather lengthy.sequences of characters are super-

imposed, it wil be found, .on·ex·nrnininghothmembers of the successive pairs 

of letters" brought into vertical juxtaposition, that in a certain number of 

. cases the two su:per:imposed letters will co inc ide. , 

( 2) If .. both sequences of letters canst i t~te random text, (of a 26- 8 
letter alphabet),. there will be:iabout 38 or 39 such cases of coincidence per 

thousand pairs examined. This, of qourse,. is because K r = .0385. 

(3) If both sequences of letters constitute plain text, there will 

be about 66 or 67 such cases of coincidence per thousand pairs examined. T11is 

is because K is .0667. 
. p . 

(.4) If the superimposed sequences are wholly monoalphabetic enc i-

pherments of plain text by the same cipher alphabet, there will still be ahout 

66 or 67 cases of coincidence in each 1000 cases examined, because in mono- ~ 

·alphabetic substitution there is a ftxed or unvarying relation between plain-
. . 

text letters and cipher letters so that for statistical purposes ~onoalphabotic 

cipher text behaves just the same as if it were normal plain text. 

(5) Even if thn two superimposed sequences are not monoo.lphabeti-

cally enciphered texts, but are polyalphttbetic in character, thoro will still 

be about 66 or 67 cases of identity between superimposed letter~ per thousand 

cases examined, provided the two sequences really belong to the same crypt<?_-

graphic system nnd are .. supBrimposed at the. proper point with l'ospect to the 

keying sequence. The reasons for this iN'ill be· set· fohh in the succeeding 
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sub-paragraphs. 

( 6). Qonsider the two messages below• They" have been ~nciphered 

polyalphabetically 'by the same two. primary components ~liding· against each 
' . ' ·,· 

,\ .. 
cother. The two messages use the same keying sequenc_e, ~eginning at the same 

initial po'int in that sequence. Consequently, the two ··~essages are identi-

cally enciphered, letter for letter, and the only differences between them· 

.are those occasioned by differences .in plain text. 

. · . (Alphabets •.• 16' 21 13 
·' 

5 6 4 17 19 21 21 2 6 3 6 13 13 1 7 12 6 
.NQ.lj Plain text •• W H E N I N· T H E c ·0 u R s E L 0 N G .M 

·l Cipher •• ." •.• 
.··· : : 

E £..-_1'[ B T F y R c "T X L Q, J N z 0 y A ·.w ~· ... 
.. 

{Alphabets ••• 16 21 13 5 6 4 17 19 21 21 2 6 3 6 13 13 1 7' 12 6 ... 
No.2 Plain text.. T H E G E N·, E R A L A B s 0 L u T E L y 

Cipher •.••.• P ~ T u B L y 
.. z p F 1'T D J Q, H T M Q, I ,; 

Note, now, that (a) in every caso in which two superimposed. cipher letters 

are the same, the plain-text letters are identical and ·(b)' in e'f/ery case in 
. •:: ~ 

which two superimposed· cipher letters are different, the pfairi-text letters 

are different • In such a system, even though the cipher aiphabet change.s 

. . . I . 

from letter to letter, the number of cases of identity or coincidence in the 

two members of a pair of superimposed ciphe~ letters will still be about 66 

or 67 per thousand cases examined, beca~~e the two members of each pair of 
' . . . 

superimposed letters are in tho same cipher alphabet and it has boon seen in 

. ; .. . 2 
(4) that in monoalphabetic cipher text K is tho same as for plain text , viz, 

.0667. The two messages may hero.bo said to be superimposed "correctly", that 

is, brought into proper juxtaposition with rospc:ict to the keying sequence. 

(7) But now suppose tho same two mesS,agos are superimposed 
i I) • 

"incorrectly", that is, thoy are no longer in proper juxtaposition with res-

2 
The fact that in this caso each monoalphabot contains but two letters docs 

not affect the theoretical value .of K ; .f:lnd whether tho actual number of coin
cidences agrees closely with the expected .number based upon K = .0667 depends 
upon the lengths of tho :two supGrimposed sequences. 
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pect to tho keying sequence. Thus: 

Nq.l . 

. . ,;·,."- · .... ) 

Alphabets ••• l6 21 13 
Plai~l .text •. • W. H J!;, 
Cipher. • • • •. • E Q. N 

-· 
Ai.phabets ••• 16 ;2i 

· :?lain . text ••. ... T. H 
Cipher·.· ••••• ·p Q. 

5 s 4 17:i9 21'21 2 
NINTHEc·o 
'B . T F y R; c X X 

13 5 6 '4 17'1.9 21 2i 
E ,., 

E n E R A L IX 

N T u· 'F :a· ... w n· j' 

6 .. 3 . 6 ;i3. 13 . 1 
U R S E .L 0 
~ J ··N Z 0 

2' 6 ·' 3 6 '13 13 
A- B s 0 L u 
L . Q. .. H· y z p 

7 12 ••• 
U G ••• 
y. A· • • • 

1 7' ... 
T E ... 
T M ... 

It is evident that the two members. of evory pair of superimposed letters are 

no ~onger in t!le __ same cipher alphabet, and therefore, if two superimposed 
...... 

c).ph.,cr :le(te~s ai·e identical this ~is merely an "accident"' for now there .is; .. 
J ' . 

no basic or general cause for the similarity,· such as is true in the case of 
' . .- . :·;: 

The similarity,· if present,. is, as already stated, 

due to .chance and the number of such cases of similarity should be about the 
1 • -:. • • ~ ~ ~ ~. : • -

same as though .the two cipher letters were drawn at random from random text, 
. . : .... ·-·~·-·~·· ....... f .•: .··· ~ .... : ~ ~ : .. ; . • .. · .I 

in which Kr. ~ ~ .q!(s~. It i~ n.o longer true that (a) in every case in which 
. ~·. . . ' . . . . - ~ . .' . 

two sup~riJU:posed _cipher lottors are the same, the plaino.text letters are iden ... 
I 

tical, or(b) in every case in.which.two superimposed cipherletters are 
:, ' ,' ' , .. o' ·.:·~ • ,: '~ , ,~, •: ', o .' • f • ' ( : : ' ~ I • ' ' I • <, ! • '• • ' ' ': t 

different, thq plain-text letters are different. Note, for example, that 
. : .. ,_. ' . . .· . . 

the S~J)erimposed Tc '.s represent two different plain-text letters and that the 

Sp of the _word 09~]; ~n the 1st m~s~age gives J c vrhilo the S of the word 

~~LU~L~· i~ the 2d message gi~~s :H. Thus, it becom~s ~lear .that in tin. 
,.. . . .·.: . :. :. · .. ' . c 

. ' . 
Incorrect superini.position two different plnin-toxt letters enciphered by two 

. . . \ ': ... ; .. ' ·' . ·. 

different' alphabets may "by chanc'e" produce identical cipher letters,· which . . . . . . . . .. . . ·. · .. - ~ . . . : 

on superimposition yield a coincidence having no external indications as to 

~issimilo.ritj" in plain-text equivalents. Hence, .if there are no other factors 

which enter into the matter and which might operata to distort the results to 
........ 

be, expected from the operation· of the basic factor, the expected number of 
. ' ·:. '· . ·: \~· . -· '· ·. . . : . . 

. case·s .. -of .. iciontical c :ipher letters brought together by o.n incorrect superimpo-

sit ion will be dotermi.ncd by .-tlle · vo.lue K · : e0385. . . .. . r 
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(8) But now note also that in the foregoing incorrect superimposi-

tio~ there are two Z 's and that they ~epresent tho same plain-text letter L. c 

This is occasione~ by the fact that tho plain-text messages ha'ppened to have 

L's in just those two places and that the cipher alphabet ~appcned to b~ the 

same both times. Hence, it becomes clear that the same cipher alphabet 

brought into play twice may "by chance" happen to encipher the same plain-

text letter both times, th~s producing identical cipher letters. In some 

systems this source of identity in superimposed cipher letters is _of little 
. ,•, . .. 

importance, in other systems it may materially affect the actual number of 

coincidences. For .instance, if a system _is such that it produces a long 

secondary keying cycle composed of ropeti tions of short primary keying cycles 1 

an incorrect superimposition of two cryptograms l!lay bring into juxtaposition 

many of these short cycles, with the result that the actual number of cases 

of identical s~perimposed cipher letters is much greater than the expected 

number based upon K r = .0385. Thus, this source for the production of iden

tical cipher letters in an incorrect superimposition operates to increase the 

number of cases to be expectod from the fundamental constant Kr_ = .0~85. 
( 9) In some systems, where nonrela~ed cipher alphabets are employ-

ed, it may happen that tw<? identical plain-text letters may be enciphered by 

two different cipher alpl:J.abets which, "by chrmco", have th.e same equivalent· 

for the plain-text letter concerned._ This is, however, a function of the 
)) ' 

pa:J:'ticular cryptographic system and can bo tnkon into account wh~li the nature 

of the system is known. 

(10} In general, then, it may bo said that in tho case of a correct 

superimpo~ition the probability of identity or coincidence in superimposed 

cipher letters is .066?; in the case of an incorrect superimposition, the 

probability is tit least .0385 and may be somewhat greater,· depending up.on 
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· special circumstances. The. foregoing situati\:>n and facts make p'ossible what 

has been referred to as th~ "coincidence test.'" Since· 'this test us'·es the 

constant K, it is also called. tho ''kappa test." . - . 
. .. 

d. . The way in which the· co incidence test may be i:Jpplied will now be 

explained~- The -~tatement that K : .0667 mefu'1.S that 'in 1000 cases where ·two 
'p 

letters are dr~~m at· random' from a large volum~ of plo.iri text, there will be 

about 66 or ,67 'cases' in which the two lett~rs' coinc1d'e~' that is,· are identical. 
-,· 

Nothing is spec'{ried as to what the two letters shall be; they may be t;ITO z' 3 

"I·,· 

or.they'may be two E's. This constant, .0667, really denotes'a percentage: 

if mariy comp-arisons of _.s ingle .. lette~s are made, th~ letters. being draviri at 
. '• 

'random from among those' constituting a largo volume of plain text, 6.67% of 

these ~omparisons ni.~d.e will yield coincidences. · So,. it 2000 such comparisons 

are made, tho theory. indicates that there should be about ~0667 ± 2000 : 133 

co:i.ncidenc'es; 'ir there' is' sufr'icient text to permit 'of inakiiig 2·0,000 'compari .. 

sons, there should be abc)ut 1334' coincidonces., and' so on~ .. 

!.· Another way ot handling the matt'er 'is to find the ratio of the ob

served number' of coincidences to the tot~l number of cases in which the event 

in question 'might poss'ibly occur, i.e.' . the total nUmber of comparisons of 

. superimpos~d i~tters. when this ratio is closer 'to .0667 than it is to .0385 

the cor~ect superimPosition has been ascertained. This is true because in 

the. case or' ~- correc't superimpo'sition both members of each pair of. superim.

':P'osed letters actuatly belong to the same morioalphabet and the-refore the · 

probability of their coinciding is .0667; whereas in' the ca.se of ail incorrect 

superimposit-ion tho members of each pai; 6{ superimposed letters belong, as a 
. . ' 

general rule, to 'dtff~rent in~rionlphab~t-s3 , ahd therefore the probability o.f 

3The. qualifying phrase. "a·s. a general rule" is intended to cover. any "distortion 
in results occasioned by the presence of an unusual number of those cases of 
coincidence described under subparagraph £(Sf and (9). · 

r 
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their coinciding is nearer .0385 than .0667. 
the 

f. From the foregoing, it becomes clear that/kapp!'l~test involves as.cer-

taining ·the total number of comparisons that 'c.an be made in a ~iven case~ as 

well as ascertaining the actual number of coincidences in the case under 

consideration. When only two messages are superimposed, t)lis is easy: the 

total number of comparisons that can be made ·is the same as the number of 

superimp9sed pairs of letters. But when morci:"than two messages are superim-

posed in.a superimposition diagram it is necessary to make a simple calcula

tion, based upon the fact that ~ letters yield n{n-1) pairs or compar~~ons, 
. 2 

where n is t.he number of letters in the column
4 
•. For. example,, in the cas~ of 

a column of 3 letters, there are 3 x 2 : 3 comparisons. 
2 

This can be chec~ed 

by noting that .the 1st letter in the colunm. may be compared with the 2d, the 

~d with the .3rd, and th~ ls.t with the 3rd, making ~ comparisons in all. The 

number of comparisons. per column times the nurnbor. of, column~ Jn :t.hf:l ~niperim•: 
diagram of 

position/ letters gives the total numf?er ?f comparisons. The extension of 

this reaso~ing to the case. where a superimposition diagram has columns of. 
"~' 

various lengths is quite obvious: one merely adds together the number of 
' ,,""' ' ' 

comparisons for columns of different lengths to obtain 1'1· grand total •. For 

convenience, the following brief table is given: 

·4This has already been encountered (Footnote 3, Appendix 2, .·Military.Crypt
analysis., Part 2.) It is merely a special case under the. g~neral formula for 
ascertaining the number of combinations that may be made of n different things 
taken.!:. at a time, whichjs r : n! • In study~ng coincidences by the 

n '-'r r! {n-r)! 
method indicated, since only two letters are compared at 
2; hence the expression n! , which is the same as 

r!{n-r)! 
by cancellation of (n-2)!, reduced to n{n-1). 

2 

a time, -r ·is 
n{n~l) {n:-2) 1 

2(n-2) 1 
.··· 

always 
~ ·becomes 
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No. of No. of No. of No. of No. of ·. Nb. of 
letters. compa- letters compa- letters . compa::-
~ . . . . . : 
iii colunui ·: risons in columD. :dsons in column risons 

2 .l 11 55 21 210 
3 3 -12 66· 22 231 
4. 6 13 78 23 253 
5. to 14 ::91 24 . <276 
6 15 15 105 25 300 ... 
? 21 16 120 . 26 325 . 
8 2~ 17 136 27 351 

'9 36 ·ia 153 28 378 
_10. 45 ,19 171 29 '406 .... .... 20 190 30 435.' 

· ~· ·'in ascertaining. the number o.f coincidences· in .tho case of a ·column· 

cori'ta:i.ning several letters,·- it is~ again necessary to use the formula n(n-1) ' 
' 2 

only :i:n ·~h:is 'case n is the numbe'r 'of ident ic'al le-tters in the column. . The e ' 
reasoning,· of ·course, is the same as before.· The total ntimber of coincidences 

is the silin of tho number. of co·incid.encos for each case of identity. For· 

~xample~ ·in the c'olumn shown: ht the side, containing 10 lett·6-rs, there are 

d .. 3 B's; 2 C's, 4 K's, and one z. The 3 B'S yield '3 coincidences, the 
K 

· B · '2 ·a's ... yield one coincidence~ and the 4 K's yield 6 coincidences. The 
K. 
Z · suni of ·3+1+6 makes a total of 10 co'incidences in 45 ~omparisons. 
K. 
C -'· 42. General procedure to bo. followed in making the K-test. - ~-· The 
B 
B 
K 

steps iii· ~pplyii:ig the foregoing principle's to -an actual case will now 

be described. · Suppos~ s'everal ·messages enciphered by ·the same keying 

sequence but each beginning a.t a different point in that sequence are to be 

solved. The indicated method of solution is that of superimposition, the 

problem being to determine just where the respective massages a.re to be super-

imposed so, .t!lnt tho cipher text within tho rosp~ctive columns formed by the . ' . ~ . ., :. ~ . . . ; : 

stiperiinp·osed· messages will' be mbnoalphabetic~ : From what has- been indicated • ' • • I·,:. '., . ,,· ' 

a bevel', it "wni be understood that t.he __ 'various messages may be shifted re'rative 

.·'to one a~_oth~r· 'to many· different points of superimposition, there being but 
:; . 

one- correct superimpos.i tion for _,each message with respect? to all the others. 
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First, all tho mossaecs nro numberod according to their lengths, tho longest 

being assigned the number i.· Commencing with···mossr-,gcs· 1 hnd 2, nnd keeping 

n\unber ·1· in a fixed 'pes i tion, rriessrige 2 is placed Iinder it so that the initial 

<i·le'tters of the tvvo messages coincide. Th€m tho· tVw letters forming the· sue-

cessive pairs of superimposed letters are examined and the total number of 

cases in which the superimposed letters are identical: 'is noted, this giving 

the observed number of coincidences. Next·,· the total nlimbor of -superimposed 

·pairs is ascertained~ and tho latter is mul tiplicd by ~0667 to· fLnd the expec--

ted number of coincidences. If the obsertcd· number of coincidences is· c·onsi-

derably below the expected number, or if tho ·ratio· of tho obsc'rved number of 

coincidences to tho'total number of comparisons is.iio~rer.~0385.than .0667, 

the suporiniposi tion' is incorrect and message 2 i's shir'tod to tho next s~'pcr-

imposition, that is' so that its 1st lcrt;tor is imdor the 2d. ·of message l. . 

Again tho observod·number of coinc-idences is ascertained and is compared wi't;h 

the expected number. Thus, by shifting message 2-ono space at a time (to·the 

right or left relative to message 1) the coincid0ncc.test finally should indi-

cato the proper relative positions of tho two·mnssagos. ··when the correct 
) e point of superimposition is reached the cryptanalyst is' rarely loft in doubt, 

for tho results arc somotimns quite s·tartling. ~.::f't;)r-mossagcs 1 and-2 have 

been properly superimposed message 3 is testod ·firf;t· <.:..gairist messages 1 and 2 

separately, and then against tho SWnO two mOSS[;gOS combined' at their correct 

. •t. 5 suporunpos1 10n;, Thus message 3 ·is shifted a stop each time until. its corroc: 

. -
position with respect to messae;es 1 and 2 has been found.- Then message 4 is 

taken and its propc'r :point of suporimpositi'ori with respect to messages 1, 2, 

5
At first thought tho student might wonder why it is atJ.visable or necessary 

to test message 3 against message 1 and message 2 soparati:Hy b-efore testing 
it against tho combination of messages 1 and 2. The first two tests, it 
seems to him, micht be omitted and time saved thereby. The matter will be 
explained in Par. 43£(3). 
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and 3 is· ascer~nined. The process is continued in this manner until the correct 

points 9f supe.rimposition forall the messages have b.een found. It is obvious 

that as messages are added to the superimposition diagram, tho determination 

of correct points of superimposition for subsequent messages becomes progres-

sively more certain and therefore easier. 

b. In tho foregoing procedure it is noted.that there is necessity for 

repeated displac~mcnt of one message against another or other ·messages. Thoro-

fore, it is advisable to tran.scribe the messages on long strips of cross-

section paper, . joining sections accurately if several such strips arc necessary·-

t~ accomodato a long message. Thus, a message once so transcribed can be . 

shifted to various points of superimposition relative to another such message, 

without repeatedly rewriting the messages. 

•. £• Machinery for automatically comparing letters in applying the coin-

cidence.test has been devised. Such machines greatly facilitnte and speed up 

tho procedure. 

43.' Example· of application of the K -test. - ~· With tho foregoing in 

mind, n practical example will now be gi yen. 
· messages, 

Tho following/assumed to.bo tho 

first 4 of a series of 30 mossRges, supposedly enciphered by.a long keying 

sequence, but each message commencing at n different point in that sequence, 

nre to be arranged so as to bring them into correct superimposition: 
.) 

Message +• 
P G LPN HUFRK SAUQ,Q, AQ,YUO ZAKGA EOQ.CN 

P R K·o V HYEIU Y N B 0 N. NFDMW Z'LU.KQ, AQ,AHZ. 

M G CDS LEAGC JFIVJ WVAUD BAHMI HKORM 

L T.F Y Z L G S .0 G K 

.. 
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Message. 2. 

M K U.R Y 

G. D D E Z 
I 4' ' 

XC_ Q.P Y 

DL·BO~. 

, :1 ... 

Vi .J:f J U .:Yf . K ~~. ~- .H L ... 

SRHHJ 
~, . __, . . . .... 

N G U Z K .. PRCDK . Y p. o. B. V :D D. X .c p 

F U _Z.N_,A 

.. :9.-.Cf R .G ·I RM!CN 

·.HSGGO. PY.AO:Y·;'/.f:. .. ·I. ._ .. · 

VlFWT D N H T Q.1~. 

HRZWC z sILT .E 

T H D X .L HYI GK 

.CNYEH T S C T 

T. l! L D.H NQEZZ 

RAAZG 

.-E,E V: P X 

··vyzw;x: 

,· 
: ,. • ! ... '. ·--

. P. J p S ._Q. . , A U, P :j_i'. R . · ·0 X J ·R 0 

0 A T .. -D Q . . L D 0 . Q,_ Z. . H -_A .. VI. N X: .. 

A z. Q,llD. TNALT 
'•' ... 

·, 
. ~ . . . •' ·" •:; r • • 

~essage 4. 

U T Y G D . · U E· :.P -U ~ . . S D ~ I Q, . :~ ~ N :£?, 0 .. 

NY L Q, Q. . V Q, G C D U. T U B Q . X .S· 0 .. s K · N 0 X U V K c.¥ .J.x . . , .. ·'·'' 

C N J K S. A. N_ G U I F; .T"' 0 W 0 M S N B Q D B A.I V. I K_p W_ G:_., .. 

VSHIE 

.b. 

No. 1 
No. 2 ... 

p, 'i 

6 
Sup!3rimposing. messe,ges. 1- and 2, ,beginning with th~ir ls_ii ,;Lett~.rs_,: 

33 
PGLPNH~FRKSAUQQAQ~U-~ZAKGAEOQCNPR.K, 
CWHPkKXiLUMKU~YiCOP~d~·iu~k~I~LOKZ 

. . '· - . . --~ bb 
No. 1 0 V H Y E I u·· Y N B 0 N N F D M W Z L U K Q A Q A H Z M G C D S L 
No. 2 • • • T L A .W R D F G D D E Z . D . L B 0 T li' U Z H A S R . H H J- N-- G U Z K- P · .. . ' .· .· . ·- .:... . . .. ,•· : '. 

No. 1 ••• 
No. 2 · •.•• 

- . q~ 
E A G C J P I V J VT V A U D B 'A, H M I H K 0 R 1.1 L T F Y· Z L ~G S 0. G K 
R c n :K y o o B v n D x c n o G R G I R M I c N r-I s G G · o 1?' Y: A. o y x - -

the numb.er of coincidences is· fou..11d to be 7. Since· the total number' ~~f ~ompari-
; 

sons is 101, the expect~d number,. if the superimposition .wore cor~ec~,: s~o~ld :. 

bo 10.1 x .066?: 6.?36?, or about? coincidencos •.. -Tho fact:that the,ppsg;ry~q · 

number of coincidences matches tho expoctod numbor on the Yery first trial' 

·.' 

6
The student will havo to imagine tho messages written out as continu~us:.s~quo~

cos on cross-section paper. 
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creates an element of suspicion: such good fortune is rarely tho lot of the 
. . . 

practical cryptanalyst. It is very unwise to -stop· at the first trial,~ it:_ 

!h_e. resui"ts are ·favorabie, for this close ·agreement betweon tlworetical and 

actual numbers of coincidences might just be "one of those accidents." There-

fore message 2 is shifted one space to the right, placing its lst letter beneath 

the 2d letter of message 1. Again the rilimber of coincidences is noted and this 

time it is foQ~d to be only 4~ The total number of comparisons is now 100; 

the expected nu.niber is still about ? • · Here tho observed ·number of co inc idenccs 

is considerably less than the expected number, and when the· relatively small 

number of c ompo.risons is borne in mind, tho discrepancy between the thcoreti;_ e 
cal and actual results is all the more striking. The hasty cryptanalyst might 

therefore jump to the conclusion that the 1st superimposition is actually .the 

correct one. But only· two trials have been made· thus far and a few more are 

stili advisable, for in this scheme"of superimposing a series of messages it 

is absolutely essential that the veryfirst superimpositions rest upon a per- . 

fectly sound fo~dation _;.. otherwise subsequent work will be· very difficult, 

if· not entirely fruitless. Additional trials will therefore be ·made~ 

c . .... Message 2 is shifted one niore space to tho- right and the nuinbor of 

coincidences is now found to be only 3. Once again message 2 ·is shifted, to 

the position· shown below, and the observed number of coincidences jumps sudden-

ly to 9. 

No. 1 • • .P 
No~ ~ ... 
No. ·1 ~: •• o· 
No. 2 ••• o 

".3o 
GLPNHUFRKSAUQQAQYUOZAKGAEOQ~NPRK 

CWHPKKXF·LUMKURYXCOPHWNJUWKWIHL . 
I., . ~~ 

VHYEIUYNBONNFDMWZLUKQAQAHZMGCDSL 
KZTLAWRDFGDDEZDLB.OTFUZNASRRHJNGU 

'18 
No. 1 ••• E A G C J P I V J W VA U D B A H M I H K 0 R M L T F Y Z L G S 0 G K 
No. 2 ••• z K P R C D K Y 0 0 B V D D X C D 0 G R G I R M I C N H S G G 0 P Y A 

No. l 
No.· 2 ••• o Y X 

•, 



•. 

. ' ' : ·.:. ~- . ;' . ~ . -~ .. 
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Tho· total number of compnris<?ns .is now 98, so that the expected. number· · 

of coincidences is 98 x .0667 = 6.5366, or ~till about 7.. The 2d and 3rd 

superimpos11;ions are definitely incorrect;. !lS to-the lst and 4th, _t~e la:tter 

gives almost 30% more coincidences :tha:q. tl:le former. ,Again considerinE? the 

:relatively small number of compariso~, this_ 30% ~iffercmco in favor of th~ 

4th superimposition as against the lst _is important. :Further detailed expla-

nation is unnecessary, and the student may now be :to~d that it happens that 

the 4th supe_rimposition i~ r_eal],.y corre~t; .if the :r,:1_essages w~~e longer, all 

:doubt would be_ dissolved. The relativoly_lar~o number of coinc~de~cos found 

e .at thelst superimposition is purely accidon_tal in- this C!3.SOe 

~· ~e phenomenon noted ab~ve, wherein the observed number of coinci-

donees. shows a sudden increase in mov.ing from an in9orrect to .fl. correct super

imposition .is not at all unusual, n<;>r should it be unE3xpectep., because there 

. is only~ correct superimposition, vJh~le. all_ other suporim]?qsitlons are 

entirely incorrect •. In other words, a superimposit~on i~ .. oither.lOO% correct 

or 100 %_wrong.--_ and there arc no gradations betwoe:t;J- :these ~wo e~tremes •. 

Theoretically, therefore, the difforenr::e bet>·men the. correct superimpod tion . . . : . -- . ' . . 

nnd any one of the many incorrect superimpositions should .be very marked, .. 

since it follows from what ho.s b(~en noted above,. that one cmmot e;x:pect that 

the discrepancy between the actual ~:nd tho -t~tecireticnl n~.ui1ber of coin,cidences 

should get smaller and smallor ns one appronchGs clos~r and closer to tho . 

correct superimposition. 7 For if letters. belonging. to the same cipher alpha-. . ' . . ., . 

bet are regarded as being members of the. smne frunil~, so to spc~k,, t~en tho 

two letters forming the successive p~irs of letters broug~t. into superimposi-

7The importance of this remark will be, appreciated, when the student,·_c;omos to 
study longer examples,-in which statistical expec't;ations have a better-o:ppor-
tunity to come into play. · 
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tion by an incorrect placem~nt of one mossago relative to another arc total 

str::mgors to each other, brought together by pure chance. This happens time 

mid again, as one message is slid against tho other -- until.tho correct 

superimposition is reached, whereupon in every case the two superimposed 

lett.ers belong to the same family. There may be many different families 

{cipher alphabets) but tho fr.tct that in every case there are two members of 

the same family represcmtod causes tho m:-.rked jump in, number of coincidences. 

~· In shifting O!J-e mess'3.ge against r:mother, tho cryptanalyst may move 

to the right constantly, or he mny move to the loft constantly, or he may 

move alternately to the left n...'ld right from a selected initial point. Perhaps e 
the latter is the best plnn • 

.f.• (1) Hn.ving properly superimposed messages 1 and 2~ message 3 is 

next to be studied. Now it is of course pcssible to test the latter message 

against the combination of the former, without further ado.. That· is, ascer-

taining merely the total number of coincidences given by the superimposition 

of the 3 messages might be· thought sufficient. But for reasons which will 

soon become.nppnrent it is botter, even though much more work is involved, 

first to test message 3 against message 1 alone and against message 2 alone. e 
This will reaily not involve much additional work ~£tor all, since the two 

tests can be conducted simultfuJ.eously, because the proper superimposition of 
' . . . 

messages 1 · i:uid 2 1s already known.· .. ·If the tests against messages 1 P...nd 2 

separately at a given superliaposition give good results, then massage 3 can bo 

tested, at that superimposition, against messages l·and 2 combined. That is, 

all 3 messages are tested as n siX:gleset. Since~ according to the scheme 

outlined,. n set of threo closely related tests is involved, one mignt as well 

_systematize the work so as to save .time and effort, if possible. With this 

in view a diagrrum such as that at the side (page 115) is made and in it the 
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coincidences --are recorded in the· appropriate_ cells, ...... : .... 1 2 3 

to show separately 'the .,coincidences· between messages ; r·: ~ ' . 
~ 1. X 

) 

~ .U\1_ 
-, 

{"•' ,,, . .. . . .... . ~ 

1 and 2, 1-:and· 3, 2 and· 3,. for each s-uper.imposi tion ' 
~ i ! i : 

tested •. The 'number of :tallies in tho cell 1.:;.2_ is 

the same'a:t the beginning of all the 'tests;··it has 

<·'airoady beeri found to be 9. Therefore, -9 tallies 

i 2 
' (~ ~ ·... ... . .. .... . 

; 3. 

HI i 

l 
>( Itt: 

are inserted ·in cell 1-2-t·o:beginwith. :A column whrch·shows identicallot_tcrs 

in messages 1 and 3' yiGlds a Single tii-ll:y' foi· ·Call 1-3;: a COltimn Which ShOWS 

identical letters in messages 2 and ~ yields· a s1lit;1:o 'tally for cell 2-3~- .: 

Only v1hen.a .superimposition yields .. 3 idon.tical ;J..et.t.\3~s ... iJ1.fl. c.o1urnn,_ is. a_ ~ally 

···to be recorded siinul tanoously iri.-;cells 'r-3:.:£::nd 2.:3, since the ptesenco o:t< 3 
. ::~ .... "":.· . . 

.... 
·~ i . ' ·,' I 

Let mosf~age 3 be placod beneath mof:>sages 1 and 2 c?mbined, so 
t:'. t.f 

(2) 

that the 1st letter of message 3 fa},ls under tho 1st letter of message 1. 
. : ~ t .• : . ...~: ;~.. : •. ;·_, ··~ • : •• : r. : • • •••. 

.. (..It .is advisable to fasten tho latter.. in pln.co.so .th~t .. tP.ey_can~o.t. e~$il,y __ 'Qe 

disturbed.) ·Thus: 
. . . ~· : .. .··:··: .... · 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 .21 22 23 24 25 '26 27 
1 ·.;.. 'P G· L ·p N H U ·F R -K · S A . U Q, : Q ,A · Q; 1. U o·.: z': A. K G ::A>'E- 0 
2 ••• . C W H P K K X F L U M K U R. Y X C 0 P H W N J U 
3 •••. w· F W T D N H.'T G M R:·_.'A_ ·.A. Z( G· P. J· D.:· S ·,Q,;-_.A;;;-U . p· ·F· · R '0 X 

' . 28 29· 30 31 32 33 34 35 36 37 ·38: 39-~40'·4Fii2 '43'•44:45 46 47'48 49 50'·51 
1 
2 
3 

... .. ,. 
••• ... 

Q. c 
w K 
J R 
'-· 

N p R K 
Vl r .H .L 

0 H R z 

0 v H y E r 
() K:z T ··t;··A 

1!! c . 0'7 ·S R 'I' .u t'.• 
- •:..•. ~. . .. 

u y I'J B 0 N N F D M w z 
:.vJ . . R D F G ··n D E z.: n: .. t:: B 
E E E v p X 0. A T D Q. L 
1 ~ ; ' 

~. !' ··; 

52 53 54 55 56 57 58 59 60 61 62 63 64 55 66 67 68 69 70.71 72.73 74 ~5 
1 • • • · ·L · U . K ·Q. A Q, 'A tl: ~ ·. M :·:o< c· D -s: · L. '·E A G · C· J ,p: i-r· v: J 
2 0 T F U Z N A S R H H J N Q U Z K P R C. D .K Y 0 
3 ••• ·'n o· Q. z•'H A w 'N 'x (T :j:(',.D' X 'r. H y" 'I .-a:· K' v·· y' z w' X 

. -~76- .7.7 ·79 ?~vso s1-' s2-·s3 84· 85·-86'·:87 es•'-sg· ·go :::n 92- 93 94-95 96 ~97·:99· 99 
1 ••• 
2 ••• 
3 ... 

1 ••• 
2 
3 

W VA U DB A H M I H K 0 R M L T F Y_Z L~~ S 0 
.0 B 'V :b · D X· C ,D: : ... 0 ··:1G: ::::R- ... G .I :R~:r,1 .. I C .. . N:' H .·s~._:'. o· ... G .. o·. p 

B K 0 Q, 0 A, ~ .. - ~- :N.~:·B ~: .. ~. __ A L T C, N, :! ~ ~:·:~.: .. ~·_;,s ~- T 

100 101 102 103 104 
G K 
Y A 0 Y X 
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1 . 2 3 . , The .::tuccessivo columns arc now oxo.minod and: the 

1 '"" 
!. 

\I(. 1\U I .,.. 
i 

co inc idonces are recorded, remembering thr,t. only 

-I 1\1: 
,1- ! -;.. . ' 

coincidenc_es b~twccn messages 1. r:md 3, o.nd between 
2 

mo~so.geB 2 and 3 nro no-w to be tubule. ted in tho -.. . ... .. -

3 .y. ·'I ')( I y..· diagram. r.L'he results for thif1 first test arc shovm 
.. 

in the dio.grnm at the side. This superimposition 

yiel,ds' ,but 3 coinc_id\3noes between messages 1 aud 3, and tho same .number bc

~leen messages 2 and·3. The total numbers of comparisons nrc thon.notcd and 

the. following to.blo: is_drawn up: 

I I 
Combinati9n Total No• _of No. of Coincidences I Discropanc~ 

Comparisons · Expected Observed 

Ll1eosages 1 and 3 99 about 7 3 -:-577~ 

Messages 2 a_nd 3 96 " 6 3 -50% I 
291 19 I . I 

-21% ~1essagos 1, 2, nnd 3 " I 15 - . I. 1 
:'• ...... I . 

(3) The reason,for the separate tabulation of coincidencos between 
.. 

mess.ages 1 and 3, 2 and 3, and 1, 2, ,and .3 should now be apparent. Whereas 

the observed number of coincidences is 5J% below the expected number.of coin-

· cidences in· the case of messages. -1 and: 3 alone, and 50% below in the case of 

message_s 2.~and 3 alone, the discrepancy between tho expoctod kd obsorv~d 

numbers is'not quite so marked (-21%) when all three messages arc considered. 

together, because the relatively high number of; coincidences botvrcen messages 

1 and 2-~ which a.re Correctly_.SUpor_j.mposcd, ~GrVCS to countorb~lance __ tho. iow 

I 
I 
I 
I 

e 

numbers. of coincidence['!· between 1 and .3, and 2 and 3.· Thus; a. correct super- ~ 

' 
mask the bad results for the other two combinations. 
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(4) Message 3 is then shifted one space to the right, and the same 

. ;. 

procedure is followed as before.· Tho results a:ro shoWn. bolQw: · 

No. 1 
No. 2 
No. 3 

No. 1 
No. 2 
No.; 3 

No. 1 
No, 2 
No. 3 

1 

'I--

r 

.., 

. . . . . ~ 
••• P G L P lf H V F. R .K S A U Q, Q, A Q, X. U 0 Z A K_1G A E. 0. Q, C N PH K Q. V 
• • • . C W H P K K X FLU M K U R Y X.C o·p·n W N J U W K W I !i L Q. K 
• • • W F lN T D N H T G M · R A A z. G P J D S Q A U P F R 0 X J R 0 H R Z v: 

.... 
I• 

••• H Y E I U Y N B 0 N N F D M W Z L U K Q, A Q. A H Z M G a D S L E A G t: 
• •• Z T L A W R D F G D D E Z D L B 0 T F U Z N A S R H H J N .G U Z K P I 
• •• C· Z S R T E E E V P X 0 AT D Q, L D 0 .QZ H A_W N X T H D X L H Y I i: 

'"'· ••• J P I V J VI V A :U ~ B A H M I H · K 0 R M L -T F Y Z L G S 0 G K · 
• •• C ·n K Y 0 0 B V D D X C D 0 G R G I R M I C N H S G G 0 P Y A 0 Y X 
••• K V Y Z W, X B K 0 Q 0 A Z Q. N D T N A L T C N Y E. H T S C T 

2 3 
Total Uo ·.1 No. of . . , . 

Combination of Compa~ 1 · Coincidences · Discre-
r:-- .. ·. risons Ex_J.:~ected Observed pancy 

1\\4; 1\1\ ""~~ I 
( 

+43% Messages ··.1 and 3 : 99 about 7 10 'f. 
l:ml 

,_ I 
Mossagos ') and 3 9? I . ' " . .6 6" 0% '-'· 

l Mes.sage:s 

I 

1,2 and 293 
I 

" 20 25 +25% 3 I 

I . ! ·j . . I .. -
Y,.. '1-- I 

Note how well the observed and expocted numbers of coincidences B:gr~ei ·in ·all 

three combinations. Indeed, the rosul ts of t~1is test aro so good that the· 

cryptanalyst might ~ell hesitate to mnko any moro tests, 

{5) Having ascertained the relative positions of 3 messages, the 

fourth message is now studied. Bore are tho results for the correct super
'.!>·· 

imposition, 

No. 1 
No. 2 
No. 3 
No. 4 

No. 1 
No. 2 
No. 3 
No. 4 

No. 1 
No. 2 
No. 3 
No. 4 

... . .. ... ... 

... 
••• 

... 

... 
••• 

p 
.S'i·· 

G L P N H U F R K S A U Q, . Q A Q Y U 0 Z A K G A E 0 Q. C N P' R K 0 
CW~PKKXFLUMKURYXCOPHWNJUWKTIIHL~ 

WFWTDNHTGMRAAZGP~DSQAUPFRbXJROHRZ 
I - - -

T U L D H N Q E Z Z U T Y G D U E D UP S D L I .Q. L N:H B 0 N :Y 
;,,,, . - 1:/f!:.' 

V H Y E I U Y N B 0 N N F D M VI Z L U K Q. A Q. fi H. Z· M G C D S L E A 
KZTLAWRDFGDDEZDLBOTFUZNASBHHJNGUZK 
WCZSRTEEEVPXOATDQLDQQZHAWNXTH·DXLHY 
LQQVQGCDUTUBQXSOSKNQ.XUVKCYJXCN.JKSA 

. . . ·w~ 
GCjP IVJWVAUDBAHM IHKORMJ~TFYZLGS 0 GK" 
P R C D K Y 0. 0 B V D D X C D 0 G R G I E. M I Q. N H· S G G 0 P Y A OYX 
IGKVYZWXBKOQOAZQNDTNALTCNYEHTSCi 
NGUIFTOW~MSNBQ.DBAIVIKNWGVSHIEP 

I 
I 

I 
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1 2 3 4 - -No; ·of : 
Coincidences 

1
. Discre 

Expected ' Observed . anc 

ab6ut G I 7 I +16% 

I . 0% 
I 

+13% 

.. 

I Total No., I 
.. 

~- ~ 

"'" Combination of.Compa-X· l 

.1m ~ . \\ i risons .l 
.,.. 

'f.. """ "'" I Messages· 1 and 4 96 . I 
I 

l ' I I 

1 
.Mes~.ages 2 and 4 :. 95 .. , 

I X )(.. 'f-. \W I. 
I ' i ·Messages 3 and 4 96 

., 

I 
I 

' 

I 
1-:· ','). Me.ss'ages 1, 2, 

I ·. 
I X ·y;. I ' I 

I I ·, .~ 

I 3·and· 4 581 
.. 

I .. i i 1 ! ; 
~ . ., I ' : ! . I 

I 

·II 
., 6 6 

. '" 6- 5 

'.' ,/ 
I 
I 

39 
I 

' " I 44 .. I 

.-16% 

.. 
The ·results fo;r an inco'rrect SUperimposition (1st letter of..llBSSage_ 4. under 

-~ 
. . . ~ ... , ... ~ . 

·4th letter a·r message 1}. are also. shown f.or comp~ison: 

I 

I 

No· • 1 
No. 2 
No. 3 
No. 4 

No, 1 
No, 2 
No. 3 
No. 4 

••• P G L P ··N .H U F R K. S A U Q, Q. A Q, Y U 0 Z A K G A E. 0 Q. C N P R K 0 
. ••• CWHPKKXFLUMKURYXC OPHWNJ.UWKWIHLO. 
• •• W F VI T.D N H T G M R A A:z G P J D S Q, ·AU P F R 0 X J R 0 H R Z 

..~ U L D H N Q. E Z: Z U T Y G D U E D U P S D L I 0 L N N B 0 N .. • . 
. • • • . V. H Y E. I U' Y N B 0 N N F .. D M \'1 Z. L u.· K Q. A Q. A H Z M G C D S L E A 
••• K Z T LA T!(R D F G D DE Z p L B 0 T F U Z N AS R H H J N G ,U Z K 
• •• W C Z S R T E E E V P X 0 .A T D Q L D .0 Q. Z H A Vf N X T H D X L. H Y 
ou ·y L Q. QV Q. G CD U TUB Q, X S 0 S K N 0 XU V K C Y j :icC N J K S 

·., 
No •. 1 ~- /. G C J P I V J i'i · V A U D B A H M I H K .0 R .M L T F Y Z L G S 0 G K 
No, 2 ••• P R C D K Y 0 0 B V D D X C D 0 G R G I R M I C N H S G G 0 .P Y AOYX 
No. 3 • • • I G K V Y Z W X B K 0 Q 0 A Z Q. N. D T N A L T C :~r Y E H T s· C T 
No. 4 ••• AN G U I F T 0 W 0 M S N B Q. D B A I V I K N W G V S H I E P 

' . - ' ' ' . 

·''1·:~:·2· '3· 4 

M-i i Total No. l No. of ! I 1M I II ! j 
I ! Combination I of Compa-1 ____2?incidences · · ~~piscre.-y.· fM ~ ! I risons · E1rn_ectod ' ObsorvedJ panc:v 

~ I I ... ' ' ·! . 

I 'f.. 
. HI 

I Messages 1 and 4 I 96 about 6 l 2 -67% 'l ·.I ' I 
I I •' I 

I' 
, 

I ' Messages 2 and .4 ! 96 If• 6' 3 I -50% 
l11 ' 

.. 
y. I ,. 

.f. ·--~. 
l 

I I 

I Messages 3 and 4 i 96 " 6 I 2 ~67% .. .I . i I . I 

i ... I' ! 
I I 

I 
j I Messages 1, 2, i Y... 'f ! I i I : 

I 3 and I I -15% l 4 i 582 " 39 33 
1 

I ! 
L__ i i 

. I . 
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(6) It is believed that the p'rocedure has been expla:i,ned with 
\' .· '' ... ' : 

suff.icient detail to m~~. ~urthe~ examples unnoce~sary •. ~e_ s~ud.ent snould 

bear in mind ~lw~s the,.t a:~ ho adds messages to the ::,;uperimpo~ it ion diagram it 

i.s necessary .that hE! .rec.!:!-lc.ulate the numbol'. of' comparisons so .that the correct 
.... ' . .· . . . ·. . . . .. ; .. 

e~ected o.r thooret~9£tl :qumber of coincidences w:ilf_.be b0foro. him to compare 

with the. observed m.un~~r~ In. adding_ mossages he should soe that the results 

of the separate tes.ts. ~r.e consi~?ten~, as well .as those fqr the combined tests~ . . .. . . . ; ·. ... .· . 

otherwise he mQy be led astray at times by tho overbalancing effect of tho 

large number- of coincidences for. tho already &scortained,.. correct o$Uperimposi-. . . ' . ~ . .. .... . . 

tions. 

. , .44 •. Su,bsequent steplfl •. - !l• In Par •. 43a .four messages were ,given of a 
0 ! •., ' 0 ,( • 

1 
- .' :•~• • , 1 '~ • 

series supposedly enciphered by a long keying soquonce, and,tl').e su,cceeding . : . . . . 

paragraphs ware devoted to an explanation of the prcpar.a.tory steps in the solu-
~ . . . . . . ' ' . . 

tion. The messages have now been prop<:;rly superimpos.od, sci· that . the text ha.s 

been.~educed to monoalphabetic columnar form, and the matter is. now to be . ' . . . 

purs.ued. to. its .ultLmate stages •. 

.. b. , ) The four messages ei!lployed in the. demonstr:ation of. the principles .-.. ' ,, .. 

of the K .-test. _have served tho.ir _purpose.~!_;_.._Thc infox·~tion that they a.re 

messages enciphered by an intelligible running key, bY: reversed standard cipher 

alphabets, was withheld from· the stude~t, for pedagogical reasons •... Were the 
' ~· • • • • . 1 • 

. key a. rq.n!3,om. ~equenco of letters instead of intelligible. text; the explanation 

~f the c oi:ncidence test would. have. been unchnnged. in t~e slightest particular, 

so. far as. conco~ns tho mcc~anics of the. text itself •. Were the c;ipher alphabets 

unknown,. IIJ.ix_ed alph~bats, . the explanation ?f the ·K -test would also· have been 

uncha:n,ged. in :th() slightest pc·uticulnr. But, as stnted before, the four mosso.guE 

actually repr~sent on,ciphnrmonts by means of .nn intelligibJ:e running key, by. , 

reversed ~tando.rd. alphabet~;' they will now bo usod to illustrate the· solution· 
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of cases of this sort • 

.£.• Assuming now that the' cryptanalyst is fUlly a\·mre that the enemy is 

using the running key system with reversed staridr~rd· alphabets ('obsolete u. s. 

Army Cipher Disk), the ·method of s elution outlined· "in Par. 38 will be ill us.:. 

trated, employing the first of the four messages refcrre'd to above, that be-

ginning PGIPN 'HUFRK SAUQ.Q.. · The word DIVISION will be taken as a probable 

word and tested against the key' beginning with tho ve'ry first letter of the 

message. Thus: 

Cipher text •••••••••• ·p G L P'"N :w-:u F :R K s~.A.U Q., Q. 
.Assumed text ••••• ~ H • ,.D "I -v: I ·s I 0 N 
Resultant koy text ••• S 0 G X F • • • e 

The resultant key text is unintelligible and the word DIVISION is shifted one 

letter to the right. 

Cipher text •••••••••• P ·· G L P N H U F R K S A U Q. Q. 
.Assumed text • • • • • • • • • D I V I S I 0 N . 
Resultan-t key text • • • · J T K ••• 

Again the resultant· key text is unintelligible and the hyPothetical word 

DIVISION is shifted once more. Continuation of this process to the end of the 

mosso.go proves that the word is not present. Another probable word is assumed: 

REGIMENT. When the point shown below is. reached. note the results: 

Cipher· text •••••••••• P G LPN H U F R K SA U Q. Q. 
Assumed text ····•···· 'REGIMENT 
Resultant key text ••• ELAND 0 F T 

It certainly 'looks as though intelligible text were being obtained as key text. 

The words LAND OFT •.• suggest that THE pe tried.· The keylotters HE give NO, 

making the plain text read •••• REGIMENT NO... • The four spaces preceding 

REGIMENT ·suggest such words as HAVE, SEND, MOVE·, THIS, etc. A clue· may be 

found by assuming that the E befor-~ LANI) in tj:le koy is part of the word THE.· 

Testing it on the cipher text gives IS for the plain text. which certainly 

indicates that tho message begins with the word THIS. The latter yields ill 
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for the first· ·tl.~ro kcy·lctter~. And so on, the process of checking one· toxt 

against tho other con.tin:tiing until: the ontii'e message· and the key text -have 

· been reconstructed. · 
... 

d: Thus far. the d~monstration has_- employed but cine of· the four messages 

e:vtiii'able ·for solution~· When the reconsti'llCtion process is applied to all· 

four ·simultaneously.:-·it~'naturally goes much faster, with re·duced necessity for 

. assuming' words after an. initial entering wea.go has been driven. into one message; 

For example, note who.t happens ·in this case; just· as soon as the word REGll.mNT., 

is 'tried· in 'the prb'pe r :place: 

No. 1 

· .. ;• .. 
No. 3 .. 

Key t~xt • • • • • • l·i . i.! ·I E~L~A~-~Ill! oiFI ~rl :±I· ·I· •• 
- 1 I - 1 -·rili-4--o:- +-

SCipher text~·· 1·Pj GjLJr,N Hlu F "=t!K.~·Aju Q.!Q •. ~ 
{Plain text •••• ·1·!.!. !·,1 R EIG I M!E,~r .T

1 
••••• 

l I I I l 

fCipher text .••• , ! -~-ff ic W HI PI K K .X!F LIU M K ••. •. 
~Plai~ text • • • • l -~ I :! .,_I E, L._D T ~~-A I.. • • • 

( Cip~e_r text • • • . ! t~lj F !WI T D Nl H T Gl M ~ A A Z • • • 
tPlam text • • • • !' i •

1
r. !' .j I, N G K I T ..., • 

' . l I I ! 
-~Cipher text • •-•· ~ -~-:-! T juj Li Dj H N Q. El Z zj U T Y ••• 
lf'lain text • • • • l I !-. i "i T! r: T! A, N, K! G' ul I I 

. . -' "'', 

' -~~ .. . -

It is obvious that No. 2 begins .with FIELD. TRAIN; 1\!o. ·3', y.ith ROLLING KITCHEN'; 
. _ ...... 

•· .. '-

These \~ords yield additional keylotters, the latter No. 4 with ANTITANK GUN. 
-': 

suggest additional plain text, and thus the process goes on until the solution 
i . - ' .. ;· 

'is completed'! 
\ ·. ~ ' 

!!.• But now suppose that the key text that hrts been actually employed 
... 

in ancipherment is not intelligible toxt. Tl~ process is still somewhat the 

same only in this cas~· one must have ~tle:wt t;,ro messag~s in ·the s~e key. 
" • • ·, .. ·,<.• 

For instead of checking n hypothetical word ( asBumcd to be' present in one · 
.r~ .. ' '. ' 

message) against the key, tho SnnlO kind cif' n check is In!ldC against the other 
:. '.·. " . 

message or messages. • ~sumo, for instance, that in the case just described 

the key text, instead cif being intelligible text, were a series of letters . 



REF ID:A4146453 

"'! 122 "'! 
, I • !',\ 

. ;I 

produced by applying a.rather complex transposition to an o;r-igina.lly intel:" 
~ , • ', ' -., , ~. ' ' ' t · . : ' . · !· I ' ' ' , , . '• · · ' > ' • , : ' ; ~ : ' l ' ' 

Hgible ke;y tex~. Then if i;he vrord REG;p.iENT were assumed t.P ~e. w~~s~n~ ;11 

~he p;t'op~r plac~ in messag~ No, ~ i;he ~sult~nt keyl~tte~s wo~l4 y~eld ~ 
. •. ' : .· :·· •• ' ' ' • : . :· - ! . . ' 

unintelligible sequence. . . -~ . ~ ' ' . ~ ~ 
~t ~he~e kpylet~er.s when aprli~g to ~~$~a~~ ro! 2 

. . . . . •' . . . . ~ 

wpuld nev~rth~loss Yi.~lq ~Ip~IN; w~~n appl~~d to message No. 3, LlliGKITC, 
· .. '• -~ ., : ·. "; . •· ' '\. •• :'~,. -t : . ·.• . ' . . ~-,·· \' •. ·.:~ :·~:- · •. _-;·' l>·?~~· > 

and so on. !Il. short, the text of one message is checked against the. text of 
f ~. ~' • .• t . -?. ; . • ~ . jl,,. :. ' '" ·, .: •. ·, !'. . . • . l : '; • i i; .. ' ... 

~~ther, _message or mes~ages ~ .ff ~h:P ~~!~inall¥ assumed w?fd is ~q:t'f~C~-! tl}~n 
' ,., r ' ' , ? 

plain text will be foun.d ~n th13 otP,er messages, 
~ ~;- ·T t . :_,.; -~, . :~ ) , .-. . . c . -: '" : ! .·}. . . . ·," . : ~ ~ r . 

. , 
f. All, i;tle foregpipg wqr.:tc ~~. of ~OU;t'SO~ base~ UP();l !1 ~pw+edgE;!- pf the :o:r';' I > • '1 ' ., '• •, 'i ~ < I r; :· I If ~: .1; . . I •( ' ' ', ' l ''f'. •: .._ '• / 

q·~RIJ:~r;. ~l~hab~~~ emplo¥pd il} 
l;' < .• \' •• 

the e~cipherment~ What if the latter are unknown 
:(:;: • • ·, .' ' ' ' ~ I I • ~ ' o :; : .; ," o ;, ' '• ·;:,; ~ " • • ?['• 

sequences? ];t I!l~ be st13-'t;tld· at once· that not much. co·uld be· do~e yri th RU:~ fop.r 
)~: ·· . ·;:. ~: ... ~·i''t ~~· ·;:~ .' ·~.- ::•· , .. ··~ ,,•. •,· ~~·~ ~ ··:, r. • :.-~ .:•:. t 1' u· 'l _.1 •.. 

:~§3~~~~~: e;~~ ~~0:;' -~~~;( h~ _Pq\)~ ~'~~.Ot:?.-mflOS~d ·q~rr~ctlr:r f:p~ tlfr Ill9~t ~~~1; 
. ~ ', ~ ' .;, l '. J ' 

'One would have in the' way of data for the solution of the' individual columns 
·.\·;~ ····?:;' .. ~·. : .. -·.; :.::·~ ;~>· ~·' ';'/ : t r,r·· .. · ~~ ,;·;•·: :;~·~··.~: r.i·"> .. :~ .... '.'''. ' :fi ,.1 "·"·\~:·' ,·· .•. ; ;:1' •• ·:t';:"';•;e .. 

of text would' be four letters per alphabet .,...,. ~hich is not ne~:rly ~nough. f:·r .;:·-~~:.~ !•t•·,;~ /; ,,·,, ;.>- :.;_·~'$' ·: '! :.~ :,"_;'.:: ~~-~. !~ \~··:.~·: ··; ~·. >'· t; .~·... ' !' ~.i ~;f' r ·.··,~· •• ;:·· •. ~) ':"71! 

R~t~ f8:t'·~q;L~fT~n f,¥ ·t,~~~;r~q~ S~f3Jry b,?.' the ~etec~~()~ of ~~o~'?n'hs c~8~ be 

expo~t~d, :for no is~mo:n>tls ar~· -produced in this system. Solhtior{ can be reach-·:11,;·;;:_:·J/. :.~~ ... ,· ·· •· .. ·t~r·* >~ ,j .1.'~:·.,, 1:····.;·r .: .. r~·-· ~t·· ·;·i·: .. :. · :··~ :f~ _;.)~~~··r·:.l:.· .-~ ... :·· ··r .·~··1i •. · ~ 

cd qnly if. there is sufficient ~~~t ~9 ;J)~ry,LH Rf ~he ana¢y~~~ of .tho columns 
,'~r~-:. .. r·;~:_: . .' r·./ ':~. ,·''·J~ ·~!! '·+··l,·i·;:.·.·:.;),l;t" .•· ... : .''' "·.' t • ~.· •• '! \!;". ~···.'~;::~:.;·~.··· 

Af ;~~ ~~~er~~o~~;~~Th ~7~~f~~. ~e~ ~h~~q ~s $A~~~ ~o~t, Rf _ ~~~r ~n~r:e ~Fe 
. . 

~~S?, pe~e~7-~~on~ W~tq~ ~~ford f~§~~ 1~? ~~~ q~0~~J.~pn of rr~~~~~~-~or4~t 
9~~~ ~h~n~ and af~e;r ~he !a~).les t?~ · ~ f~w; ~ i:p~er le~1iers_ ~~~~ pf?,~~ es't!~b-~~~f1ed 
.# •, '· 1"1 . . : ;. ' : . .; . f ' ,.~. ' '•. . • . • ,- • ~ ' . ' : • '·;.' .l 

ha~' ~ndi;t'~~t s~etry be applie~ to f~ci,li~at€) the reconstruction o~ ~he p;r;-:y 
~~=-!···~;~ .. :! .. , 1''.,:~~~ ·~~! .. ':·,:;. ):.:·:·n·: t\_.:?;·~~~-~.:i .·.~·- -; ... 

.&~ 
~1~;~·::. 

-.o.: .,.:' '!!:!. 

Even whon the vblume of text is gr~at enough s~ that each column 
;or~·; ;! .' ~· '"," , ·, , . , -j,, , , ~' i'' ~.!' -~ :'. ; l , -;/ :-<:: ':; ·, r, • • J' : :·1•7 ~~~ t' 1 ',, , ·~~ ' ~ 

~ftf~~~~~ r.~I; fl~ ~-~ ~~ :~~~~~~~ ~~e. ~rp.pl~~ ~s ~1;~17 P?t M ~~~r ~p~~ ~~ 
~:f9~lf~ft~¥l ~~~jr!p,~Fjq~f3 w}~h lo ~9 ~0 t,et~~r~ ~an us~all!,· p~ ~r1.1?-7~~ (3~rrHsti~ 
.£: i< :If·' 'i ~ ·/ ;: ' : .:~ . .t .. t,~ :~ : ~t . -~~ ,·, .f; . . ~ .~ . ' 

g~~~y; so ~i!f+~ !f two d~stributions PI'osen,~ ~~milar phara~t~r~~:pgs, tne lfit~e~ 

~ ;;~ ~~~ ·~; ; 'Oa: ~s '~or :;q~~~n~ng ~~str~P~n~l's whic~ ~·n~t!\ ~ q' tl'e. s~e 
,,! 
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cipher alphabet. The next section 'v'lill be devoted to a detailed· treatment of 

•• • ~~-1 • • • ' 

t.·.· .. 
:.;.· SECTION ~XII-

;:-,'!- -:. TH:E'·MATCHING oi :FREQUEl'iCY ~DI!3TIHBUTION3 •· -

, ,,,; .~ :::- ~ 0 ri .: 0 'i ; 
0

:

0 

\ 

0 

: . . ' ·~ 

P~elim_ina.ry . I.'~Ina.rlcs, • _ ••••• _ ••••• -. ••.••••••••••••••••••••• --••••••••• 
The "C:i-os's.,;,produc't" or tl' K-test'' 'in' cryp'tdnalys.is. ~ •• ~ .' •• :~ ·~ ~' .. ~ •• 
Der i ~rat ion of the )( -t~s.t . ......... • ... ,• .........................• 
Applying the x·.:.test in matching,.dis:tribU:tid~~-. ~ ••• -~. ~ .• ··.'-•••••• 
Pract.iqjl.l_example of p.pplying the .X _-test_ ••• ~ .•• _ •• _ ••••.•••••••••. 
The~ ,,.$ .. {.Phi)--teSt•• .. ~ ·.· ........ ~ .~ ~-. -~ ... · .· .. ~-~-. ·. · .·-.-~;~ · · · -~ ·. · · · • • • · • • • 
pe!ri v.at .. ~o,I;t ... q~ tl?.e ~~ -~_tes~ ._ ••••• ~ ••. ,• ................ •:• .•••• · ••••••• ~ ~ •• 
.Apply-ing the -~ -t-est .. ~ .. ~.- .. · .. ·.·~-:.·~ ..... ·.: ... ~~ .. ; .. ........ · .. ~. ~·. 

~: L ... ·: . '. 

Paragraph· 
45 
'46 
47, 
48 
49 
50 
51 
52 

-. ~~: 'l'he rc:al pur·yose ot making the coincidence 
' .... , ' 

. ; . 
.: .. ' - ~ '~· ~ ~ 

t~.~t :'~~''-~;~,sJ,s_ .s~~~:~s th·n.~ studied in th~ :i_)reced~~g section i~1 to permit the 

ci'yptonB;lyst to. arrange his data so as _to c ircumv(-mt the obstacle which the 
. ·. ··::.~-.;, ~;-··. · .. ; .· ·.: ·.···.*~ .. · ·.~·.:::,'"' .. -:. ::~ ·-~·~ ... ·. ' 

-

enemy, by adopting n. complicated polyalphabotic C<Jhone of enciphorment, places 
' ~ ; \'l, ., -~ : :. r ., • : ~ ·, i 1 : • ' ~ • t ' ': •.' , , .; , ~ •' I , : • 

in the way of _solution. The essence of tho Illftttor is that by dealing indivi-
• ' • : : · .• t ~' • • ' ' ' .;•s_·. 1)._, • '. ' '. ' 

dually with the_respective colurr.rw of tho sapt.li'i.m::.~osition diagram the crypt-
• -~· •. ,,·;_:_ •· .•• :• ·.·.::; •• ~.' .: :~ :; •• .-; • •• ~.-: --.:' .• ~-·· : • >' ·:- ~ ., .: •• · ••• ' 

analyst has. arrq.nged the polyalphabetic text so that lt cnn be handled n.s. 
·-::;.""" ' . i • ' .t:. . .·; ;_ l~ . . . . . . ·, ·. :: ' ..... 

_though it wore monoalphabotic. Umu3:11y, th~'"J solution of the latter is a rolu·· 
·~ •. ! ··: ' • .. . " .. . ', ; ' J •• ~ 

tively easy matter, especially if there is fJUfficiont text in the columns, cr 

if the lettqrs within_certain columns_can be combined into single .frequency 
!" ; .... ·;:" 

distributions, or if somo CI"JptogrnJ2hic rolntionship can be established betwcc 
• ·' ' • :: r ' • • ~ : ~I : ,"' .... • ~\ ' I > . 1 ' 

the columns. 
,., i '"': ., 

-" 
..... · . ' .. .- ... 

b.' It is obvious. thnt merely asccrtnining the correct relative position; 
. . . . . . . . '• .. ~- --· . .• : . 

of .tl!-e separate messages of o. series of messages in a supo::i~:pos~ tion diagr11m 
,; ~.' .. ·.' • .,,,~,,- '~.~~/. ' ~ • • • •' ' ,,. .• •; •• •• • : ... • • ' •,,' ,• I .~ ••• ·, 

is only a moans to an o~d, and not an end in 1 tnolf. 
•' ': > • '•.: ;'•' • • o .·:· r : .,'' .-: . . 

The purpose is, as nlro. , 
. ' . 

. , ... ._.," "\. . . 
stated, to reduce the complex,. hoto:r·ogonoous, poly-alphabetic text to -~implo, 
,... ·:'. •.·· :· . ' .· ·.·?··:-- .. = · .... ·~-: ,.·~ .: ... · . .':: ..... -~. ·:·· "~- ....... ~ .- .· .. , .• {i".'. 

homogenao~s,,monoo.lphabetic text. 
·' • ~l ••• ' : • l • . : ·:-,· . ':· 

But the latter can be solved only when thor( 
: 1.· .:·.· 
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are suff'iciont data for "the purpose -- and that depends of't~n. upo.~ the type of' 

cipher alphabets in~olved. The latter may be tho secoridnry alphabets result-

ing from the sliding of' the normal sequenc~ against its reverse, or a mixed 

component against the norm~l, and so .on. The student has enough information 

concerning the various cryptanalytic -procedures which may be applied, depend

.ing upon the circumstances,· in rocons't~cting different types of -pr~rn~:cy com-

. ponents nn_d no more ·need ·be said on this ·score 0.1i this_ point. · 

s_. The studont should, however, realize one point which ha~;-tfl:fS. far 

not been brought specifically to his attention. Although the super~llosi.tion 

· · diagram referred to in the preceding subparagraph may· be composed of many 

co·l~s, there is often only a relatively' small numbe:;- of' different 'cipher 

alphabets involved. Fvr exampie, in the case of two primary -compo~ents of-26 

letters each there is a maximum of 26 secondary cipher alphabets~ Consequently, 

it follows that in such a case if a superimposition diagram is- c~~posed of 
. . . ·.. ··. .· . 

say 100 colurnns, certain of those columns must represent similar secondary 

alphabets. There may, and probably will be no regularity of recurrence of 

these _repeated secondaries, for they are us~d- in a manner directly governed by 
-- '. the letters composing the words of the key text or tho elements composin~ the 

keying se~uence. 

d. But the latter statement offers an excellent clue. It is clear that 

the number of times a given secondary alphabet is employed in such a superim-
' •' , . . . '• 

position' diagram depends upon the composition of ·the key text. Since in the 

case of' a running-key system using a book as a key tho key text constitutes 

intelligible text, it follows that the various secondary alphabets'will be 

employed with frequencies which are directly rolated to the respective fre~ 

quencies of occurrence of letters in normal plain text. Thus, the alphabet 

corresponding to keylotter E should be the most frequently used; the alphabet 
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corre$pcnding to_ keyletter ~ should be next in f~~quency, and so on. From 

thi,s_ it follows that i.qstoad ot'b?ing confron,ted. ~-ith_ a probl,em involving as 

many different .. s~condary cipher alphq.bets .as ther.e are columns in tho super-
• ' ,. • ' .·...... . 1 

·~~':;;imposition diag:z:-8111, :tho cryptanalyst will_ usually have not over 26 such alpha-
. . . . . ~ . . . . ' . ' 

bets to deal with; and allowing for the. extreme~y ~mprobablo repetitive use 

,of alphabets .corresponding to koylotters J., K. Q, x·, and ~' it is lik.ely that . '· . . . ,: . 

the. c.ryptanalyst. will, have to handle only about, 19 or 20 secondary alphabets. 

e. Moreover., since the E secondEl:ry alphabet will be usod most frequent). 

and. so on, it is pos.sible ,f~~ the cryptt:;tn~lys~ ~~- .study tho various distribu

tion~ for the columns of tho superimposition diagram with a view to assemblinc; 

th~se distributiot;ls .whicfi belong t.e>. the smne cipher alphabet, thus making the 

.actual determination of values .much easier in tho combined distr~butions thnn . '. 
would oth~~lise be ~.he .~ase • 

. ,!_. However,. ~f the keying seq,uenco doe1? not itself constitute intolli-

gi ble. text, ev~n if. it :is a random se que nee, the ~! nso is by no means hopeless 

~i', ~qlution -- provided thoro is. suffic ~ent text vvi thin columns so. that the 
. -:;.. 

. colw,nnar frequency dist;ributions_IT111Y ,qi'i'01'd indichtio:hs 9nabling .. the crypt-

e analy~t to.amalgamate a largo num~G:t;' o:f.smnll distribUtiOnS into.a smaller 

n).Ullber of larger distributions. 

~· In this process of assembling or combining individual frequency dis-

tributions which belong to tho sruno cipher alpha.bet, recourse may be had to r: 
) ' • . • • • !__ • i . • . . . 

procedure merely alluded. to. in con.n~ction wit.h previous problems, and de~igna·:" 

od a.s that of ~'ma.tching" distributions~. The next few paragraphs will deal wit 

this important s~bject. 

46. .The "Cross-prod~ct". or ")(-test" in cr-.rptano.lysis •. - ~· Tho studoc: 

has already been confronted with cases in which it was necessary or desirab.1.0 

to reduce a large number ·or frequency distributions to a smaller number by 
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identifying and ~mnlgamating distributions which belong to the same cipher 

alphabet. Thus, for example, in a case in which there' are," say, 15 distribu-

tions but only, say,· 5 separate cipher alphabets, the diff·iculty in solving 

a. message can be reduce-d to a. coris idero.ble degree provided that in the 15 

distributions those which holong together can be identified: and allocated to 

the respective cipher alphabets to which they apply. 

· b. This process of identifyi:p.g d istributioris which. boiong to the sa'lle 

cipher alphabet_ invol vas a careful examination! an9. compnrison of the various 

.v ., 

members of the entire set of distributions "to ascertain which· of them present 

sufficiently similar char~cteristics ·to vmrrmi.t their being combined into n · 

single distribution applicable to one of the cipher alphabets 'involved l.n. tho e 
problem. Now when the individual distributions o.:re fairly large~ ~ay contain-

ing over 50 or 60 letters, the matter is relatively easy-for tlie experienced 

cryptanalyst and can be made by the eye; but when the distributions are small, 

each containing a rather small number of letters,- oc~ar comparison and identi

fication of two or more distributions as belonging to tho.same alphabet· become 

quite difficult and .often inconclusive. In nny event, the time requir~d·:for 

the successful reduction of~ multiplicity of individual small distributions_ 

to a few larger distributions is, in such cases, a very material factor in ~ 

determining whether the solution will be accomplished in t irne to bo of actual 

value or merely of historical interest. 
surr. 

£.• However, a certain statistical test, co.lled tho "cross.:.prod.uct" /or-

"X-t_e·s.t", has been devised, which can be brought \6 bear upon this qu~stion. 

and~ by methods o~ mathematical comparison, eliminate. to a large degree the 

·uncertainties of tho oqulnr method of matching and combining frequency· distri-· 

butions, ·thus in mo.ny cnsos· mntorially reducing .. the time required for solution 

of a. complex problem. 
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d. It is ad:visableto point out,, however, that the student must not 

expect too much of.~ mathematical method of comparing distributions, because 
. •. ·,' 

there are limits to the ~izo· of distributions t6 be matched, below which these 
' .... • 

methods will not be effective. If two distributions contain some similar 
- ... 

characteristics the mathematical me~hod will merely afford a quantitative 
: . •' .. 

measure of the degree of similarity. Two distributions may actually pertain 

to the same cipher alphabet but, as occasionally happens, they may not present 

any external evidences of this relatJioriship~ in which case n'a mathematical 

method can indicate the fact that the two distributions :are really similar a.J.1l.l 

e belong to the same alphabet. 

47. Derivation of the )((Chi)•test •. a. Consider.the· f.olloviing plain .. text 
. ' . ·-

distribution of' 50 letters: 
'' -· i;. ~ ~ 4;>.:.. ~ .'it; -,: ~ ..... -~~ .. - ·:·· -=:.-: ~ "'1:.: u:; ·-

A B c D E F ·a :H I J K L M rr 0 p -~ :R s T u ··v: w· X .Y z 

In a previous .text~ it was shown that the chance. of drawing two identical 

letters in normal- English tele~:raphic plain text ~s. th~? sum -of' the. squares of 
. . 

tho relative probabilities. of occurrence _of tho 26 letters in such text, which 

is .0667. Tho.t is, :the ~robnbility o:f. monographic coincidence in English 

e telegraphic piain text is 'K : .0667. In tho mo3sngo to. which tho foregoing 
' :.p 

distribution of 50 letters applies, the number of possible pairings {compari-

sons) that can be made between single letters is 50 x 49 = 1225~-- According 
.2 

to the theory of coincidences there shoul~_; · there~orc~ ·b o l225 x .0667 ::: 81.7065 

or approxim~"lte1y 82 coincidences of s :i,nglc letters. Examining the. distribution 

it is foUnd that there are 83.coincidences, as shown below: 

- -=~- ~~ -=~3 =~~ ~ 
A B C D E F G H I J K L M N 0 P ~ R S T U V W X Y Z 
3-t 0+ 0 + 1+21+ 0+ 0 + 1·+-3-+ 0 +0-! 0 _..1+10-t154 0+ 0+1+10·H5 _..1 +0 + 1-+ o-+ 0 +0: 83 

\alitnry Cryptanalysis, Pnrt II_, Appendix 2. 
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The actual number of coincidences agrees very closely with the theoret.ical 
' .. ! ' • •• .··. ,· •I I : ' ~ ·' . . ' . * •• • 

number, which is of course to be expected, since the text to which tho distri.:.. 
' '.,. 

bution applied has been indicated as being normtJ.l plain text. 
.. . . ' '. , .... •'• .. 

b. In the r'oregoing simple demonstration, lot the number of comparisons 
; ..... ·· 'i.: ' . . . .. •' ... - . .. .. . .. ~ . . ' ,. . . .. 

that can bo made in the distribution be indicated symbolically by N(N-1), where 
.. ,,... . 2 

N = the total number of letters in tho distribution. Then tho expected number 
, .... :· . •', l' ' • :. 

of colnc'l.donccs may be wri.tten as .0667N(N-l) , which may then b~ rewritten as 
' , . .;- ·,;·; ,, . ·:.2• :... ·' '· . 

. (I)· .• 0667h2 .... ·;,066'7N , .. 
. 2 

. : ,; 

~· Likev1ise, if fA represents the number of occurronc~-~ of A in the forr3--
_ _. • -~ :· - • ' J • .. ". • i. ' •• ~;~ ,··. . ., ' 

going distribution, then the number of coincidences fo:.:· the letter A mny be 
. : ·: ... 

rindico.ted symbolically byfA(fA -1). And similarly, the number of coincidences 
. .. 2 . 

for tho·l·etter'B mny be indico.ted by fB(f:s-1), and so on·down ~o :tz(fz-1} ! 

2 2 
. 'Plc total number of actual coincidences ·found in:··tho'·distril:iution' is~ 'of course» 

the s~ of ·r A(f A -1} , fB(fB~l} .··. ·.: ±'Z,(tz-1}. l:f·tha symbol' fG is: used to · 
~--:::""--~· + .. ·. -·--=-"---

indic~t~ ~y-·b~·'the lott:rs ~' B,: • _-·.·z~··and t~~ symbol~ :is used to indicate 

that the sum of all the elements th~t :foiio~ thi~i"sign is to be.r'olind~· then 
.; j . • •· •• ' ' - • • 

the swn of the nctuo.l coincidences noted .. in the distribution may be 'indico.tei 
" 

thus: 
·:. . .. · <::: · f · ( f 1) , which mo.y be re-written as · ' 

·C ~.2e- , 

··· .. :.: ., •. ~. .- . 

d. Now although derived from different sourc.es, the two expressions 

labeled {I) and (II} o.bove o.rc equal, or should be equal, in norm: .. 'll plain te:ct:0 
,, ... ' 

Therefori;)., one_may write: 

;0667
2

-.o667N 

2 

., 
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siffiplifying this equation: 
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(III) ~ f
8

2 
-~ r

8 
:: ~066.7N2 - _.Oq67N .. 

~· ' Now 2,. fB = N 

Therefore, expression (III) may be written as 

(IV) ~./f)2 - N: .0667N
2 

- .0667N, 

which on reduction becomes: 

· (v) ~ f e 2 = ~ oss?N2 ...,. .• 9·333N 

This equation may be read as ''the. sum' of the squares of the absolute frequen-

cies of a dis-tribution is equal to .0667 times .. the square of the total number 
. . 

of letters in the distribution, plus .'9333:tin).es the total number of· letters 

in the distribution." The letter s 2 is oft.en used to replace the symbol 

2. f'2 .. . .. e·~ ~ 

Suppose two monoalphabetic distributions are thought to pertain to · 

!:the same cipher alphabet. Now if they actu~lly do. belong to the sani.e aiph~bet, 

and if they are correc.tly2 combined into. ~-s·i~gledi~tribution, the latter·. 
,. 

must still be monoalphabetic in character. That is, again representing the 

individual letter frequencies in one of those distributions by the general 
v 

symbol f 1 , the individual letter frequencies in ·the other distribution by . 

fit~' and the total frequency in thcfirst distribution by Ni, that in the 

second distribution by N2 , than 

(vrl L (fl\+ r
82

>
2 = .oss7,(ll1;N2 )

2 + .9333(N1+ N2 l 

Expanding the terms of this equation: 

(VII) ~ f
8
2 + 2 .2 fe f& + ~;a~=··.oss?(N/ ~ 2N1N2+ N2 

2
) + .• 9333N1 +-. 933:3N

2 1 1 2 ~ 2 

But from equation (V) 

By "correctly" is meant that the two d:lstributions are slid relative to each 
other to their proper superimposition. 
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<: rl1 2
: =· ."66~-~~-2-+: ~-9333:t;t2 , so .that 

~ v2 . . . 

equation (VII) may be rewritten thus: 

.o667N1
2+ .9333Nr+ 2 2 r9 :'r-e + .o66mi·+ .9333N2· =-

. .· 1 .2 
' ,; 

. 2 ' . . 2 . '-:::. ·; . ' . 

• 066?(N1 +'2N1N2+~2 )-:t- .9333Nl-t.9333N2 
'--'~ .. . . ' . 

'Reducing to simplest terms by canc$311ing cmt. similar expressions: 
• 't , • ·: - ~. r . • • • " • ' . 

(VIII) 2_ re/e2 - .066? 
NlN2 

-~· 

... 

The last equation thus permits or•establishing an expected v~lue ~ 
. . . . 

the sum of the products of the corresponding_ frequencies of t~e two_distribu~. 
_., . .. _. . .surn_ ,. . ., .. 

_tions being considered for amalgamation. 1'~ cross-product/or X-test for 
__ , .. ,_ 

matching two dist~ibutions is ba~ed upon equation (VIII).-

48• Applying the X -test in matching distributions. - a. _ Supp~se the· .. -
·. 

following two distributions arc to be matched: 

- - -:::---= - - ---- -- -t 1 •• ~ABC DE F G.H I J K L·M N'O P Q-R,S T U V W X Y Z 

-- * - -

t 
2 

• • • A B C D E F G H ·I J K L M N 0 P Q, .R S. T U V W X Y Z 
Lot the frequencies be juxtaposed, for convenience in finding the sum of 'tho·_. 

cross products. Thus: 
<>· 

; 

t I) ••• 1 4 0 3 0 1 0 0 1 0 0 l 0 0 1 0 9 3; ?.- _2 .1 0- 1 3 0 2 .••• N :;: 26 
. 1 ABCDE:FGHIJKLMNOPQ.:R.STUVWXYZ. l-

- rfJ~ •.• ·o_2 o o.o 3·o-o 1 o.1 o o_1·:1o·.o.3:1-~-9 _o.o o 12_.-.• ~N2 ::: 1? 
. . 

r8 r" .. o. s o o .. o. ·3 o o 1 o o o- o o 1 o o 9 2 2. o o .o- o o. 4 
1 D2 · . . 

In this case c:::; r
6
· t

8 
= 845+ 1-t-:l.;-9+2·+2.+·4 '=~30 

:, ~ 1 2 . _: ·. 
.... - ... ~ ........ ' . ~ •' . 

·.N1N ... :.,26-xi?_': 442 
'G 

\. 



REF ID:A4146453 
- 131 -

-~ .f 81· f.e2·, <:.:.... ·::---;;;..__.-;.. = .. · 30 = • 0711 
N1N2 422 

b., The. fact ~hat .the quo:tient. { .0711) agree.s very closely ~ith the 

expected va~ue (.0667) meS:Ils thatthe_ .two_distribu.~~~ns _very probably b~long_ 

together or. are properly :matched. .Note .the quaJ.,ifying phra::~e "very probably." 
. ., . :.. . . ; ,, . . . . 

It implies that the~e i,s no certai!ltY. about this. business of matching distri·· 
. . . . . . . . ~ . . . ' ' 

butioi1s by mathem~tical metl!ods. ,The mathemati.~s serve only as measuring 
' ' . ·:· . ' . . : . ; . . . · .. 

device,s; .s.o to speak,. which can. be .em;p~9YO,d, to }OO.B:sure tho degree of similar~ty 

that_exists. 

e c. · .. There are· other ma,thematical or statistical tcs~s. for rnntching, in 

-addi:t;ion :t;o the X:-test. Moreover, it. is.possible. tq go further ·with theX.-test 
~ ; . . . . : ~ . . -~ . ... _: . :: . . . . ~. ' . . . . .. 

and find a measure of the-reliAnce that-may be .Pl~ced upon ~he, value 9btained; 
. . ~ . . . . : .. ·•· . . . . . . .. . ':. . . . .: . ' . 

but these. points will be ~eft for future discus.si9n in su[)s~quent texts. 
. . . '' ' . . . ·:· .· . ,' : ... '•, . . .... 

d_. . O~e more point will, h~w~ver, .. here ~e; ~~d~q _.in ~onnection w7 th the 

x.~test-. Suppose the very_ same two distributions. in. subpar •. a a:re again juxta-
: • ·.: .• • •• 1 • • • • ! ~- ~ • • . • 

posed, but with f 9 shifted one ~nterval to th.o let,:~. of ~he. position shown in 
. •' . 2 

the suppo.r. qf refc;rcnce •. .Thus:· .. '·. 

f 8 . ···[l 4 o.3 o 1 o.o 1 o 9 1 o--:o.:~. o o, 3 2_,2.:,1.0 1. 30_2. ·~,· N1 f.:~6 
1 · ABCDEFGHIJKLMNOPQRS~UV'WXYZ 

SB c. n E F G H r r K_L M~N o.PQ -~ s_ T IJ .. v:.w.x X~ A,. 
fB ••• \2 00 0 3 0 0 1 0 1 0 0 1 1 0 0 3 1 1 0 o· 0 0 1' 2 0 ••• N2·-: 17 
',2 ' . . . . . , .. · . . . . . '' , .. · ..... ,. . :r .·. 

10 . and . <::; f n f n 
c..:·· 17 1 0'2 = '·16 ~ '.0226 ·~- . 

. N1N2,_ .. ,._ .. 442., ( _, . 

The. observed ratio: ( .0226) is so m).lch smaller .tho.n the ("lXpected ( .0667) that 
.. . . ' . . ·, ~ . ! . : . . . . 

it can be said .. that if ,the two distributions. pertain .to :the srunc primary com-
. - " . .. . ' . . .-. . 

ponent~ they are not pr()pe:r:l~ .juxto.posoq. .•. ,: In other words, the X;-test mny also 
. . . . . . .. .'.:,:. . :. . - ~ .. ' :· ' ... · .. 

be applied in cases where. two or. more fr:equency .9-istribut.ions must be shifted 

relatively in order to find their correct juxtaposition. The theory underlying 
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this application of the X'-test is, of coutse, the same as before: two mono-

' 
alphabetic distributions when properly cOmbined i.'lil1 yield a single distribu;... 

I 

tion which sho~ld stiil be ·monoalphabetic in character. . In applying the X-te.::;t 

in such cases· it may be necessary to shift two 26-element distributions to 

various juxtapositions, make the ~-test for each juxtaposition, ·and take as 

correct that one which yields the best value for the. test. 

e. The nature of the problem will,' of course, determine whether the 

frequency distributions which 'ar~ to be matched should be compared ( 1) by 

direct juxtaposition, that is, setting the A to Z tallies of one distribution 

directly opposi to the corresponding tallies of tho other distribution,, as in e 
s.ubpar. ~' or (2) by. shifted juxtaposition, ·that is, keeping the A to Z tallies 

of the first distribution fixed and. sliding· 'the whole sequence of tallies of
1 

' . . 
the second distr'ibution to various-juxtapositions against the first. 

48. Study of a situation-, in which the *t~st may be applied. - a. A 

simple demonstration ;-r hov/. the x.:.test is applied in matc.hing frequency distri-

butions may now be.sot before tho student. Tho problem involved is the solu..,. 

tion of eryp:tograms enciphered according to the progressive-alphabet system 

(Par. 36b'), ·with sec.ondacy a:,_ph~bets: deriV~d from the interaction of two. id~n-- e 
tical mixed primary· components·. It will· be assumed that the enemy has been 

using a system of this kind and that tho primary components are changed daily. 
l . . 

b. Before attacking an. actual problem of this type, suppose a few 
. . 

minutes be devoted to a general analysis of its elements. Consider a ciphc:r 

square such as that shown in 'Fig. 25, wh.ich is· applicable to the type of pre>· 

blom ill.lder. st~dy. · :It has been arranged in the form of a doc iphering square. 

In this square, 'the l:iorizont'o.l sequences· arc all 'identical but merely shifted 

relatively; tho letters inside .the square .are plain-text .letters. 
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ALPHABET NO. .. 
' 

.. 
. ·. 

1 2 3 4 5 6 7 8 9 10 11 12 13 i4 15 16 17 18 19 20 21 .22 23 24 25 26. 
A Au L ICBEFG J K M·· N 

.. 
0 p Q s T V.·W X z·· H y n·· R 

B '13 E F G.J K M·:N. OP '(}_ ·s T.·.· v' w X z H ¥:·D R A·: U- L I:'· c 
c c B EF G J KMN 0 p Q s T v w X z H y D R A u L I 

·n D'R AU 
-

K ·o 
,. 

_:!;.I C BE F G J M N p Q· s T v w X z H y 
E EF G'J ICMNOP Q s T V: VI.· X z n:~. x ·n R A u T ;r .. c B .u 

F F G JKMN 0 p Q s T v w X z H y D R A u L I c :a E 
G G JKM N 0 p Q.S T v w X z H y .. n: .. _ R A u L I c; )3 E F .. 

.. 

H HY D-R AU L I c B. E F G: J K': M . :tf-c.~.~ 0:· p Q, S..-.. T :--V 
····· 

w X.: Z· 
I I c B EF G J KM N 0 p· Q, s T v .Vl X z H y D R A u JJ 
J JKM N 0 p Q s T v w X. cz .H· Y D R A u L I c B E F G 

~ 
K KUN OP Q s TV w X z H y D R A u L I c· B E F G J 
L. L·I·c B E F G. rK ::M · N. 0· p. Q, :S ·T :v· vr X z H y D R A u 

E'l M MN 0 p· Q. s T VVJ X z H y D R A u L I c B E F G J K J%1 
...:! -N N;O P Q.-S T v vr x · ·z · : u .y--n .R A u L .I. C B- E. F'. G J K . M·. e ~ 

0 OP QS T vwx z H y D R A u L I c B E ·F G J K M N 
p p Q s TVW x z·;H· y .. n R A ·.·U ·. L I c 'B E F G l K M N . 0 

._t, Q, Q.S TVWX ZHY D R A u L I c B E F G J K M N 0 -o· 
H l 
0 ·.R· R AU I; I C·B E ·F::\·.G •J ·.K t:· :N'· o: P--.. Q. · S. T .. , V. .. 'W. X •. Z H y D 

s s TVWX z HYD R A u L I c B E F G J K M N 0 p Q,' 
T· T V W X Z -H ·:Y. D R · A'- U L. ·I :C . · B E. ·F G. ,J ·K M ·,N . o· p Q, .s .. 

H A u u L I c B EF G J K M N 0 p Q, s T v w X z y D R 
v V W·X z HYDRA .u<I; I'' C.·; B~ E F .. G , J; ,.K.· M .. :N .. ;0 .p Q. s T 
w w X ZHYD RAU L I c B E F G J K l:I N 0 p Q s T v 
X X ZHY D RAU L I c .. B E· F G :r . K;. M; N O.: P· .. Q. · s. T v w 
y YDR AU L I c B E F G J K M N 0 p Q, s T v w X z H 
z z HY D R A U.:L I c B .E F G J K M N o·· p Q. s T v w X 

(Plaiz{-t€~t letters are within the s·qua:re proper.) 
. . ·,· 

~ .. 
Figure 25. 

£· If, for mere .purposes of .demonstration, ~nstead of letters within 
.. :·. ;~: ::. . . . . ~ . ' 

the ceils of the square there are placed tallies correspon,ding in number ·with 

the normal frequencies of the lette'rs :·occupying the respective cells, the 

cipher square becomes -·as follows (showing only the 1st three rows of th~. 

square):· '·'· •·. 

. . ~ . ·.' . . . ·~ .. •. . · .. 

: ,, . .· ' ... 

·.•.J 
,, 

... 
~ '/ 

... ·.·· 
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AlPHABET NO. 

1 2 3 4 5 6 7 8 9 . 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

::z::i. -
A ~ - ~ -

-
~- --- - ·- = 

B ~ - ;:;:. - = = 3 ~- = 
-.. - -· = 

0 - 11 - -~ .:;::. ::. ~. ~:: ~ 

Figure 26. 

It is obvious th!?-t here is a case wherein if· two di~tributions per,-., 
. . . 

taining to the sq_uare are isolated from· the sq_uare, .: t.lle X-test (matching 

distributions) can be applied to ascertain how the distributions can be super-

imposed and ~ada· to yield a monoalphabetic composite. 'l'here is obviously one 

correct superimposition out of 25 possibilities. · In this case, the B row of 

tallies must be displaced 5 intervals to the right in order to match it and 
' '· .. 

amalgamate it with the A row of tallies.· Thus: 

~ 
- : -·- :- ·= .. ... -, ·- ·- - -

~ - - '£ ~ - ·~ ~ -~-~-::- - ~ = '::"'::': - - - - = -
A. 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

-- -~ -:....=.::· .:-

B ~ 23 24 f5-; :]_ f 3- 4 5 
- ·-~ . ~ ·-~ ~- ~ - - -~-;.. 

6" 7 .8 9 10 11 12 13 14 15 16 17 18 19 20 21 

J!:igure 27• 

~· Not'e that the amount of displacement, that is, the number of inter·· 

vals the B soq_uenco must be shifted to make it match the A seq_uence in Fig. 2~. 

corresponds exactly to the distance between the letters A and B in the primar~:· 
1 2 3 4 5 6 

components, which is 5 intervals. Thus: • • • A U L I 0 B ••• 

£. Given a message in such a system, suppose the cipher letters aro 

numbered from 1 to 26, or suppose tho text is transcribed in rows of 26 lette~s. 

A sq_uare table of 26 freq_uency distributions is then drawn up, this sort of 
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distribution merely indicating by a tal.ly inthe appropriate column whenever 

the cipher letter at .the.left appears in tll;e text •. Fo~ example, in the illus

trative me~sage above, there are no A's; th_e,29th letter.is ri .B, which belongs 
\. ' . l 

in the ,3rd alphabet; so that in the. distribution square a tully is inserted in 
~ ... ; 

row B, col~ 3. The 27th letter of. t~e m~sE;age ii,? a C, which belongs in the 

1st alphabet; a tally is·inserted in row C, qolumn_l. 
,j :. ' • • ;,, 

Tho 37th, 38th, 39th ... •,-...;., 

and 53rd letters are D's; they .belen~ in tlw .1st, 11th, 12th and 13th alphabet::;: 

tallies are inserted. in row D, .columns. 1, 11,. 12,, and 13. Thus: 

;1 2 3 4 5 6 7 8 9 10 11 12 13 141 15 16 l? 1§ 19 20 21 22 23 24 25 '3Cf 
"..:J 

I .A .:. ~ 

~ !E I . -···+ C I I 
Dl I I • J 

Figure 28. 

The proces~ is continued in this manner until all the letters have been distri-

buted and represented by t~llies i~ the ap:gropriate rows and cells in tho rows. 

Such a .dis.tribution may bo termed a frequency distribution square •. 

. ~· Vlhen the d~stribution ha~ been completed for the entire cryptogram, . . 

then the various horizontal sequences of tallies within tho distribution square 

may be matched by the X·-test and the primary .components m&y be reconstructed, 
·~ ... 

perhaps without ·making .any assumptions of va.lues for cipher le.~ters •. Tho under·· 

lying principle in this method of reconstr11cting p~ima~. components is t.hat the 

. sequences within the cipher square are identical and merely displaced various 

intervals, as pointed out in subparagraph 2_• 

49 •. Example of sQb,1tion by foregoing principles. - ~· ·Tho following cryp-
. . . . . ' . . ' .. ·~ ' . ' . 

togram has been enciphered accor~ling to the methoQ.. indicated, by progressive, 

u,ninterrupted shifti_ng of the cipher component against an identical plain com-
:· 

ponent. 
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W G J J M MMJ"XE D G C 0 C F T R P B M I I I K ZRYNN 

BUFRW WWWYO I H F J K OKHTT A Z C L J EPPFR 

W C K 0 0 FFFGE P.Q,RYY !WXMX UDIPF EXMLL 

WFKGY P B B XC H B F y.f ETXHF B I V D I PNXIV 

RPW.TM G IMP T E C J B 0 KVBUQ, GVGFF FKLYY 
~. . . 

C K B I W XMXUD IPFFU YNV88 IHRMH ·yzHAU. 

Q,WGKT IUXYJ J A 0 W Z 0 C F T R PPOQ,U 8 G Y C X 

vcxuc J L M L L YEKFF z v .Q, J Q, 8IY8P D 8 B B J 

UAHYN W L 0 C X 8D~Vd Y V 8 I L IWNJO 0: M A Q 8 
.. ··. 

L VJ ·y J G TVPQ,K PKTLH 8 R 0 0 N ·I C· F E V MNVWN e 
BNEHA M R C R .0 V8TXE NHPVB TWKUQ, I o· C A V ., . 

w· B H Q, N .FJVN_R· VDOPU· Q, R L K ·Q,· N F F F·Z ·PHURV 

WLXG8 HQ,WHP J B c N N j Q. 8 0 Q 0 R C B.M RRAON 

RKWUH YYCIW D G 8 J a TGPGR M I Q McP 8 G a T .N 

MFGJX ED G C 0 PTGPW Q.Q.VQ.I WXTTT aOJ"VA 

A A B W M. X ·r H.O W ·· ··wn: E Q. u· AINFK FWHPJ A HZ IT 

WZKFE X8RUY Q.IOVR E R D J v D K.H I .R .Q. w·E D G 

EBYBM LABJV TGFFG X-Y·I V G. RJYEK F BE P B 

JOUAH a-U G Z L XIAJK WDVTY BFRUC a c u z z 

INNDF RJFMB HQ.LXH 1'IHQ.YY YMWQV bLIP T 

WTJYQ. BY R L I T U 0 U 8 R a b b v W D GIG GUBHJ 

VVPiflA BUJKN :F'PFYW VQ,ZQ.F LHTWJ PDRXZ 

0 w u 8 8 GAMHN CWH8W WLRYQ. Q.U8ZV DNXAN 

VNKHF UCVV8 88PLQ. UPaVV V VJ D G 8 J 0 G T C :; 

HDEVQ. 8 I J PH Q.JAWF ·R i Z D W XXHaX YCTMG 

U8E8N D 8 B B K RLVWR VZEEP P PAT 0 IANEE .. 
EEJNR a Z B T B LXPJJ KAPPM J E G I K R T G F 'F 
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H p' V V V Y K J E F H Q, S X J Q. D Y V Z , ·a. R R ;H·. Z Q.-L Y X K 

X A Z ··o W R R X Y K Y G M .G Z B Y N V H 'Q. B R IT F -E F Q. L L 

W Z E -y L J E R 0 Q; S 0 Q. K b M W I 0 G .M B K F F· · L X D X T 

L Vl I L P Q. S· E D Y I 0 E 'M 0 ·: I B J M L N N S Y K X J Z J ~/I 

LCZB~ SDJWQ XTJVL ~IRNR XHYBD BJUFI 

R J I-.C T U U U S K K W n·v M iF W T T J · K C K C G C V S A G 

Q. ·B C J M E B Y N V S S J K S '·D C B D Y · F P P · V F D W Z M T 

B P V T T C G B V T ·Z K H .Q. D . D R 11 E Z 0 0 

h. The message, for convenient handling, is transcribed in lines of 26 

letters,· as· shown below in Fig. 29 • 

. c. Frequency distributions for the 26 columns of. cipher letters are 

made, but in a:· slightly different arrangement than is usually the case. Here 

the c'ryptanalyst is· interested not so much i:il what letters ·occur within each 

c iphe~ alphabet as- he is in the occ~rrence <?f .a. gi veri cipher letter' in the 

vario~s-alphabets. 'The tabulation is therefore made inthe form of a distribti-. 

ti~:m square -i~ which the c-ipher letters are shown·at the left, the column or 

e alphabet n~bers at the top. Whenever a _given cipher l0ttor occurs a tally ie 

inserted: in the row marked by that letter,· and in. th9 cell in ·that row corres--' 

pending :·to: the c oluinn number in which the letter. ,occurs .• 

d.· Si:nco the X -test is a purely s tatistic·al test and becomes increasing-

ly reliable as the size of the distributions incrt?ases,- it is best to start by .,. 

matching the·two distributions having the greatest numbers of tallies •. These 

are th~ V 'and Vl distributions, -with 53 and 52 ·occurrences,_ respectively. Hero 

are the results of several· trials: 

1 . 
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1 2 3 · 4 5 6 7 8 9 10 11 12 13 14 t5 16 17 18 19 10 11 22 23 '2.4 25 Z6 
1 . W G J J M M M J · X . E D G C . 0 C F T R P. : B .- M · I I. . I . K .. z 

2 R Y N N .. B · U F R W . W W .W .. Y _0 I . -H . F, ·.J K 0 K H T. .T. A .Z . 
'··· ... ·': 

3 C L J E P P F· ·R W C K , 0- o· ·.F F.. F G · E P Q. · R Y Y -I • W X 
'• 

5 I E T ~x H F B I V : D I .·P N \X ·I · V·: R P VI T .. M G I- M .. P T 
',,'I • ' 

6 E C J B 0 ._.K V B U Q. G V' G :·~F F F :. K .L Y Y · C -K B .,I \'l -X 
' 'I '1 

'l M X U · D I · P F F.: U .. Y N · Y S •.:;S I ·H;, R :·M H Y Z H A ·· U . Q. . W 

8 G K T I U X Y J J ··A 0 ::. W . Z .- 0 C .F• .T ·. R P P . 0 Q. U S Q Y 

9 C "X V C :x tr · C: · J L: M L · L. ·y .E K. ;F · y ,z · V .. f1 J .... Q s.- I X S 
·. ·' 

10 P D S B B J U A H Y N VI L 0 C .. : X , $. D Q, . V ... C Y ... V_ .S .. I. L. 

11 I W ·N .. J 0 o· M ·. A_- Q S L W, Y J -G 'r,. V; P Q, . K .p __ I( , .T· L H S 

12 R 0 0 . N I C - F E V · M · N V · W. N ·: B N _ E · H A 111 R- . C. R 0 , Y . S 
' .. .: . .. . : .··· 

13 T X E N H P··v· B · T· W -K .U :Q:: I .-.o .. , C ·A V -VI. B _R ;-~::_N1:.r:-.]::, V. 

14 N R ~V- D 0 P U -Q···R 1· K ·q; N.-.:·F·.·F·. F Z. P, H U -R _ _ V-)11::;)7. ,~_ .. G. 

15 s · H A W H P J B ···a ·N N ·J · Q. · S .0 ·r:Q. .:·0 · ·R · c I3 JI . R. R .. A 0 ... N. 

16 R · K W · ·U H' Y Y · C . I- W- D · G·. S :J · ·C :T ~'- G P: G • R M .. I Q .. M . P S . 
~ • .. ~ ·'::. :. • .I 

1? G c T N·M F G J' x·E n· G c·o·.P. T'C'r_J?·W Q· Q-V.•.[i,I,W ... ,x e 
18 T . T T C b J V · A- A · A- B. W :M :;X:. ~I : . H: 0_... VI . H.. .. D E -~ U : A I. N 

19 F K F W H P J A ~-H Z ·I ·T w·- +z,: ::K:•t··F: ·E·.' X· •. · S R. ;_U. Y :.•-Q.·,:_;I-. 0 V 

20 R E R· n· J ·v D' K ·H I"··R' Q. W E .. ;D G. E: B .Y .... B _M. L,.:A B. J V 

21 T G F F .G X ·Y· I:·V- -G~'·R· J :y -·E··:K F :B E P. ·B J Q. U· .:-A H C 
. . . .· . . . . 

22 U G z-·.-.L X I .A.:J.''K -w·n:·v 'l' Y .. ·:;B···:F •. R, U· .. C .. O.C .. U ,z .. z .. IN 

23 N D · F- R J :F":M··, B H:··q,: L X .H .Jf H- Q.-.Y·. Y-,·Y:.M W Q. V · C L I 

24 P T W T J Y Q B Y R L I T U .o· .U: S :R C .D C V W D .·G I 

25 G G U B H J V V P W A B U J K N F P F Y W V Q Z Q _ F 

26 L H T W J P D R X Z 0 W U S S G A M H N. C W H S W W 

·-:. 

·. 
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L R Y Q Q U S Z V .D N X A N V N K H F U C V V S S S 

P L Q U P C V ~ V W D G S J 0 G T C H D E V Q S I J 

P H Q J A W_F R I .Z D W X X H C X Y C T M G U S E S 

N D S B B K R L V W R V Z E E P P P A T 0 I A N E E 

E E J N R C Z B T B L X P J ~ K A P P M J E G I K R 

T G F F H P V V V Y K J E F .H Q S X J Q D Y V Z G R 

R H Z 'Q L Y X K X A Z 0 W R R X Y K Y G M G Z B Y N 

V H Q B R V F E F Q L L ~ Z ·i Y L J E R 0 Q S 0 Q K 

0 M W I 0 G M B K F F-~ X D X T L W I L P Q S ED Y 

I 0 EM 0 I B J M L N N S.Y K X J Z J M L C Z B M S 

D J W Q X T J.V L F' I R N R X H Y B D B J U F I R J 

l C T U U U S K K U D V M F N T T "J K C K C G C V S 

A G Q B C J M E B Y N V S S J K S ·n C B D Y F P p V 

"F D U Z M T B P V T T C G B V T Z K H q D D R M E Z 

0 0 
Figure 29. 

c = -

- -~ =-

H .~ 
': 

= ::: _! ~ - 4-< 
=- = So 

M - 3'-~ -r_. ... 37 

N =- :# - :c:!' :=: ' :::: :! -=-_ 
' .... 3: ~ - 3_l.j. 
~~,_~r-+-~~~+-~~--r-~-r~--+=~~~+-~-+~~~~~--~~~--1 

0 - ~ ~ ,.,. - ~ - = ' - =- 3~~ 

p ~ ~ = 
Q ~- ..,. - ·.....,;. ·- = -
R ¥ -- = 

-. 4~ 

'f-5 
i.J.b 

s ":I;;=_ -· 
-:::c.. -= .:. ~· - I~ .3~ 

T ~ - ; ~ -: - - - ::::- 1ti - = - 3'1 
,~~-+~--+-~-+--~4--+~~+-~-+--r-~~--~~-r-;--~~=+--r-1---1 

u ' "'5 :::. = ?£ - - . - - ,.. - - = - 33 
r-_~,_,,~+-4-~-4--~~=4--~1~=4--r-~~~~~-r~--+-~-+~--r-~~~~~-r=4~=~ 

V .. , - - := '!:I~ :::; :SII - - ;: 53 

W
. +-~-+~~;--+-~-+--~~-~~=ri~_~.+.~~h~~--~~--+--~--~~~~-~~-~~r=-+--r.¥=4~ 5~ 
+--+-4~~+--+~--+-~-+~=~-+~~+--4--+~~4-~~--+--r~--r-;--+---~ 

X "'§! = = .... '¥ - - - - ::ar - - - 37 
+--~~~+-4--+~~+-~-4~~4--+~~+--r~~+-~=+--r-~~~--T-~=4 

y - - - - -:- = :!? = = - "f. - Jf'+ 
z -== - ', -. - - - - - :: = - ,,. 

Figure 30. 
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First Test 

f {1 u 2 0 0 2· 6 4 8 0 0 7 0 0 2 1 1 1 1 1 0 6 4 0 2 4 
vll2 3 4 56 7 8 9tOI112131415161718t9.t011:2213l425Z6 

(:14~1.6 12. 3 4 56 7 8 910.111213J415t61? IBI9i.0.1122l3 
fw L o 4 2 ~· 1 5 3 o 1 o · o 2 8 1 7 6 _o 1. o o 2 3 o 2 1. 2 

.... 
Nw .... 52 

fvfw. 0 0 4 0 01018-0 8 0 014 0 014,6· 0 1 0 0 018_0 0 2 8 -~ fvfw = 103 

2 tvfw = · 103 - .037 
NVNvf. 2756 

Second Test 

f { 1 0 2 0 0 2 6 4 8 0 0 7 0 0 ·2 1 1 .1 1 1 0 6 4 0 2 4 
V 1 2 3 4 5 6 7 8 910 111213141? 1617 181920212223 Z4<'5·26 

f'8 l9lOJ122l.'H425Z6 1 2 3 4 5 6 7 8 910.11121314151617 
fw l2 3 o 2 1 2 o ~ 2 1. 1 5 3. o 1 o o 2 8 _ 1 ? 6 o 1 o, o . Nw = 52 

fvfw 2 o o o o 4 o 16 16 o o ~ o o 2 o o ~ 8 .1 _o ~ o o o o · z fvfw = 122. 

·~ fvfw . 122 = ._044 = 275'6 NvNw 
" 

Third Test 

f fl 0 2 0 0 2 6 4 8 0 0 7 0 0 2 1-1 1 1.-1 0 6 ·4 0 2 4 . Nv = 53 
v ll 2 3 4 5 6 7 8 9 10 1112 13 14 15 16 17 18 19l0 21 22 2:3 24 25 26 

. f4 56 7 8 9101ll213.14l5\61?1819ID2l.Z2Z381:2526l 2 3 
\ fw {3 o 1 o·o.2 817.6 .o1 .. o.o ~ 3··o~2.1·2 o. 4.2 ::t.. L5 N~v =52 

fvfvi 3 o 2 o o 4 'IS 4 ss o ci 7 :o o 4 3 o 2 '1 2 au s ~ ? 20 2 Vw = 190 • 

·· -~-fvfw _' = · ~-9o. · ·_ · · os9 ; . . 

·N.vNvr :· ·· -~·- 27_.~~ : ~ .:> --- · .. ·.·· ·· 
'. .. ... ' ... . . 

~· Since the last· of ·the :.th,ree ·foregoing -t~sts ·gives .. ~ value s omewha;t 
• '; ' ' • •• • • : . -::·~--,- -- ;. . : ; !~ •• :. • . ._. . '.. • 

better than the expected· .0667; it looks ·as ·,though· the: correct 'positioiCof the· 
• ·-· l i ' . . . ' ' . ,,._ ~.. . --· __. : ..... 

W distribution with reference to. ~h8. iy dis.tr~bu~iqn has been found. In 'practi~8, 
·,, 

~ : 
several more ·tests would ·1Je made to insure that other. -close; appr()xima-tions to 

;_ ·. ' . ,• . . .- . . 
' : ! .... . . ' . : ... ) . . '. . ~· ·~·...... . . ' . . . : - -· .. ' 
.• 0667 will not be found, but 'these will; here b~.~ Oin:itted •.. 'The test :indicates 

·. '. ~ ;· 

that the primary cipher _component has the i~tt.E:3r~ V a.nd. w: in these ,pos.iti'ons: 
• ~ • ; : ' - ••• ~ .. • • t • • • • .: ; .. • • ' • 

·:.:· ..... ~. .. 
. . · ........ '-- . ) .._.._ ... .) . \,;;.: .......... • 

~ 

!' ' . 

'' 
'· .. 

. .. .. 

\ 

' . '·- . · .. 
; , _. .. ' . 

. ' 

.. ·. . .. -: . 
j ., 

. . ' ::>o.:.,' ... I :~~ . 

... _.·; 

' 

,,, 
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1 2 3 4 
V •• W, since the correct superimposition requires that the 4th cell of the W 

distribution must be placed. under tho ist cell of the v distribution (se'e the 

last superimpositio~ above). 

f. The next best distribution with which to proceed is the F, with ·51 

occurrences. Paralleling tho procedure outlined in Par. 43, and for tho same 

reasons, th8 F sequence is matched against the W and V sequences separately 

and then against both W and V sequences at their correct superimposition. The 

following shows the correct relative positions of the three distributions: 
' ' . 

~ f {1 0 2 0 0 2 6 4 8 0 0? 0 0 2 1 1 1 1 1 0 6 4 0_2 4 ~- 53 
V 1 2 3 4 5 6 7 8 9 1011·121314 l5 16 171819202122 23'Ml526 . "':'V : 

f {8 9101112131415161718l9l0.1lil213~4%526 12 3.4_5 6 7. NF·::: 51 . 
F 1 1 2 1 0 0 6 3 9 3 0 2 0 0 0 2 1 1 1 2 0 4 2 0 3 7 

fvfF 1 0 4 0 0 036 1212 0 014 0 0 0 2 1.1 1 2 0 f4 8 0 6 28 2 fVfF : 212 

.Z tvfF 212. 
;.;.;...;;;:~=---. =- --NvNF · 2703 

i .078 

f {1 1 5 3 0 1 0 0 2 8 1 7 6 0 1 0 0 2 3 0 2 1 2 0 4 2 
Vl . 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 J7 18 19 20 ~122 23 2.4 25 2.6 

f {56 7 8 9l0111213t4151617181920212223Z425261 2 3 4 
F 0 3 7 1 1 2 1 0 0 6 3 9 3 0 2 0 0 0 2 1 1 1 2 0 4 2 

fWfF 0 335 3 0 2 0 0 0~ 3&318 0 2 0 0 0 6 0 2 1 4 016 4 

2_fwfF 

~NF = 2;~~ = 
.078 

~w = 52 

NF: 51 

2.. fvlF = 2i0 

f .· r 4 0 3 0 . 0 4 14 5 15 6 0. 8 0 0 4 4 1 3 2 3 0 10 6 1 3 9 Nv + vi = ~05 
V+W ll 2 3 4 5 6 7 8 91011 L2131415 1617 1819aJ2l.22 z3 Z.425 26 

I • . • 

. . . . 

{
8 9 10 11 12 13 14 15 16 17 18 l9ZO 21 Z2 13 Z4 25 26 1 2. 3 4 5 6 7_.. NF = 51 · 
1 1 2 1 0 0 6 3 9 3 0 2 0 0 0 2 1 1 1 2 0 4 2 0 3 7 

. . ,•, ~ ' 

··r .f 4 o 6· o b Ol41513t·!~O'It> o o o 8 1 3 2 6 01()12 o· 963. < fvt.vtF = 422 
V +. W F .:::::::_ 
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l 2 34 .5.6 7 8 
The test yields the sequence V • • W • • F 

·~ i . 

£• The process is continued in the foregoing manner until the entire 

primary component has been reconstructed. It is obvious ··that as the work pro~ 

grosses tho cryptanalyst is forced to employ smaller and snialler distributions, 

so that statistically the results aro apt to become less and less certain. But 

to counterbalance this there is the fact that tho number of. possible suporim-

positions becomes progressively smaller as the work progresses. For example, 

at the.commencement of operations the nUmber of possible points for superim

posing a second sequence against tho first is 25;·· ,a:f,ter t:hc r?lative .positions 

of 5 distributions have been ascertained and_ a 6.th .dif:>tr:i but.icm ,is to .be placed 

in the primary sequence being reconstructed, there are 21 possible ·posi t:i..ons; · 

after the relative. positions of 20 distributions have boon ascertained, there 

are only 6 possible positions for the.2lst_distr1bution, and so on. 

h. In the foregoi.r~g case th.e !econstructcd primary component is as 

follows: 

1 2 3 4 5 6 ? 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 -25 26 
VAL W N 0 X F B P y;_ R .C ·.Q. z·:I G S~ .. E .H .. T: D .. J U M K 

1·. Of c curse,.: it is probable that in practical work the process of · 
··.·. ' 

matching distributions would be interrupted soon after the positions of only 

a few letters in the primary components l].ad been"ascertainod. For by trying 

partially reconstructed -~equ~r:9e,~ on the cipher text tho skeletons of some 

words· would begin to show. ·By filling in tp.e,se ·skeletons with the words 
, .. · ; . ' f • ._ ~ ' '. ·~ ~ ~ 1 , I 

suggested by them, tho process of reconstructing the c ompononts is much facili-
··. '' 

tated and hastened •. 

.J.• . Tho· c:omporionts having boon reconstructed, only a moment or two .is 

necessary to ascertain their initial position in enciphering the message. Tho 

plain text may then bo obtained without flirther delay. It is as follows: 

v' 
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WITH THE IMPROVEMENTS· IN TEE AIRPLAINE AND THE MEANS OF CCTh/IMUNICATION AND Vli'l'H 

THE VAST SIZE OF MODERN ARMIES STRATEGIC SURPRISE WILL BECOME HARDER AND HARDER 

TO ATTAIN X IN THE PRESENCE OF MODERN AVIATION AND. FAST MOVING MECHPJITZED 

ELEMENTS GREATER COMPLEXITIES MORE SUBTLE DECEPTIONS STRATEGEN'JS AND FEllfl'S WILL 

HAVE TO BE EMPLOYED X IN MODERN WARFARE IT IS STILL POSSIBLE '1.'0 GAIN TACTICAL 

. . 
SURPRISE BY 1WIT 11E.iU£ X \'lHILE ~rill ME. .. "u.~ OF OBSERVING AND TRAIJSMITTING INFORHA-

TION OF TROOP MOVEMENI'S .1\RE GREATLY ll1PROVED OVER THOSE OF THE Pi\ST THE lffiCK\-· 

NICAL MEAl£ OF MOVING TROOPS ARE LIKEWISE Fl..R SPEEDIER X ALSO F.ALSE HJFOR11li.TION 

CAN BE Fill MORE EASILY A..liiD Q.VICKLY DISTRIBUTED X THE LF.SSON TO BE LEARNED FROM 

THE OPENING PHASE OF iU.LENBYS BATTLE OF MEGGIJ;>O IS THi\T SURI':RISE IS POSSIBLE 

EVEN IN MODERN WARFARE BUT ONLY BY PERFECT DISCIPI,INE ON THE PJ'.RT OF THE TROon; 

AND ALMOST SUPERHUMA.J.\1' FORETHOUGEIT' 1\.ND ATTENTION TO DETAIL ON THE PAR'l; OF THE. 

STAFF BACKED UP BY RESOLUTE ACTION IN THE AIR X TO MAINT.AIN SECREQY MOVEIAENTS 

:MUST BE UNDER COVER OF DARKNESS AND COVERED BIVOUAC .l\.REAS MUST BE OCCUPIED 

DURING Dl'>.YLIGHT HOURS X UNOBSERVED DAYLIGHT MOVEHCNTS WILL REQUIRE. THE RES'l"RIC

TION OF HOSTILE AIR OBSERVATION BY /lln.'IAIRCRt'\FT .\RTILLERy' AND COHBAT AVIATION • 

. !.• The student sho'll;ld clearly understand tho real nature of the m.atcbing 

. process employed to such good advantage in this problem. In practically all 

tho previous cases frequency d istri but ions were made of c iphor letters occurr~~n,g 

in a cryptogram, and the tallies in thoso distributions represented. the actual 

occurrences of eipher letters. Furthermore, when those distributions were com-· 

pnrod or matched, what wore being ~o~pared wore nct~mliy cipher alphabets. 

That is, tho text was arranged in a certain way, so thnt lett?rs belonging to 
;it-• 

., tho same cipher alphabet actually fell within the same column and tho frequonr;;. 

distribution for a.spocific cipher alphabet was made by tabulating the letters 

in that column. T~on if 1my di:;;tributions wore to be compared, usually the 

·entire distribu~ion applicable to one cipher alphabet was compared with the 
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entire distri.bution ~pplying to another cipher alphabet. But in the problem 
. . . 

I . , - . . . 

just completed, what were compared in reality were not frequency distributions 
·, . .. 

applying to the columns of the cipher.text as transcribed in Fig. 29, but were 

graphic representations. of the variation in the frequency of uSe of plain~t~xt 

letters falling in identical sequences, the identities of these pl~in-text 

letters being unknown for the moment! Only after the reconstruction has been 

completed do their identities become known, when the plain text of the crypto-

gram is established. 

1. . One final .remark may be added in connection with the problem just ~ 

completed •. In some case~ the procedlJ!e indicated, involving the matching of 
\ 

distributions,may.not be feasible because of.the paucity of text. Yet there 

are sufficient dat~,.in the respective alphabets to permit of some assumptions 

of values of cipher letters, espoci~lly if there are a few repetitions to assist 

in making correct assump~ions. Then if the· tentative values thus obtained are 

i~~rted withi~ a reco~struction diagram applicable to tho entire cipher 

square, it is likely that not only will the cryptanalyst be likely to find 
. . - . . . . 

data for use in reconstructing the primary components by indirect s~notry, 

but also he will probably find certain data of direct assistance in the recon-

, struction. For example, suppose for the sake of simple illustration the 
.. 

cryptanalyst has been fortuna to in making a good guess and has the phrase AND 
' · · · · line '2, 

THE located in the foregoing message, in/columns ?-12, incl. The cipher equi
.. ANDTHE 

valents are~F R ~ W W W. The four sequent W's mean that the primary componen~ 

contains th~ seque~co DTHE if the cipher component is sliding toward the right, 

or Effi'D, if toward the left. {Whichever direction is correct is of no conse

quence, so long as the cryptanalyst is consistent in setting down the results.) 

Reference to tho primary component reconstructed in subpar. h shows that EHTD 

indeed forms a sequence in that component. In other words, identical cipher 



REF ID:A4146453 

- 145 -

letters in seq~enco in this system mean that the plain-text letters they 

represent are sequent in the primary component. Going one step fu:rther, the 

interval between identical cipher letters in the cipher text .corresponds to 

the interval between their equTvalent plain-'text letters :in the primary campo-' 

nent. Thus, the 2d and 12th cipher letters in the illustrative message above 
. . . 

are G's; _they represent I and 0 , respectively. Therefo:r:e, in the primary p p .. 

component the letters ·o and :I arc separated by 10 intervals (or is, depending 

upon tho dire·ction of· d:isplacement). By applying these principles, with per-

haps the addition of data from indirect symmetry, tho entire J?rimarycomponont 

cn.n often be reconstructed from a relatively small number of correct assump-

tions for tho values of cipher letters. 
' . . 

50. The {).(Phi )-test. - ~· ·The student has noted that the X . .-test. is 

based upon the general theory of coincidences and employs the probability 

constants K and K .• There is one more test of a related nature _VIh_ ~ch may 
P r 

be useful for him to understand and its explanation will be given in the 

succeedl.ng paragraphS •. ·-·· 

.£. In Par. 4?£. it was stated that two monoalphabetic distributions when 

correctly combined will yield a single distribution which should st.ill be monc-

alphabetic in character. This question arises, therefore, in the student's 

mind: is there a test whereby he can ascertai-n. mathematically whether a dis-

tribut ion is monoalp_habetic or not, especially in the case of one which has. 

relatively few data? Such. a tust has been devised and is termed "the ~ (Phi) 

test". 

51. Derivation of_the $-test.- a. Consider a monographic or unili ter81 
.!'. 

frequency distribution which is monoalphabetic in composition. If there is a 
. ' . . ·}. . : .. .-

total of N le.tters in the distribution, in a system in which there are n 

possible elements, then there is a.possible total of N(N-1) pairs of letters 
2 

(for comparison purposes) .•. 
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b. Lot the symbol f represent the number of occurrences-of A, f the 
A , . . B 

number of occurrences of B, and so on to fz• Vvith regard. to the letter· A 

,.,then, -~here are fA(_fA-1) c~i~cidences. (Again the. combinations of fA·~ things 

2 

taken two at n time.) With regard ·t.o tho lctter:_-B, theJ;",e :.1re fB('fB-1) 

.2 
coincidences, and so on up to f (f -1) coincidences for the letter z. Now it 

·. '• I z z . 
2 

has been·seeil that according to·the K -test, .in N(N-1) comparisons of letters 
2 

forming the two members of 'pair's of letters. in normal :English ·plain text, there· 

should: be K N(N~t} coincidei?-ces; where· K ·_-is the probability· .. of l!lonographic 
' p -2--· p 

coincidence for the language.: in· question. 

Nowthe expected value of fA(fA-1) .fB(fB-1) · ••• 1'z(fz-1} 
. 2 ~ .. 2 .. ,. .· ... 2 . 

c. 

is equai'-t() the. theoretical mimber of coincidences- to be: expected ·in N(N-1) 
. . 2 

coinpa~iscn1s-'6r two letters, which for. normal plain text-is·~- times N(N_;l)- · 
. . p 2 

and ·for·fandoni text is K times N{N;..l) '• ··That is; 'for.ple.i:h. 'text: 
r 2 

-,··.:: 

(IX). -~---Exp~-cted value of fA(fA-1}+ f~(fB:...f)+ •• ~t-f~(f~~i)'~_.K N(N-1); 
! ',· . . ':···.... ..::···. p 

and for random text: 

, : .K r x N( N-1 ) , or 
2 

(X)' Expected v'alue of fA(f~-i>.t-:f;s(~B-1) + -~~-... fz'(fz'-1) =::KrN(N~l),. 

If for the left-hand side of equations ( :tx) and {X) . the symbol E( ~-) is ~o·d, 

then these equations become: 

(XI)' 

.(XII) 

.... For plai·n text"-' ••• E( ~P) : K PN(N-i) 

For random·toxt •• E(lh ) - .K NCN-1) 
't"r - r 

Where E( ~ ) means the, ay.orago -or expcctoc(value of tho expression in tho 

· ... 



: ... ,.._. '.·,.,·.' 

REF ID:A4146453 

- 147 ·-

parenthesis, K and K are the probabilities of monographic coincidence in .. P r. 

plain and in random text, respectively• 

' .1· Now innormal English plain text it has boon found that K 
p 

.0667. 

For random text of .a 26-letter _alphabet K r : .038. Therefore, equations 

(XI) and (XII) may now,be written thus: 

(XIII) 

(XIV) 

For norm..'ti Englh;h plain text E( th ) = .0667· N( N .. l) 't'p 

For random text ( 26-let·~p,r alpha bot) _ E( ~ r) = • 0385 N( N-1) 

e. By employing equations {XIII) and. (XIV) it becomes possible, there-

fore, to test a piece of toxt for monoalphnbcticity or for "randomness". That 

e is t by using these equations one cn.n mathematically tost a very short crypto-

gram to ascertain whether it is a monoo.lphabetico.lly enciphered substitution 

or involves several alphabets so that for all practicnl.purposcs it is equi

valent to random text. This test has been termed the ~ -test. 

52. Applying the (jl-test •. -' !!.• Given the follm.,.ing short piece of text, 

is it likely that it is normal ~nglish plain text enciphered monoalphabeti-· 

cally? 

N ::. 25 

e For this case the observed value of ~ ·is: 

( lxO) ~ ( lxO) + ( 2xl) + ( 3x2) 4- ( 4x3) + ( 2xl) + ( lxO) +- (4x3) + ( 2xl) + ( lxO) -t ' ( lxO) + 

( 3x2 ) = 2 + 6 t 12 + 2 + 12 + 2 -t. 6 = 40 . 

If this text were rnonoalphabetically enciphered English plain te"xt the expeqt· · , ' 

ed va:lue of $ is: 

E( ~p} : K PN(N-1) = .0667 X 25 X 24 ::. 40.b 

If the text were random text, the expected value of 0 is: 

E( ~ r)' : K rN(N-1) = .0385 x 25 x 24 ::: 23.1 

Tho conclusion is warranted, therefore, that the cryptogram is probably mono-

alphabetic substitution, since the observed value of $ (40) more closely 

approximates the expected value for English plain text (40.0) than it does tho 
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e:xPec-ted value for random text (23~1). "·(:ru(·a matter of'"fact, the cryptogram· 

was enciphered monoalphabetically.} 

b. Here is another example •. Given-th~· f-ollowing series of'· letters, 
•,. 

does it represent a selection of ·English text enciphered monoalphabeticaily- or 

does it more nearly represent a random selection of letters? 

.YOUIJ Z M },(Z Z 
. ., 

MRNQ,C XIYTW RGY.:LH 

)The distribution and caiculation are as foliows: 

AB~D~FQ~~~K~!~£PSRS!~V!X!~ - - . -= 
f(f-1) •.• ·a· d'o.2 o o o so o· o 2 n·o o o 2 & 

2._f'(r'-l)': 18. '(That is, observed .. valuo of¢= 18) 
. ' 

· .. ·E( $P) ~- .066?x25i24:·4o~O('That is, exPected value~ of~P = ~o.o 
:.r 

The conclusion is that the se~ies of letter~ does not represc;,1t. a Beloct{on· ·or 

English text monoalphabet ically enciphered. Wh(rthcr or· not it represents· a 

random selection of lettei:s· cari.riot -be told, but it may be said :that if the 

letters a'ctually do constitute a: cryptogram; tho lat-ter fs probably polyalpha-

betically enciphered. (As a matter of fact, the latter statc.ment is true, 

for the message was encipherod by 2f:) alphabets: used :,iJ1 s~qu~nce.). 

c • The $ -test is, of course, closely related· to the X -·test and derive~ 

rrom the same generai' theory~~;- the iattt1r, which is. that 'of 'coincidon:cc. 

·when two monoalphabetic distributions have·bocn·c·orrib'1ned' into a single distri

bution, the $ -test may··be ~ppiieci to th~ latter ·as a chock upon -the X -test. 

It is also useful in testing tho columns of a superimposition diagram, to 

ascertain v1hother or no't the columns ··are monoalphnbc;tic. 

·.' 
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SECTION XIII 

CONCLUDING REMARKS 

Paragraph 
Concluding remarks on aperiodic substitution systems............. 53 
Synoptic table .................... ~ ....... -~ . ·. . . .. . . . . . . . . . . . . . . . . . 54 

53. Concluding remarks on aperiodic substitution· systems. - a~ . The· 

various systems described in the foregoing page's represent some of the more 

common ,and well-known methods of introducing complexities in the general. sche:::-::.,~ 

of cryptographic substitution with the view to avoiding or suppressing period.i-

city. There are, of course, other methods for.accomplishing this. purpose, 

which, while perhaps a ,bit more complex from a pr~ct,ical point of view, yield 

more desirable results from a cryptographic point of view. n1at is, these 
. . 

me'thods go deeper into the heart of the problo;rn of cryptographic security and 

thus make the task of the enemy c,ryptanalyst much harder •. But studies based 

on these more advanced metho.ds .will have to be postponed at this time, and 

reserved for a later text. 

Thus far in these studies, aside frOI!l.a ·few remarks of a very general 

nature' no attention has been paid tq that other ~arge and 'important class of 

41 ciphers; viz, transposition. It is desira.ble, before. going further with sub-

stitutionmothods, that the studentgain some.uriderstanding of how to solve 

certain of the more simple varieties of trans~osition ciphers. Consequently, 

in the text to succeed the present text, tho. s tudont wiil temporarily· lay as ide: 

the various useful methods and tools that ~9 ·has. been given fo.r; .the solution 
,• 

of substitution ciphers and will turn his thO\lghts toward the methods qf break-

ing down transposition ciphers. 

54. Synoptic table. - Continuing. the plan instituted in previous texts, 

of summarizing tho textual material in the form of a very condensed chart 

called An Analytical Key for Military Cryptanalysis, the outline for the 

studios covered by Part III fo~lows herewith •. 
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Ai'iALYTICAL :KZY FOR MILITARY CRYPTANALYSIS, P.ART III 
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