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FOREWORD 

·The following report on the military ciphers used by the Germans from February to 
November 1918, was written about December 1918 by First Lt. J. R. Childs, Infantry, and 
except for minor changes is in the form in which he prepared it. There have been added note 
7, by First Lt. H. C. Skinner, M.I.D., entitled "Note on Reconstruction of an Incomplete 
ADFGVX: Message", and note 12, entitled "A_Mechanical Method for Determining the Key 
for the Transposition in the ADFGVX Cipher, Given Two Messages Having Similar End
ings", prepared in January 1919 by the undersigned, then First Lieut., Military Intelligence 
Division, U.S.A. 

Office of the Chief Signal Officer, 
War Department, 

Washington, June 25, 1934. 

(m) 

WILLIAM F. FRIEDMAN, 

Cryptanalyst, Chief of Signal Intelligence Section. 
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GERMAN MILITARY CIPHERS FROM. FEBRUARY. TO NOVEMB£R, 1918 
This survey of German Military Ciphers is,intended to be very brief: A knowledge of the 

principles contained in lfitt's Manual for the Solution of Military Ciphers is presupposed. 
One of the most outstanding ~eatur~s in the use of eipher by the Geruums,. whether on the 

Western or Ea.stern Front, was their predilection for transposition methods. 0( all their systems 
which have come under our observation, there w:ere only two of purely substitution methods. 

J. Sl]BSTI'l'\JTION CIPHERS 

One of these, strange to :say, was a sitig:ie mixed alphabet substitution used by Gen. Kress 
von Kressenstein in communication· with Helferich. Several very important messages were 
sent in this very simple cj,plu}r.' This cipher was pre~ooed. by the preamble "177!1 This was 
an identification to th~ ~cipieptof the syste~ which had been e~ployed. The life of the "777" 
Cipher was not of long durat1on. The system was tpo simple; the wonder is that,it was ever 
used at all. A messagesent in the "RICHt'1, Cipher a few days after.the "777" had been 
solved, directed an immediate. discontinuation of its use. · · 

"The cipher prepated by General von Kress wa~ stolved here at once. 1ts further use and 
operation is forbidden. (Signed) Chief'Signal Officer, Berlin." 

The second. cipher based upon substit11tion principles and pethaps the only one which was 
ever made extensive use of,. was the so-called "Wilhelm" or "Fuer God" Cipher. This cipher 
was used over a ionge:r period of time than any other cipher which ~he Germans were ever known 
to have employed. · ·· . _ 

The cipher was knowb as the "Fuer God" for the reason that all messages in this cipher 
contained the -address"Fuer God", ''GOD" being the·cail sign ol the wireless-station to which 
the messages were 'directed. The messages were sent by POZ, a statiori. at N auen, just outside 
of Berlin. They were numbered serially from the first of the year to December the 31st, and 
were sent at more or less irregular intervals, an average of about three a week.· 

These ciphers were identified as substitution ciphers from the resemblance which the frequency 
tables of the cipher letters bore to the common type of substitution frequencies. Further evi
dence was contained in the repetitions which occurred in the body of the messages. These 
repetitions were factored as an ordinary substitution cipher; and they established the fact that 
tlie number of alphabets in messages numbered from 1 to 30 varied between 11 and 18, and that 
from 31 to 60, inclusive, the number of alphabets employed reverted to the same cycle as from 
1 to 30. In other words, there were but 30 keys and messages from 31 to 60, and from 61 to 90 
were enciphered by the same keys as those numbered from 1 to 30. 

It was also ascertained that the number of alphabets was limited; and that not only was the 
same alphabet oftentimes repeated in the 13 alphabets, for example, in the 13 of message 'number 
1, but that the same alphabet also reappeared in the 13 alphabets of number 2, in the 12 of 31 

and in the 18 of number 4, and so forth. 
The number of alphabets finally reduced themselves to 22. They formed a modified 

Vigen~re Table. 
(1) 
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TABLE-1.-THE ALPHABETS FOR THE "WILHELM" CIPHER 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

A SQRY:VXUZTWBDCAEJHKIFGPMONL 
B LOPNMQSRTUVZ1YWCABHEDGJFKI 
C PONMRTSQWYUXZVCABEDFJGKHIL 
D IFHJGNKLMPOTSRQVYUXZWDBCAE 
E XUVZYWACBEDGIHJtKMONLTRSQP 
F .U X Z W Y VA E B C F D I H G J N K M L S P 0 R T Q 
G A CD B H J FIG E-M N L K 0 T R S T Q Y Z V U X W 
H B A D C F G E I H J N 0 K M L S R P ·T Q W X V Y U Z 
I TRSQYWXZVUEa4CDKFJIGHMLPNO 
J LMONTQRPSZXUYVWBACDEGJHFKI 
K M 0 K N L Q ·s R P ~Z TV U X Y DB A C_E F J G I H 
L I E H F G L 0 M J K N Q P T R S X V Y U Z V B A D C 
M H F I G N M J K 0 L Q P S R V T Z U W X Y B E D C A 
N C 0 A B G H E J F I K.M P 0 L N T R Q S XU Z W V Y 

' ' . 
0 E C D B A F J I G H L K 0 N M S P Q T R Z U X V W Y 
P RQPSZWTVUXYDBCAGIEJHKFONLM 
Q V Y XU Z W C A B'E D I H G F L K N M J Q 0 T P S R 
R B A C H D J F E G I L 0 N P K M S Q R U Z T Y V W X 
S Q Y Z V X A B C E F D M J I G K A P L N S R 0 Y U T 
T ED I G H F L M K P 0 N R Q J S U X T Z W V Y c·A a 
U R T S W V Y Z U X_F A C BED J K I G H 0 N M P Q L 
V MOLNPSRQXTYWZUVADCBHFIKEJG 

Numbers were expressed by the following letters bracketed between "Q's": 

1 2 3 4 5 6 7 8 9 0 
HPJWDYVRAF 

The alphabet beginniiig "SQRYV" was known as the "A" alphabet, that beginning "LOPNM" 
as the "B".alphabet, etc. 

Messages numbered 1, 31, 61, etc., were decipherable by the 13 alphabets in the order 
'
1 JVCEPQHCMPQGP". 

Messages numbered 2, 32, 62, etc., were decipherable by the 13 alphabets in the order 
"TBUULEtWKEQCC". . 

' The horizontal f!equeBce above the table is the plain-text sequence. The vertical alphabet 
on the extreme left gives the arbitrary symbol by which the different alphabets were known 
~ the 30 keys. Attached is. a list of _these 30 keys: 



I 
I 

REF ID:A68206 

3 

L ___ J V ':c E P .Q H <rt.i .P. P .G P 

2 ____ T B U U L E NT K E Q G J 
3 ____ V C B H E G C J K G E P 

4 ____ I 0 C E B P G K K G P J V E G U G C 
5 _ _ _ _ H G J K E I I .M .P Q J B C K 
6 ____ S 0 F C K M P K G C H C G N F M P Q 
7 ____ L 0 Q G P L G N F J G U 
8 ____ L B U U G P .J E G S 0 F C G P 
9 _ _ _ _ P B N F G K L 0 J 'I E U N F 

10 ____ G J J N F I G N A K I E C 
11_ _ _ _ A B C A D E 'G F G C 
12 ____ D M N A Q C D 0 P Q G 
13 ____ J N F L E G Q G C T 0 K G C 
14 ____ L E G U 0 P Q G R 0 M G C K G J 

15 ____ L E G T E G U A B J K G K G J 
16 ____ S C G I R G P H M N F 
17 _ _ _ _ H G P G R E A K E P ·G C 
18 ____ J G U K G C L 0 J J G C 
19 ____ H G E L G I A 0 M S G P J E G 
2Q ____ V 0 V E G C F 0 P R U M P Q 

2L ___ V S G C R G T G C I E G K G C 
22 ____ Q B U R 0 C H G E K G C 
23 _ _ _ _ F 0 P R U M P Q J Q G F E U S G 
24 ____ F 0 P R J N F M F I -0 N F G C 
25 _ _ _ _ E P J K C M I ~ P K G P I 0 N F G C 
26 ___ :.. A 0 I G U K .C G E H G C 
27 _ _ _ _ C 0 R E G C Q M I I E 
28 ____ H G J B C Q G :R E G V S G C R G 
29 ____ R M P A G U A 0 I I G C 
30 ____ .C G N F K J 0 & U G F C K G C 

It will be noticed that the same letter, as P, for instance, in key no. 1, is repeated four 
different times. Again, the E and Q and G which occur iri 1 occur also in 2. These facts 
pointed to the use in these 30 keys of intelligible German words. The arbitrary letters, which 
the keys in their present form contained, represented a simple substitution. This appeared 
from the frequency, for example, of G and the inseparable combinations NF and NA, N never 
appearing unless followed by F or A. It was therefore extremely probable that these letters, 
arbitrarily chosen to represent the 22 different alphabets, in reality represented keywords in 
German text. 

N was assumed to be the value of C, and F, H; and G, the most frequent letter which was 
never absent from any of the series, E. This simple substitution was continued until familiar 
German syllables began to appear and finally the complete keywords themselves. 
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L ___ S P R I N G B R U N N E N 
2 ____ V 0 L L W I C H T I G E S 

3 ____ P R 0 B I E R S T E I N 

4---- M A R I 0 N E T T E N S P I E L E R 
5 ____ B E S T I M M U N G S 0 R T 

6---- F A H R T U N .T E R B R E C H U N G 
7 _ _ _ _ W A G E N W E ,c H S E L 
g ____ W 0 L L E N S I E F A H R E N 

9---- N 0 C H E T W A S M I L C H 
10 ____ E S S C H M E 'C K T M I R 
11---- K 0 R K Z I E H E R 
12 ____ Z U C K E R Z A N G E 
13 ____ S C H W I E G E R V A T E R 
14 _ _ _ _ W I 'E L A N G E D A U E R T E S 
15 ____ W I E V I E L K 0 S T E T E S 
16 ____ F R E M D E N B U C H 

17---- B E N E D I K T I N E R 
18 ____ S E L T E R W A S S E R 

19 ____ B E I W E M K A U F E N S I E 
2Q ____ P A P I E R H A N D L U N G 
2L ___ P F E R D E V E R M I E T E R 
22 ____ G 0 L D A R B E I T E R 

23---- H A N D L U N G S G E H I L F E 
24 ____ H A N D S C H U H M A C H E R 

25---- I N S T R U M E N T ·E N M A. C H E R 
26 ____ K A M E L T R E I B E R 
27 _ _ _ _ R A D I E R G U M M I 
28 _ _ _ _ B E S 0 R G E D I !E P F E R D E 

29---- D U N K E L K A M 'M E R 
30---- R E C H T S G E L E H R T E R 
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;U •. • 'J:JUNSPOSI~ION CIPBUS 

Reference has been made to the predilectkih 'for transposition methods on the part of 
the Ge~mans. Even substitution methods, ~hen. resorted to, usually cqntained in them_some forni 
of transposition, such as in the "RICID ", the most important military cipher used by the 
Germans. . . ·. · · 

One of the most common f~rms of transp,<?sition cipher used by tlie Germans was the double 
transposition. Occasionally, the simple coh.unnar transposition was used, but this was extremely 
rare as .such a system of encipherment in a _language such as the G~rman, .which contains the 
common invariable combination CH, offers very little security. . . . 

The solution of a simple columnar transposition involves merely putting together the columns 
containing the C's with the columns containing the H's with which they belong. If, as often 
happens, in a transposition cipher, two C's occur in the same column, there must also be two 
H's which occur the same number of letters ap~rt .as the two C's in a similar single column. 

As an example of a simple transposition, there was intercepted by the high-powered station 
at General Headquarters in May, a cipher which read as follows: 

ALTMARK 41 GRUPPEN 
BEL N S MEUAG HRLNV RSNDQ D Q N 0 A A Q E F N 
F N F P E 0 S G A A B N B DE D.MWLR RTHNA T 0 S 0 N 
SNUIK ~ N I G P ususs HFEIN RAADN ~NRNE 

.FA E UN E H B.A S RTARR N u E,R I M a·u R E K C 0 B T 
A l T 0 F I L TAN N.UAEM.EIODE DEHZK GNTCH 
NADUG URSRT EDLZR· I C A U N ZDMRF ALCNL 
NEULU BE S B H TENAH'DNUST A N M S Z. 

A frequency of the cipher letters in which the most frequent German letters, E, A, N, I, etc., 
appeared in approximately the same proportion as in German text and the absence of Q, J, and 
Y indicated that the principle upon which the messttge had been enciphered was that of 
transposition. , C 

In the fourth cipher group of 5 le:tters there is a. C which is fC?llowed at an interval of 
2 letters by a C in the fifth group. A third C follows the. seco:Q.d C at an interval of 5 letters. 

In the thirteenth group from the end there is a# H ft}.llowed by a K at a similar interval of 
2letters, as was observed between the first 2 C's, and, further, there is another H which follows 
the K at an interval of 5 letters. · 

There can be but one conclusion, and that is that these 3 C's belong in a column which will 
directly precede the column which co:Q.tp.in;s the 2 H's and the K. 

·• C H 
DE 
CK 
N G 
0 N 
AT 

A C 
C H 



As yet the length of the columns is still unknown, though there can be no doubt that the 
length must be at least such. as to include the 8 lines which are contained in the series of 
the 3 C's. . 

If a count is niade of the letters which occur between the first C in the fourth group and the 
H in the fourt~enth group from the end (2 letters which it is believed are paired together) the 
number will be found to he 123. This number is divisible only by 3 and 41. There are 205 
letters in the entire mess~ge. If the messate is divided into columns of 41 letters in length, 
precisely 5 col~ns will result. 

Again, one might h~ve chosen to place a third column against the original two which had 
been selected 

·' 

C H 
D Z 
C K 
NG 
0 N 
AT 
A C 
C H 

by putting a column containing an H or K againsttheACwhichappearedas a result of the matching 
of the three C's. There are a number of H's from which io choose but the proper H would have 
readily proved itself from the kind of syllables which would have· resulted when the letters 
immediately preceding-it appeared in conjunction with those which were already possessed. 

Compare two .such oombmations, one in which the correct H has been placed against the 
AC which it follows and the other an H selected at random. 

(1) (2) 
CHL C H S 
DZU DZM 
C K B C K E 
NGE N G U 
b N S ONA 
AT B AT G 
.l C H A C H 

· C H T CHR 

In the first, the German word ZU has appeared. The second contains in its second line 
a combin~ttion "DZM" which, unless an error,:is impossible in German. A count of the letters 
between the C and H in "ACH" in the first gjve15 also 41 which is a factor of the number 123 
which was found to separate the other CH's. 
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There is no other eonclu$ion but thfl,t the oqlu:mns are five in n.tnnb(\1! and. are 41 letters 
in length. The columns are accordingly cut as follows: 

1 2 8 4 II 1 .~ a 4 .~ 
B N A 0 R c u ~ K B 
E B D F I .N I R G E 

L D N I c 0 I{ ;ti N s 
N E H L A A L u T ' s D N 'l u A N I c: ij 

M M R A N c I ~ H q' 

E w N N z E ~ I N E 
u L E N D F p ¥ .A w 
A R F u M N u G :D • G R A A R F .~ u 0 t,t 
H T E E F N u R ·G I> 
R H u M A F s I;: u N 
L N N E L p s K R u 
N A E I c E H c s s 
v T H 0 N \) F 0 ·R 'l 
R 0 B D L $ E B T • s s A E N G ·I T $ ¥ 
N 0 s D E A N A D .. 
D N R E u lt. R I 'l. s 
c s T H L B A T z z 
D N A z u 



By fitting ·the reiDa.ining C's iwith H's whieh appear in the same homoiltal lines ·the' 'c<?m-
pletely reconstructed key becomes: · 1 ·. 

a 2 1 • ~ 
A -N ~ 0 R 
D B E F I 
N b L X C 
M E M L A 
N 0 s '1' u 
R M M A N 
N W E If Z 
E L U ~ D 
F R A U M 
A R G :A R 
E T H E F 
tl H R M A 
N N L E t. 
E A N I C 
H T V 0 N 
8 0 R D L 
A S ·s 1!: N 
S 0 N 0 E 
R N D l!: U 
T S ·c H L 
A N D Z U 

a 2 1 ' 11 
R 0 C K B 
R 'I N G ~ 

N K 0 N S 
U L A T ~ 

E N ;A c " 
R-XCHT 
IG.ENJ!: 
M 'P P' A N 
G '0 N D A 
U S fi' 0 H 
R U N G D 
£ S F U N 
K S P R U 
c H :t s s 
0 F 0 R T 
B E S T A 
T I G E N 
A N A D M 
1 R A L S 
·T A E Z Z 

The message is now in the original form in which it appeared before encipherment. The 
translation reads: "Do not let Reservist Wenzel and Mrs. Margaret Fuhrman Lelea, who 
are on board, disembark, but bring them back to Germany. Notify Consulate. Confirm 
at once to the Admiralty Staff the receipt and carrying out of this wireless message." 

In the case of a double transposition, which is the double application of the same columnar 
key, it is impossible to attempt to reconstruct the key by the method of fitting together the C's 
with the H's. The cipher letters in a double transposition are inextricably mixed together in a 
way that has led a mathematician to say that the only principle which remains in the order of 
the letters after their double encipherment is the fact that there is no principle. 

There is but one method of solution. This is accomplished when two or more messages 
are to be had of the same length and enciphered by the same key. This is only possible in the 
case of two messages of identical length where the number of letters does not exceed 50 in each 
message. If the number is more, the solution is only possible with three messages of identical 
length. The method of solution is that of writing out the messages of identical length under 
each other. The vertical columns which are thus formed are cut up and the messages are then 
anagrammed. 

The principle of anagraming two messages is made possible by reason of the fact that, in 
any transposition or rearrangement of letters in messages of equal length enciphered by the same 
key, the letters which occupy the same relative positions in each of the clear text messages of 
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similar length will pass through identically the sa~e permutations when put through the process · · 
of encipherment. 

The double transpositions which were us~d by the Germans in 1918-notably, the Alachi, 
Gechi, Omochi, Itochi, all mollifications in one unimportant way or another of a double applica
tion of a single transposition key-were never used in sufficient quantity to make the method of 
solution by means of anagraming two messages of equal length possible. 

It however happened on more than one occasion in messages sent by some of the smaller 
stations in the Black Sea area which lllade use of the Alachi and Itochi, etc., in communication 
with Berlin and Constantinople, that, -instead of making a double application of the key in the 
encipherment of messages, only a single application of the key was employed. This had the effect 
of leaving the message in the form of a simple columnar transposition. 

· Thus, on July 24, two messages were intercepted by our stations-one of them sent by LP 
(Berlin) to COS (Tiflis) by way of NKJ (Nicolaiev) and the other sent to OSM (Constantinople) 
by COS (Tifiis). 

NKJ v LP 
FUER COS ALACHI-266 
E H NT I XNF'MU M A IRA I C E I T AWANM EEDEG 
X D N G R C R l T U E SA U C E P C U T E B 0 T E T I I Q L 
N N SET N 0 E HE E S N E L REGEZ V U I E E INN N D 
EN 0 M N E R H S S HXRTO M RINK U E A G T RETGH 
X NSF T F T E B Z US RET XL N P 0 E E I H F L S 0 C 0 
NZENR X N B R G P R IN R E H L E 0 E SF R T U I R U I 
AU ARE NIEHN EMVBE A WAS E G V E 0 X I LEX N 
P LIE M H T S R 0 ARROE AT G N C D 0 A C R AESKF 
T X AS E I H S N R "'ACER HGGNS E IE I R D 

OSM v COS 
ALACHI-152 
R R S C H N SEAT NWENT URZAF LBDLM IE A E E 
FAIR L R 0 M G H NENMF N N S I U Z T D L I 0 R FA J 
EN F J N I A U B T 0 E T R C A E R IS RKRAD F A I I T 
L LEU A H B H R S E N G I 0 V 0 A L T R R J B U I E I G T 
T E T L N NEWEL I T A E Z F P K E T L N I T P SGMHB 
AT 

The first message resisted all efforts at a solution directed along simple principles. The C's 
which were matched for trial with the H's gave no promising syllables. 

In the second message there were 2. C's and 5 H's. 
There was nothing to do but try each against the other. The columns were run tentatively 

a distance of two or more letters in either direction from the C. 
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(First set) (Second set) 

R 0 RE RA R S E 0 . E E E A E S ER 
RM RU RH R G T M 'l' u T H T G T S 
SG SA S B SM R G R.A RB RM R c 
CH C H C H CH C H C H C H C H CH 
H N HB HR HB AN AB AR A B AN 
NE NH NS NA E E EH E S E A E S 
S N SR S E S T R N RR RE RT RE 

In the first set the last pair of columns w~ finally chosen from amongst the four. It was 
hardly t;1robable· that the C would precede the H which immediately followed it in the cipher in 
the first group. If this pair of eolumllls was correct the syllables formed as a result of the con
junction of the letters should suggest parts of German words. "NA" in the second line below 
the CH seemed to offer the best suggestion. "NA" might be the first letters in "NACH ". 

Since the '' NA '' was taken from a pair of columns in which one of the two CH's in the message 
had been formed, there was th,e single alternative of fitting the "NA" in this pair of columns 
against the proper dH combination of co1umns which was to· be found·somewhere among the five 
pairs in the second set. 

The cohmm chosen in. . the first set, was placed against each of the five columns in the 
second set in succession, the "NA"· being placed each time in the same horizontal line with 
the CH in order to form the word "NACH". The correct piitirs should prove themselves by the 
appearance of other German words or syllables when once the two. pairs were· correctly 
fitted. 

The first CH in' the second set when placed :against' the NA in the last column of the first 
set gave IX{, result. 

R S 
R G 
S M E 0 
CHTM 
HBRG 
NACH 
STAN 

The eombination "HBRG'' which appeared in the line above "NACH" eliminafled this 
choice. 

The second. attempt appeared much better: 

R S 
RG 
SMEll: 
c·H.'tU 
H BRA 
N A C H 
STAB 
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Another Germ!-\n w~rd ~~~T~~~ .·h~d app~*e!f. i.p. ad~~ll: ;to)~e .~~abies "BRA", "CH'' 
"TU", and "MEE". ' · · ·. ' · · · '" ·· - · ·, · • .: ·-

A count was made M th&:niimJ,eP-of·1eiters wllich·separatMthe '~C'!. from the "H", the "H" 
from the "T", and ·the "T'~ifrb:rrit.he f'.U1' itt '~::CH.TU"'. · This gave 145, 76, and 21letters, respec
tively. The latter was ilivisibl~ by: 7;1 tile 76 w.as· o~ sl!~,rt ~f·a spven f~tor and the 145 two 
short. The colulllD;s ~ere ,_p:r~)D&~f ,1 !~t~r~ ~ !enith. Ther~ .f6J'e :1~~ letters in the mes
sage which would g~ve 20 ~ol~HllJlS of 7 l~~ters 1.D. length and 2. of. 6~ ,Tlijs would account for 
the discrepancy of .two a*done ~ the ,CQUI!.~ 'f?etwe.en ~' C" ·and ':w• ahd. ",'1,'". 

These deductl'Ons W'ertl soon afterwards· confirmed. The •wdrd "S'l'AB" was a word of 
frequent occurrence in the eighatufe ci GENERAL S'l'Ab POlii'i!Ilt BIRLIN, u with which we were 
familiar. This enabled us.. to reconstrtict tlie . .entira :mctangle; -- '-

16 • · IS 1 22 11 ; 14 ·Ill s ·a i.u ~ 1a ~ 1 oo 10 '6 12 zs is 2 :9 11 

0 B.E R'S.T L~E U.T.N.A_N'T F.R E~:r HERR 
V D E R G 0 L T ·z ·u ;N .D M A J .. 0 R G .R A F J 
0 L F S ME E L T REF FEN MIT S T;A B 
ANACHTUNDZWANZIGSTENJU 

. L. r_r Na'a A'':{1 'A 'E .I t(JI'. A ·ij R EN w! x.· ' 
., . 'I.··: . ' I . : . ' ..... 

. ~- ~ It N_ :~ C. H, T :;I: f ;t. I S p: U N, K T G: E.~ ~; , . 

-::: ··.· 
. I 

·•· 

: · ft ~ L ~; .T ~:.<~ P: :Q. L .I.· -T I K B ··:~j __ R -L . .. J: ~- ··,:_ -: · 
' ~ • ·~ "' •. • • ; . ' ,. , ' • •' ·,, ' ' • ; • ' ,. ' • ; • . • • . I· '. ,· • 

The cipher was a simple columnar transposition. The· message- ·r~A.a when ttiulSlated: 
"Lieut. Colonel Baron von der Goltz and Major Count Graf Jolfsm•~J ~ ataW, will 

:~:ve.in B;f•il~ Qn, .July-~8,th;. ~hey :will then .lfOlltilp.u~, t4ejr ioll:l'ney· to 'i'iftia ... Qe~Q~ Staff, 
P·..J.:j.~ -1 c:!-- • u ..... l:~· , . ' ·"'""'~cw.. ~tion,: -w>~J.U• . .: . , . .. . . ., · . . . · _; .. : . ,1 . • • • . ~ :, , 

: The key once.f!ol:v~drby ~ reConstructio:n of tliut: trl\IUJpos\#qn j,n ~e,.pne:~'~lacbi',', the 
second message should be decipherable by thJ' ~pplica~iO~:()f th(\,.sil,me.~y .. 
I,. f 

'. 
1.' ·~. 

,. ... .. ' 

· l6 4' IS' l ·22 'ii 1~ 2i'.IB · .3 19 13 T '!Ill '10 .$ H 18· 1/J 2 '-0' 17 

URTERNBAIMRLEDKNELOIHE 
· A! EH H'S R S N E 0 s·r.) O'V S>:\"ifl'D R' S~ A 

R T B riG ~ G i!: !r i< A o R .A E r:g X x·: s ·A s · w·~ 
E u o ·T ·G T ·p ±. 1~ .o 8 .b E. ·c ·:.·c~rt -~· F I ir.{' 
ij E T r.-w F R H P 'Fi R.o G.R .. G N N a R, c,,:x·s 
I S E X S 'T I S E G~ 0 N E iA; !JI'. Q P· J~ ·'l' E ·lbE. · , 
D AT N D·E·N N N X E Z Z ·E R tE-O I U I"!' G' 
H U ·I F I B R R 0 0 A E V S E H, E E· I '1' o:_-v . 
N C I M E Z E H M N .T N U K T E E N R. A M E 
E k Q U I . U H .A N G G R I );~ q .E. I ~ u· W ~·j .. 
M P L 114 R s L cERN x E 'i' H s H T I, A. I·x 

VCNADREEROCNEXXNFSANNI 
B U 

, I 

' ' 
:-·. 

': . ' 
',( 

·,~ ·~.· 

-:.' !d 

j .... '· j 

This operation was now repeated. The message was written under the same series of 
numbers, reading from the first horizontal line of the first transposition and writing the letters 
in succession vertically down the columns in numerical order from 1 to 22. 

6861l2-35-3 



12 

M ' s 1 ~ u u•n s a ~ ~ 7 w ro 6 u ~ u 2 9 u 
ZUFUENFVIEREINSXANHEER 
ESGRXEICHHORNXISTGEDRA 
HTETXABNAHMEDES·ANGEKOM 
MENENTRANSPORTESDRINGE 
NDERFORDERLICHXWEITERE 
T R .A N S P 0 R T S M U E S S E N F 0 L G E 
NSOBALDEI~RICHTUNGVONQ 

UA.RA.NTAENESTATIONENINU 
K R A I N E E R F 0 L G T I S T X I C H B I 
TTEM~RVORSCHLAEGEHIERU 

EBERBESCHLEUNIGTZUMACH 
ENXLUDENDORFFXOPZWEIXA 
N G 

"ZU FUENF VIER EINS. AN HEERES GR. EICmiORN IST GEDRAHTET 
ABNAHME DES ANGEKOMMENEN T~NSPORTES DRINGEND ERFORDERLICH. WEITERE 
TRANSPORTS MUESSEN FOLGEN SOBALD EINRICHTUNG VON QUARANTAENE 
STATIONEN IN UKRAINE ERFOLGT IST. ICH BITTE MIR VORSCHLAEGE HIERUEBER 
BESCHLEUN:J:.GT ZU MACHEN. LUDENDORFF 0 P ZWEI ANG. " 

When transl!.ted: 
"Referring to no. 54L Army Group Efuhhom has been advised by wire that the unloading 

of the transport which. has arrived is urgently necessary. Further transports must fonow 
as soon as arrangement 6f quarantine stations in Ukraine is made. Please expedite suggestions 
to me in regard to ·this. Ludendorff: · 0 P 2 ANG." 

The "Alachi" was a double ka.nsposition. Every deduction which had been made had 
proved correct. 

Until the day of_,the armispoe ~d for some few days afterwards the '~Alachi" double 
transposition cipher continued 4> Pas& between Berlin and the East. Although it was "never 
possible to anagrarl}. any"two m~~p.ges since no messages were ever found identical in length, 
yet on more than this ·one occasiori after havfug solved the key from a single operation of the 
transposition, it was po~ible to read till other :oiessages . for the same day without further 
experimentation by th~ mere double application of the solved key. 

It was never the Berlin op~rator who was guilty of this error, but always the encipherer 
from one of the num~ous smaller stations at Poti, Nicolaiev, Constantinople, or Sebastopol 
located in the area of the Black Sea. 

The encipherer at Constantmople was probably indifferent enough to consider that a 
single transposition wa.S sufficient for security. 
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III. THE ADFGVX CIPHER ·.(WESTERN 'FRONT) 

This cipher which combined the use of transposition and substitution methods, was probably 
one of the most intricate and most widely used systems of cipher ever employed l;>y the Gel'1lnans 
in the course of their military operations from 1914 to 1918. The system first sprang into use 
on March 1, 1918, 3 weeks before the initial spring drive of the Germans. Its appearance was 
almost coincident with that of a number of new codes and ciphers such as the Trinumeral 
Code, which suddenly came into existence at this time. At first, only 5 letters were used in 
this cipher A, D, F, G, and X. These letters formed the radicals of a square which contained 
the letters of the alphabet with J omitted. Twenty-five 2-letter combinations were possible 
with these.5letters. The digraphs thus formed such as AA, AD, AF, AG, AX, etc., were substitu
tions for the various letters of the alphabet. After the substitution had been effected, the letters 
were then subjected to a simple columnar transposition. The keys were found to change daily. 

The number of messages which were intercepted in the cipher varied from 25 a day upon 
the inception of the system to as great a number as 148 during the last days of May. 

The first solution of a key in this cipher was made by Capt. George Painvin of the French 
Cipher Bureau on April 6 and was the key for messages of the 1st of April. 

The cipher continued to be extensively used as late as the last offensive operations <Jf the 
Germans in.June. From that time until the conclusion of the armistice, the volume of messages 
diminished very considerably. Although only 10 k~ys covering a period of 10 days were ever 
solved the proportion of the messages which were. deciphered by means of these keys was about 
50 percent of the total :number of messages which were ever received. This was true because 
of the fact that the key13 which were solved, were those for days on which the greatest number 
of mess_ages were received. 
· The cipher was used by the Germans in their communications between higher headquarters, 

principally, between the headquarters of divisions and army corps. 
Much valuable information was contained in these ciphers. On one occasion, the solution 

of a key was accomplished so rapidly by the French that it was possible for an important 
movement which the Germans had given notice of in an order enciphered by this system, to 
be completely frustrated. 

On June 1, the additional letter "V" was added to the other five. By the use of this addi
tional radical, a total of 6, ADFGVX, a rectangle 6 by 6 was substituted for the 5 by 5 square 
which permitted the additional substitution of the numbers 0 t<Y 9 and the letter J which had 
previously been omitted from the square. 

On account of the fact that this cipher was used principally by army corps in the com
munication of orders and directions for an advance, it became possible to forecast the approx· 
imate time of some of the later German offensives of the spring and summer of 1918 from an 
activity chart of the cipher. Several days prior to an operation the volume of messages which 
were intercepted always increased noticeably above the normal. 
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IV .. THE ADFGVX CIPRER (EASTERN FRONT) 

In< the month of July 1918, this cipher, which had formerly been used exclusively on the 
Western Front, began to be employed for the·first time by Berlin in communication with the 
German occupied territories of Russia, the station OSM {Constantinople), and the German 
controlled Blwk-Sea ports, Sebastopol, Nicola.i~v, Poti, and other statione~ in the vicinity of the 
region. The only difference in the similarity 'Of this cipher with that which was used on the 
Western Front was the preamble of the messages. Those which were sent to the eastern theater 
of war were distinguished by the prefatory word ''RICHI'' from ·the western ADFGVX mes-
sages, which were prefaeed by "CHI.'" · · · · 

The keys of the wesWm ..t\.DFGVX lllessages changed daily; those of the eastern, the RICH! 
measages, had a life at first of 2 days and beginning September 1, they commenced to run in 
3-day cycles. A total of 17 keys, covering a total of 44 days was solved in this Cipher from its 
beginnipg in July to the end of November. 

The ~t few messages which were solved, in August, eont~ined information that was of 
little value. That is often the surprise which a cipher holds in store. Ciphers which prove a 
puzzle for weeks and months oftentimes when solved contain nothing more than a barren ·sum
marY of statistics of station call signs or reports of wireless traffic. One of the most important 
messages whidt was solv~ by the cipher section was enciphfired by simple substitution IMthode. 

From the time of thetdebacle of Bulgaria and Turkey, until a few weeks after the oonchision 
of the annistice, the content of the solved messages increOIBed: in importance:· On No\'en:iber 2, 
the key for No~mbef 2 and 3 was successfully solved within a period <Of an hour and a half by 
the method which similar endings in two messages makes possible, and which is described in on~ 
of the enclosed notes. A message in 13 parts which was deciphered by means of'-this l:~y 
contained Che entire plans by whieh General Mookensen proposed to retreat from Rumania. 

i' i 
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V. MISCILLANEOUS .NOTES 

The following notes on the sdlution of the ADFGVX and other ciphers are appended: 
1. Known solutions for the ADFGVX eipher. 
2. Note on "RICH!" ADFGVX Cipher: Messages for the month of September. 
3. Note on "RICHl" ADFGV\X Cipher: The "exact factor•' :method of solution. 
4. Note on "RICH!'' ADFGVX Cipher: Solution o~ key of .October 28, 29, 30, 31. 
5. Note on "RICH!" ADFGVX: Cipher:.Solution of key of November 1, 2, 3. 
6. Special note on "RICH!" ADFGVX: Cipher. 
7. Note by First Lt. H. C . .Skiniier, M.:DD~: ·uReoonStruction of an incomplete ADFGVX: 

message." . 
8. Note on ADFGy:; Giph~ (W~t~~,Frpnt): Solution of key of October 8. 
9. Special report on the double transposition cipher. 
10. Special report on ciphers. 
11. Translation of a captured Germ.,n document: "lnstructi~ for Grill Ciphers.", 
12. Note by First Lt. William. F. Friedman, M.I.D.: "A mechanical met)lod ~or determining 

f;p.e. key for the transposition in ADFGVX: Ciphers, given two messages wi$ sixnilar endings.'' 

1. KNOWN SOLUTIONS FOR THE ADFGVX CIPHER 

(A.) SOLUTION BY SUII:tAR B'llGlNNINGS . . 
The first step in this solution is to identify the number of columns employed in the trans-

position by the comparison of two messages whose text begins the same and runs so over two 
or more lines of transposition. . · 

To understand how this is done, let us study first, two specimen messages whQse beginnings 
are the same and which have been enciphered and transposed without however destroying the 
identity which originally characterized them; 

No. 1. "150 TAUSEND R PATRONEN MOEGLICHT GEGUERTET" 

No.2. "150 TAUSEND S PATRONEN EMPFANGEN" 

Effecting the cipher substitution according to the following key: 

A 

D 

F 

G 

v 
X 

A D F G V X 

J 5 y D w N 

H 0 M X 4 8 
1-- -

R F z 9 K v . 
____.. 

fi) u 7 s E B 

A L 3 2 Q p 

6 G I T c 1 



16 

and the following transposition, the messages are written out thus: 

s ll 8 ~ 3 w 4 ~17 9 u ~" 2 u 1 6 u 
No. 1. X X A D G A X G V A G D G G G V A X 

AGDGFADGVXVAXGFADD 
AXGVAXDFDDGVXOVOXF 
X V D A X G D G X D G V X D G D G V 
F A X G G V X G D G, 

No.2. X X A D G: A X G V :A.·G D G G G. V A X 
AGDGGGDGVXVAXGFADD 
AXQ~AXGVrrFVXFDVAAX 
XDGVAX 

It will be noticed that as they stand the fiist, all but two letters of the second horizontal 
lines and a part of the tliird are identical in the two messages. 

Beginning with colllmn 1 and reading down the successive columns in numerical order the 
messages are then communicated as ~ollows: 

12 H 40 - DJL v DFM - OHI-82 
VA D D G G D D G F A X G X D D D X X A A X FAD X G V V D 
X 0 A 0 G OXAXO DGAAX GVXGX VAG F V G X D F V 
G V G G G G F G G D A V V G X XXDGV A G 

12 H 40 - DJL v DFM - PHI~60 

VA A G G D G G A A XDGXA AXADA V V-D AD G G A X F 
AGXXX G X D G F VXDXG V V G G V DAXGX F D G V V 

They are now in the form in which intercepted. 
It will be noticed that in these messages the first two letters VA are identical. Now the 

first message (CHI-82) is longer by 22 than the second (CHI-60). Then we shall look for a 
longer interval in the first separating the letters which are the same as those in the second. 
Suppose we divide the two messages roughly by 20, as the columnar transposition usually em
ployed runs between 16-21. In that case if we count four in the first message we find GGD and 
if we count three in the second we also find GGD. To check this let us see if the letter preceding 
GGD is identical in the two messages. It is not. Therefore, we take for the point of division 
VADD-GGD, etc., in the one message and VAA-GGD, etc., in the other. 

Continuing from the points of division, we count four as before in the first message and find 
GFA, and counting three in the second message we find GGA. Here the second letter is not the 
same in both cases but the first is identical and so also the third. We are safe in assuming then 
that the second letter in one case may be an error and that we have again three letters which are 
identical. However, a new difficulty confronts us. The letter preceding GFA and GGA is in 
both cases D. Are we to include this in the series with GF A and GGA? 

One of two courses is open to us. Either we can count a multiple of our factor 4 in the one 
message and a multiple of 3 in the other and leave this doubtful division for the present, or we can 
begin from the ends of the messages and work backwards. 

Suppose for the moment we choose the latter course. Counting backwards four in the first 
message, we reach GV, and in the second, GV. But we are confronted here again with the diffi
culty we have just left. There is ~moth~r letter D which precedes GV in both messages. Are we 
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to include ib or not? Since we are unable then. to overcome our ditfiQtllti$ here as before, let utf ' 
choose the alternative method a. outlined abot& and instead of oountiag fo~ from the end in 
the :first message, we shall count eight, and i.astead of three in the second, liY.x •. , Thia cqunt gives 
us in the :first message XXX, etc., and in the -seCond XFD; etc. Again in both cases a Q preeedes 
the X. Shall we inelude it? First let U& mwtiply our count and eolUlt for th~ sake of .further 
check, 12 in. the :first message and 9 in the second. We have AVV, etc., in the-first message and, 
AXG in the second. Again the letter D. preceding ifJ coJniiton to both. Let us iuclude this D 
then in our division and we have DAV, etc., and DAX, etc. Co~ four f~ard from DAVV. 
we strike the next division at GXXX and in the second m888&ge after ~-~,~bree our division 
corresponding GXF. Again counting forwudJourin t~ firsJ. m~t we·~·~~ lleXt lf,ivision 
between X and D in the one message and F and D in the other. There remain, q,tthe ~d of the 
:first message, 5 letters and at the end of the•oond ·•• ·<t: , . ; "' · .. ,, : " 1 1 ) . . •• 

We are enabled now, therefore, to conclude that the ~Qf;t~&-si.:~e are of 4 
and 5 letters in length and the second of 3 Ntd 4 Jet$enl. , . : . · . ~ , ' .. ., 1·.· 

We return now to the beginning of the message and we ha.ve no ·h~ti® ip. ma]Qng our 
divisions 

CHI.-82. 
CHI.-60. 

IY A Q D' l!;i.J!. D D, ~ F A~ etc. · 
IX A A . IQ.J! D lQ G A. etc. 

- ' . 

'. 

since we know now that-the .third divisioil: cannot include a.'Dr'asthat wdlild restrict the second 
division of the second message to two letters and that is manifeetly .impossible since the col
umns have been proven to be 4 and 5letters in length in the ~>ne m~~ w,d 3 and 4 in the other. 

We now have the messages divided th~s: 

CHI-82 ! 
r£ADDjg G D DIG F AXG~O DDXU A X ~n& . ..Q XGIL.!D 
XDJ!DG DXJAXD DGUX G V ~ G".X VA~P.V GJXDFV 
lqVGG~ GFGGIR AVVki.l XXIQGV Aq 

CHI-SO 
IYAAIGG OjgGAA ~DGIL! AXIAOA'rl...IDU GGUF 
jAG XX~ GXDUL[ V~DXI{i V VI{LQ V, (12 A X~ F~GVV 

Having completed our divisions along tliese lines, we now write the messages in vertical 
columns, beginning a new column with each new division. 

. 1 

1 2 a 4 5 s 1 s 9 ro u ~ u u ~ M u a 
CHI.-82. Y: Q g ! ! A Y: A A A K !! I !!· Q Q g Q 

!QFQAQ!Q~AQfQ!Q·AIQ 

D Q A D A, X Q Q p I I I F G F v .x y i 

DDXDIGXDDGVGVGGVXA 
GXF DXGVA G G 

CHI.-60. Y: Q g I I A Y: A f: A I ~- I g g Q g Q 

AQGQAQ!QIGgEQ!iAIQ 
AQAGAAQQFII!XVVXt! 

A I G XD V 
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Some· of these columns are found (to be longer than others; these are columns which will 
take positions tO the left. The long columns which are common to the two messages will fall to 
the extreme left; followed by the remaining long columns. 

It will be noticed that in both set-ups all of the letters of the first .line are identical, 11.11 but 
2 ·of the second and 9 of the third. The· two in the' seoond which are not the same- may be ac
eepted as telegraphie errol'8. The nine ·letters of the third line which are identical and whieh 
are not in th:~ iong columns will be plst4d na.tutally on the left and will take precedence after:thEI 
long oohtmhs have been \>laced# i • • ,_ ! 

The steps then wMlld b~ 8S follOWI: ! · ·. ·· 

(l) The; placing of' the J()ng'coltlll1liS common.tc. both: messages 3-5-~10-11-18 on 
the extrem~Ji{eft:. · ·: • · ' . . · i . ·-

(2) The placing of the long. columns rem1furing; ~7.......,9-----15, after these. 
· (3) Follo-wing·these>the Ml~ 1 2:..._12~ · 

(4) After these the remaining six, .1:~-13~14----16......;.17. 
· 'Tlie Mrtthits will·th~nil!ltanw~ 

3 6 8 ro ll ~ 4 7 9 ~ 2 ~ \ 6 ~ U M D 

CHI-82. g ~A A ~-·:Q I Y. A'Q § g -!·! ~ Q Q g· 
FAQAQQ l'2Y.~·_g §!: !Q~Y.A~· 

·-A A ,g X ~ Y P Q D F Q Y. D X F G· V X 
X X D G VA D .x·o; G D G D G V G V X 
G F XV A G X D~.G 

CHI-60. Q~AA~:Q ~Y.AQ gg Y.A~Q:QQ 
GAQ GQQ QY.~Q Q.E AQQY.A~ 
A A g! ~ ·y GDFV Q.Y. A A X V.X F 
A X G X D V-' i 

We are reasonably certain that these ~olumns will be found to fall within the limits indicated. 
Having completed, then, the determination of the number of columns and ~heir relative 

positions our next task is. to ascertain their e~act positiol).s by a study of digraphic fr~quencies. 
B~g:inning With' thfl left hand group column 3 ~s selected and placed agaillst 5; '8, 10, 

11, 1g in turn ·and frequencies ln.ade of the digraphs in the vertical column. For this purpose 
~,~lll:essa.ges w~ch.factor evenly for 18 and also those which run 4X18+10 a~ the CHI-82 
and 3X18+6 as the CHI-60 are selec~ed. , . · . . 

Having made these frequencies we next choose a column from the series 4-7-9-15 
and match it with the three,others and make frequencies of the digraphs resulting. 

We have now to match each of these three frequencies with the five previously made in 
the series 3-5-8-1Q-ll-,-18. Having found two pairs whose frequencies compare favorably 
we assume these as correctly matched, ~d with these as a basis for our frequency the operation 
is repeated for each of the oth'er columns until all have been successfully paired. 

Having paired all c(}lumns the :riext step is to place' the pairs in their proper position. 
For this purpose messages which:factor 2 over 18 are selected and are put up in turn with each 
of the three pairs (3-5, 8-10, 11-18, assuming that these are the proper pairs) placed successively 
on the left. Suppose for instance that when the:pair 3--c:-5 is placed as the firat pair on the left 
the frequency of· the digraphs in the messag~s iJ1 which it is ·th11s placed, gives us a frequency 
which compares most favor~!¥ with o~r origiriaLtable of frequency. 

1 Reference to the know:~~- key will show tha:t thill is not correct .. : The letters D and V which are common 
to these two columns in both messages are not pa':t:t of the' identicaf beginnings and hence may be accidental 
repetitions.-Editor's Note. 
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This pair is then assumed as correctly placed and the operation is repeated with me~sages 
which factor 4 over 18. 

A somewhat lesf'\ a.ceurate ~ethod in case there are no ~essages of this description to be 
foundt is to attempt to place the cohi~ with reference. to the pair representing H which 
would most usually follow the pair representmg C. This method however is best adapted to 
use when one or more pairs have been cqrrectiy placed. 

L 

B. SOLUTION BY "EXACT FACTOR" METHOD 

This solution depends, not :upon· two mes~:m~s whose beginnings a:re identical but upon 
finding enough messages, which factor precisely .for the number of columns employed. 

For instance, on June· 3~ the key of which was determined by this method there were 
11 messages found which factQred fQr 18. The number of eolumns was then assumed to be 18 
and having made frequencies of these columns and compared them amongst themselves, this 
supposition was con:finued. · 

Work from this point proceeded along the lines indicated in solution A. Further de
tails will be found on pages 26 to 29 below. 

C. SOLU'l'ION BY SIMILAR ENDINGS 

It will be convenient to describe this method by quoting from a report rendered by the 
w iter on August 13, 1918. ' 

Report to Major Moorman: AUGUST 13, 1918. 

In accordance with instructions I proceeded first to Paris, where I acquainted Captain 
Painvin with what I had done on the ADFGVX:. We talked over in detail the result of my 
solution and he suggested that in the final placing of pairs in position it would be convenient 
to determine their position after the position of the first pair had been determined by tables 
of suffixes which would show up any CH combination. He seemed very much interested in 
what I had written him of the apparent weekly rotation in the length of the transposition key, 
and in the face of the three coincidences•of keys falling at intervals of 7 days, was inclined to 
accept it. 

Since June 1, Captain Painvin has· developed two' new solutions of the cipher, one of 
which, however, is a combination of his old solution of ~'cutting" similar beginnings with his 
latest method. · 

The following two messages were sent on June 1 by the same station: 

(1) "14 ID XX OBERBEFEHL$JiABBR KOMMT NICHT NACH SELENS 7 A K" 

Translation: "14th Infantry Division: C(}mmander-in-Chief is not coming to Selens. 7 A K" 

(2) "211 ID XX OBERBEFEHLSHABER KOMMT NICHT NACH SELENS 7 A K" 

Translation: "21lth Infantry Division: Commander-in-Chief is not coming to Selens. 7 A K" 

NEUFCHA TEL. 

7 H 9 - DAX v GGI - 0005 - CHI 106 
. . . .\ (b) . . . 

IG A F F AI IF V ·A A Gl, lA . V F ,G XI IX V F X PI IX X ;x A AI IV X V D X 
_EI lA D F D Fl lA X A D Dl IG G !-· X XI IX G X V Gl IP f ;x V AI !4 G F V 
_AI lA x F G XI IF x v o AI lA o x x · xj ID A x A AI IG A x v AI IF o G G 

(a) 

;KI IF G G G Fl ID A A X Dl IX A G X Fl 
686.52-36---4 
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CHALONS 

7 H 41 DTD v GGI - 0055 - CHI 108 
IGGAXXIIDXXAA! IAt~ADO! IVAGXFIIDAXAAI XtpAAX 

....QI IV X V D X ~ IX G F V At ~ G X · V Gl IF V A A· Gl IF G G' G Fl IG A F 

.L...AIIADX·'XX!IQ...A·X'VAI·IFXV'DAIVIFD GGXIIYD FDFIIPL_ 

X v AI IX v F X Dl lA v F G XI lA X F G XI 
(b) (a) 

6 W 7 5 U 2 U W U 9 U 1 ~ ~ 4 8 ~ 3 U ~ ~ 

V D A X G F FrX A G A G X X X A F A D D F 

X A D X A V X G D G X A A G V X G V F A D 

VXFXJAVXX4FFGFFAGFXAG 
DAD A VAp V X X G F XV X D G G V X G 
XAFAAGAGXXXAFADDFXADX 

E 

XVVDVDGFFXAGAGVXXAFAD 
DFXADXAVXGDGXAAGVXGVF 

A D V X F X X A V ~ X A F F G F F A G F X 

AGDADAVADVXXGFXVXDGGV 

XGXAFAAGAGXXXAFADDFXA 

D X F 

It will be noticed that when the message8 have been set up and transposed we may expect 
to have two messages which are practically identical but whose identities we shall have to 
look for in different parts of the two messages. 

If we take the two messages as they are intercepted and take the last 5 letters of message 
(2), AXFGX, this same series is found in the body of message (1). Marking off this part 
we take the 5 letters preceding AXFGX in· (2) and identify and mark off these same 5 letters 
in (1), AVFGX. Continuing this we soon have all the positions identified in the 2 messages 
with the exception of 2 letters, the 2 letters in the message of 108 letters which are in excess 
of 106. 

(I) CHI - 106 

G A F·F .A F VA A G 
(b) 

!A V F G XI XVFXD XXXAA VXVDX 

F-!\DFD FAXAD DGGAX XXGXV G D F XV A X GF V 

A lA X F G 
I 

XI F X v D A AD X X XDAXA AGAXV A F D G G 
(a) 

X F G G G F"DAAX D X A G X F 

(2) CHI - 108 
G G A X X DXXAA AX ADD VAG X F 0 A X A A XDAAX 

D V XV D X F X G F VAXGX V G F VA A G F G G G F G A F 
FAAO'X XXGAX VAFXV DAVFD GGXVD FDFDF 

XVAXV FX01AV F G XI I!X FGXI 
(b) ' (a) 
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Writing these messages then, as follows:. 

1 2 3 4 5 6 7 8 ,9 10 11 12 13 14 15 16 . 1i 18 19 20 21 

(1) G F A X X v AAGXDXAF A D G F F D X 
A V V V X X DXGGFGXX D A AD G A A 
FA F F X v FAAXXFFV X X XGGAG 
FAGXA D DDXVVVGD X A VGGXX 
AGXDA X FDXGAAXA X A AXFDF 

F 

(2) G D A V D (X) VXXFFGAG F (V) V D X A A 
G X X A A D XGGVGADA X F D F V V X 
AXAGX A VFXAGFXX v D F X F F F 
XADXA A DVVAGFXV D G D V X G G 
X AD FA X XAGGFAXA A G FAD XX 

D F (V) X 

we find that in (1), column 6, as the only long column, fixes itself on the extreme left. Hence 
this disposes of the extra X between columns 5 and 6, a~ 6 must be a long column in (2) also 
and therefore will be included in column 6. The extra V between column 15-16 must re
main unsettled as yet, as there is nothing to indicate whether it belongs with 15 or 16. 

Rearranging our columns therefore we shall have column 6 on the extreme left. 
Now, before proceeding further we should speculate as to what sort of phenomena we 

have to deal with. For one thing it will be observed that there are five columns whose initial 
letters do not agree. 5, 7, 18, 20, 21 in (1), and 2, 4, 6, 16, 17 in (2). 

Assuming that one of these is a telegraphic error, what we have is probably 2 digraphs 
which represent an address, and 2 identical messages have been sent to 2 different stations with 
the difference of only 2 letters in the address. 

Aligning the column 6 on the left theref-ore we shall have to choose for the next column 
from either columns 7 and 15 or 16 and following this from amongst those columns whose 
initial letters are not in agreement. . .. . 

Now since the messages will end the same, and as (1)' ends with F, column 7, as it ends 
with F, must be placed the third from t;he left in (2). We have then only to determine whether 
15 or.16 is a long column to decide which column falls between 6 and 7. If 15 is chosen we 
should have the digraph VF ending message (2). Since Fin (1) "is on the extreme left, the V 
which should accompany it in case this supposition is co17ect, should be found and placed on 
the extreme right. But there is ·nowhere in the fifth horizontal line of (1) a V. Hence we must 
accept 16 as the long column which falls between 6-7 and which gives us an XF as ending mes
sage {2). An X is sought for in the fifth horizontal line of (1) to complet: the similar digraph 
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XF in (2). As there are several we return to (2) and find that reading vertically upwards we 

have~~~in column 16 in (2). Thus: 

6 16 7 

(1) v 
___ · __ .. _e -·----·---------------------------

X 
1---------------------------------------

v 
--------------------------------------

0 
-------------------,------1-----------------X , , , . 

F 

(2) X v v 
- ---------.------- --------

D F X 
- ----------------, - -------- - --

A D v 
- ----- - --

A (G) D 
- ------------1-------1- 1-----

X (G) X 
--

_D (X). E 

As~~~unilles with~~~in (2) so also ought ·~~~to he found in one of the columns in (!) 

which wlwn placed on the .extreme ~I will unito also with~~~in (1). 

This is found in column 18 and this column is placed on the extreme right and the process 
repeated until ,all the columns thus fall correctly into place. (For another example of this 
method, see "Note on 'Richi' A.DFGVX cipher: Solution of October 28, 29, 30, 31 ", p. 29.) 

While workillg with Captain Painvin he gave me access to the voluminous quantity of 
cipher no.tes which he has accumulated since 1914. I interested myseU principally in double 
transpositi~n,. ~s t:J;tis is the ;method frequently employed by the Germans between Berlin and 
Cons~tmqpler the East and Russia. 
, · · · )'iom Paris· I: pt:oceeded to London where I reported to Colonel Slocum and put myself 

ill touch· ~l.th M~jor Hay. Re immediately put me in the hands of Captain Brooke-Hunt, 
who has been working at ciphers in the East for 2 years and who has recently come to London. 
I found him working on the ADFGVX messages, particularly those which pass between Berlin 
and Constantinople. He was also working on the von Kress double transposition messages, so 
many of which have been received here recently. In the case of a double transposition the 
only possible method of solution is to find two or more messages which are equal in length and, 
writing them under each other, attempt to •anagram them. For example, if after writing 
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two messages, one under the other we found ·on cutting· thtm1· inw oolaD$s, a column as 
follows: 

.. c 
E ., 

we should look for a column wit4 .an H and a.ri N or R to form two ~aphs. 

IC H 
•E N 

Such a method as tbis is of course greatly simplified with the adqitio~ of more ~essages. 
Having anagrammed the messages the method employed may then be reconst~uct(ld, 
The double transposition is effected by transposing a message according to a simple trans-

position key. · 
A message: 

"Forty-sixth Infantry Division: Objective for to.morrow Montigny" 
would be written out according to the key. 

• 1 6 3 3 8 7 6 u 9 10 

FORTYSIXTHX 
I N F A N T R Y D I V 
I S I 0 N X 0 B J E C 
T I V E F 0 R T 0 M 0 
R R 0 W M 0 N T I G N 
YXXOSM 

The dummy letters or signature OSM will now be added 1 and the message transposed as 
follows, according to the same key: 

• 1 6 2 a 8 7 6 u ~ ro 
ONSIRXTAOEW 

0 Y N N F M S F I I T 
R Y R F I V 0 X X Y B 
T T I R 0 R N S T X 0 

0 M H I E M G X V C 0 
N T D J 0 I 

reading down the columns 1-11 in order and writing out horizontally. 

. '·!' 

The message would now be sent NYY'l'M TINFR et~. '. . .. · . . 
In solving, the process is reversed. After anagr,amming and lw.ving discovered the dummy 

letters we are enabled to determine by the position of. the du:quny letter in the. text afte~. some 
experimentation the position of the columns ;under wbich they fall a,nd whetb,er long or short 
columns. Having determined tbis we have $e letter~ i,n the colu:m,ns fixed.in l;>pth transposi-
tions, and by a process of trying and fitting the whole system is built up. . 

1 The writer was certainly in error in regard to when the dum'ltiy letters were added, if such addition took 
place. A memorandllJil by Capt. Brooke-Hunt (referred to on p. 22) shbws that the dummy letter (or letters) 
were added to the end of the second transposition rectangle. This makes a very important difference. However, 
the double transposition ciphers solved during the time of A. E. F. partioip'-tion iq the World War failed to 
contain any eases in which dummy letters were added, either at the end of the fir~t or the second transposition 
rectangle. See also, in this connection the quoted 11tatement on p. 47.-W. F. f. 



I have also disoonred while in Lo1tdon thttt a cipher intercepted some time ago by tts passing 
between the Turkish Embassies in Berlin and Madrid was enciphered in Turkish and not in 
French as we had supposed. The British have a cipher man who is acquainted with Turkish 
and I suggest that any such messages intercepted here should be turned over to them as we have 
at present no one with a knowledge of Tur~h in pur office. . . · .. 

Captain Brooke-Hunt was attempting his solution of ADFGVX along the lines first laid 
down by Captain Painvin: That of finding two identical beginnings and failing that, along the 
lines by which I arrived at a solution, of looking for this identity within the body of the messages, 
having once determined the length o~ transposition. Since leaving London we have recei~ed a 
solution from him.' which mdicates fro:ni the contents of the messages solved that his solution was 

\ ' ! ' ( '. ' 
accoiPplished along these lines. . , ·. 

Captain Painvin aitd Captain :Brooke-Hdnt both agreed that as yet no general method haq 
been evolved and that solution must depend as it has in the past upon constant study and experi
mentation with new ideas and methods.1 

From Major Hay 1learned that Work wJs continuing o~ the FLG in his office and that his 
study has revealed three FLG codes instead of the original assumption of one. Solution of the 
whole is dependent upon the arrival of certain maps which'will give the names of towns and geo
graphical points already located. Major lfuy e:ipects to be able to send us these solutions 
shortly. ; ' 

While in London I arranged to have&. CQPY of all cipher keys solved there forwarded to us 
and promised in return that we should send them any solutions we made. 

At British G.H.Q., I found that :VS!Y, lit,tlE) ci~her work 'was done there, as they depended 
more or less upon their office in London for this. · The man who had been working on cipher 
was absent but I spent my time instructing th~ nian to whOm they had assigned this work in 
what I knew, particlJ].arly of ADFG~. , ; . . · · · 

The British acknowledge that they have had difficulty with the German 3 . .,.1etter codes; 
both on account of the increasing complexity of the German code methods and also from the 
small quantity of text received. There was one code whi.ch was, however, proceeding very 
satisfactorily. · 

I learned of several matters iii com:iection witH. ~li.elr handling of codes which I shall briefly 
outline and to illustrate which I submit··three ~moranda given me by them. 

1. This is the form in which informatio~ o_~t~ned from decoded messages is submitted to 
the proper authorities. This form, fOr example; excludes practice messages or other information 
which can be of interest to no one but the parties flo whom the messages are addressed. 

2. This is a map issued daily, showing in a visllfl,lized form the position of stations in divisions 
in the region which a particular code .may inclqde ~tnd in<;licates also stations which have been in 
communication with one·another. · ·" ' ' · 

3. Captain Hitchins ip.fo~ed me' that' he h~d f~VD.d that it was imperative that a cbeck be 
kept upon the work of solutiqn d. one at the armies, :Each day each army sends to him a form such 
as this eontaipfug all 8olution!i made and ~my !suggestions as to other possible value![!. The8e are 
then checke·~ up by the men1n cli~e of the 'codes affected. While at G:H.Q., I visited tl!e 
Second amrFifth. British Armi!'!s With.cm~~~,C~~t4~ Rltchi,ns' of?cers who wished to correct the 
careless work which these forms were brmgltlg to hght. · 

While at British G.H.Q,, a message in the:KRUSA Code was received in blocks {)f five letters, 
sent u such obviously to resemble ~pher. Such practice may be looked for in our own work. 

1 It U a strange and intereettttit fact: that no geMMf*<>lution for this cipher system wa.s evolved by the 
cryptanalytic service~~ oi'any of the Anie~ during the World W~r, despite almost a full year's ooncetitrli.ted study. 
See S. I. S. Technical Paper A fieneraZ Solution fo~ the ADFGVX Cipher System.-W. F. F. 



REF ID:A68206 

25 

Returning to Paris I found thAi.t in my absence·Captain Painvin had solved one of the mes
sages passing between Eichhorn and Berlin and ·also one from von Kress, the latter a simple 
transposition. This was the oiily ·message, hewever, whlch yielded to a simple transposition 
and that this was not their general practice is indicated in the decipherment of one of the 
ADFGVX messages sent to Tiftis which reads: 

"The cipher method prepared by General von Kress was solved here at once. Its further 
use by OP is forbidden. · ALACHI method, is on!ly to be used in cases which employ the 'divid
ing system' (in ciphers). For other cases, the new ITOCHI method, with dividing s)"srem, has 
been on the way to Kress since Jl.lly 18. New instructions regarding double transposition are 
shown.-Wireless Section, General Staff." (Berlin.) 

2. NOTE ON "IUCBI" ADFGVX CIPHER 

(Employed between Berlin and the Black Sea area) 

MESSAGES FOR THE MONTH OF SEPTEMBER 

A study of the RICHI messages for the month of September indicates the following facts: 
(a) The same key was employed for a period of 3 successive days beginning September 1, 2, 

and 3, and the keys ran in cycles of three throughout the month: 4, 5, 6; 7, 8, 9; 10, 11, 12; 
13, 14, 15; 16, 17, 18; 19, 20, 21; 22, 23, 24; 25, 26, 27; 28, 29, 30-a total of 10 keys for the month. 

(b) A study of messages previously solved indi~ates that the length of the transposition key 
may be determined by excluding all numbers between 15-22, inclusive, for which messages sent 
by LP may be factored (LP has never been known to send a IDled-up rectangle), and isolating 
from those numbers which remain the numbeP for which the majority of messages sent by NKJ 
may be factored. (NKJ in contradistinction to LP makes a practice of filling up the rectangle 
when the enciphered message falls 2, 3, or 4 digraphs short of the end.) 

(c) Previous study of the messages for September 13, 14, 15 had indicated that. the length of 
transposition key was 22 and also that the key for the series of September 10, 11, 12 was 21. 
Work has also shown that the transposition key for September 19, 20, 21 is 22. We have here, 
therefore, a. recurrence of the transposition key,,22 separated·by a space of 3 days, September 
16, 17, 18. This would indicate the use of two transposition lengths 21 and 22 recurring alter
nately over a. 3-day period. 

If the messages of LP and NKJ are checked it will be found, if the series is arranged as follows: 

n22 
16 

~D21 

D21 19} 
20 22 
21 

H22 22} 23 21 
24 

10} 25} 11 21 26 22 
12 27 

13} 28} 14 22 29 21 
15 30 



that in· not one ()f these series in whi<lh the traJlsposition length~ ~ssUJn~ has LP ma;de use of 
an exact rectangle of th~t l~ngth, and. flll'ther, 1that so far as .t~ m"~)'ial at hand is eon~erned, 
the majority of the messa.g,es of NKJ which f~tor on t}lose dJl,:ys in<Jieates the factor whieh we 
have a~u.med. 

Enough material is not yet at hand to postulate any theories of the practice for October, 
but so far it would seem that the key ~liltinues to run f9r a period of 3 days, October 1, 2, and 3, 
and that it is likely that two different factors ~ave been substittlted for 21 and 22. 

OcTQBER 6, 1918, 
3. NOTE ON "IUCQI" ADFGVX QP~EK 

THE "EXACT FACTOR'.' METHOD OF SOLUTION. 

In partial confirmation .of onr note of October 6 (see previous note), the key for September 
19, 20, 21 has been solved and the supposition. established that the key was not only the same 
for the 3 days, but that the length of the transposition was 22. 

The method employed in solution was the same as the one with which we succee<;led in 
solving the Western Front ADFGVX messages of June 3. · . 

A count of the letters of .the messages for September 20 and 21 had indicated that the 
same key was employed on both days. In cotilirmation, the factor 22 appeared to pre(,iomina~ 
in the messages of NKJ for both days. The messages for September 19 were examined· next, 
and a count of the letters also indicated that these m.essages had been enciphered by the same 
key as those of September 20 and 2l. In the ord~r of frequency the letters for the 3 days wer~ 
as follows: · · · 

September 19 . F X G D A V 

September 20 . X F G D V A 

September 21 G X F D V A 

As on the 20th and 21st, 22 was ngain the predominant faetor. 
There were 7 message's for the 3 days which factored for 22. When set up in vertical 

columns, there were 61 horizontal lines from which to make frequencies for the pairing of the 
columns. , 

The frequencies were made by setting column 1 against the remaining 21 columns in suc
cession, and following this, the operati()n was trepeitted with eolumn 2, and so on throughout 
the 21 columns. Column 1 was easily matched with 1,3, and 12 with 2, and from these 2 
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pairs the prominent digraphs; FG, XD.,·rJCr~ B'-Wel"e'idimt4fied M'm~h··td•bdth pai.$ and· 
thus capable of being used as a test for Q,tlW:t pairs, A final frequency of Pllirs ~!1-s asfollo:JV~: 

;:. · ... '·' 
1-13 '12-2 ~tfi ....,.16' 21-8 7-20 11-12 14--4 3-17 9-18 lQ--.-19 

~ --- -- --
''i ,. ·, \ tl AA Ill THJ Ill/ Ill .·. Ill II I I Ill 

D I I I £, I I II 
F I I I I 
G I I I I 1-
v I I 
X / 

DA \ I J 
D II I I '. I II I I I I 
F Ill! II II I I II I ·/. 
G /Ill II THJ l'HJ/111 !HI THJ II THJI Ill /Ill lHJ 
v II Ill Ill /l II THJ/ · Ill Ill/ II Ill I 
X I I I I I I 

F4 Ill Ill II II I I II !HI. II 
D I I II I 
F Ill mu' 

... I .· 
G !HI. II rm 1111 THJ/ mlfHJ rmt Ill !Ill l'HJ Ill /Ill 1111 
v II Ill I Ill .THJ < mtl/1 i#JtHJ li N{.f 

X: I THJ '/If II ll I Ill II 1/1 II Ill 
GA II I I I 

D /Ill Ill/ II \ I ;IJ 'Ill/ II , , II: Ill/. II 
F l'HJ II II mtl l'HJ Ill I Ill I II rm 
G Ill II . I I l ' 

II II II I 
'V I 'If II I I .. 'I II II I 

X I I . fll l 
I r . I I II I I 

·VA I I I " I I I 
D I II II .. l II I I I I I 
F I /1/1. I I I Ill I 
G I !II 

, 
1 I 

v /Ill I II ill j 
,, 

I II/ I 
X I II /Ill II 'I I I ' II 

. XA I I ll ,. II 1/) 

D mJ II JHJ . .//, , I ./I . Ill ,II ' 
/J/1 Ill ' . Ill' fHJ 

F THJ Ill /Ill I Ill l'HJ/ /Ill Ill l'HJ. I II 
G I II II / lHl {j/. ., . 

1 (.Ill 
v I I II 

_,.·::, l I /. I • '/I 
X THJI !Ill l'HJ I I /Ill THJ Ill/ rHJ Ill/ Ill/ /Ill l'Hl T'HJII 

'• • ! C• ,, \:' ~ ~· 

;,;, :. ,:: 

.I .. : r 

) 

,• '•. 
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AI cooaolidated frequency of the whole W'88 aa followS! 

A ·A_, fHJ fHJ flfi1Ht II (D) 
AD' fHJ l/1 (~) 
A l!' /1// (8) 
AG. !HJ (I). 
A V I (3) 
AX I (Q) 
D A' /'H.I (9) 
D D; /'H.I fH.!{ (X) 
D F 1 l'HJ l'HJ l'HJ II (B) 
D G /'H.I /'H.I iHJ /'H.I f'HJ /'H.I /'H.I /'H.I f1(.J f'HJ ( N) 
D V l'HJ l'HJ l'HJ f'HJ f'HJ I ( 0 ) 
D X /'H.I I (0) Zero 
F A f'HJ /'H.I f'HJ f'HJ /1 ( K) 
F D Ill (Y) 
F l!' ///1 (8) 
F G 1HJ f'HJ f'HJ f'HJ f'HJ f'HJ f'HJ lHJ. f1(.J f'HJ f'HJ f1(.J f1(.J I ( B ) 
]!' v f'HJ f'HJ f'HJ f1(.J f'HJ IHJ f'HJ II I ( I ) 
l!' X f'HJ fHJ f'HJ f'HJ f'HJ I I ( B ) 

·a A· THJ (J> 
0 D T1/J !111 f'HJ l1IJ f'HJ f'HJ II ( U) 
G 11' f'HJ fH.I !HI fH.l f'HJ lHJ fH.J I I I ( T ) 
G.G ffli/HJ II (Z) 
G V /'H.I f'HJ /II ( 11' ) 
GX f'HJ!'HJ II (C) . 
VA fHJ I (\V) 
v D, f1(.J IHJ I I I (7) 
V l!' 111J lHJ II (V) 
VG f'HJ I (P) 
v v f'HJ f'HJ f'HJ (M) 
VX fH.Jf'HJ Ill/ (L) 
X A f'HJ /II (2) 
X D f'HJ /'H.I !HI !H./ f'HJ lHJ f'HJ II I ( A ) 
X l!' f'HJ !Hi fH:I f.HJ f'HJ f'HJ lHJ I I I ( R) 
XG /Hif'HJ!HJ /11/ (G) 
XV f'HJ I (4) ; 
X X /'H.I f'HJ !HJ #IJ!HJ !HJ f'HJ f'HJ lHJ !HI f'HJ I (X) 

The greatest difficulty was experienced,in pairing 3-17, 11-22, and 14-4. )n t'\?jo of 
these FG totaled but 7, while FV, an almost unknown digraph, appea.red a total of 18 times. The 
final selection was made. after setting up sevmial messages which fell two short of an even factor 
and observing the behavior of the different doubtful pairs; In this manner 3-10, 14-16, 
which had beeri originally selected, were discarded; and 3-17, the poorest of the 11 pairs, proved 
by elimina~ion. · , 

Ea.rly in the work, having established the lengthof the transposition as 22, two messages, 
RICHI-168 and 222, from LP to OSM, were discovered which bore evidence of possessing similar 
beginnings over a line or part of a line. It wals almost impossible to attempt to make the correct 
cuts in the columns by means of this identity, small as it was, but it seemed evident enough from 
the messa~s when a tentative division was made, that in RICHI-222, 12 and 2 were thelong 
columns. A substantiation was afforded by setting up RICHI~222 with each of the 11 pairs in 
succession on the left, and as 12-2 alqne gave XX as a final digraph, which had been previously 
identified as X, the position of 12-2 w~ thu~ fixed. . After our solution it was proved that the 
difficulty of establishing the division of columns by means of the identity which we correctly 
assumed as. existing, had been further complicated by the fact that the identity ran.for 14 cipher 
letters at the beginning and there ceased, and was resumed after an interval of two digraphs and 
ran over 6 additional letters. ' 

The fact that XX was X, was determined from its frequency which followed almost parallel 
with DG (N) and after having observed that in the last lines of the 7 messages that factored 22, 
XX appeared in the same vertical columns, in 5-15 twice and 1-12 three times. 

1 2 a • 6 e 7 s g ro u u ~ u u w u ~ ro ~ ~ ~ 
1 FFGVDGFGDDFDGFGFGGGGFG 

2 VFDAXFFGGVFGXAXGGDXGXX 

3 GGXVDGDGFXFFDDXFXADGVV 

4 ~DDXGDDADXDX~XAGDGXGGD 

5 FA-XXXVG-VXAGVX-VFVAFX 

6 XV XV F D XV D X,a V X F FA F G V X X X 

7 X G F D F D D v·o X F D X X G G XV D D V V 
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Artanged in proper order the oolumn81ell ~ !Ollews; 7 .~ ; ., '·- ' ~- ; 

., 
l ~ " ~ t. ::: 

'12-2 '7-21 1D-19 1-13 hlll 3'---17 21~- lH &-::-111 u--:--~Fou 

1 DF FG DG FG' oo: GG ~-FG. FV . ~ ro? : 
QF:.. '-DG 

2 GF FG "VX vx GO· DG- :XG AA. ro ;: -FX-:~-n 
3 FG DG XD GD -F'A: XX VG DV GF 

r .rv v DX 

XD 
_, .n-. -DG·~--dD'~GA 4 DG XX XX .oo: DD :G.A 

0 AA VA vv F'G ..-F: -V .'F'G vi X-~- n:·:·:n 
,. ., 

6 vv XX XV XX DG' XF -xv· FV DA . .ox FF 
7 DG DD XD XX DV FX vv XD oo/ rv: Fe; 

. ' . ". ~ . :.· ·- .. :: . . .. 
From· the appearance of XX in the :first table it y;as dt)duced that,~i~her 5-15 or 1-13 fell 

on the extreme right. Jl,!Clll-152 which faptoied fur 22less 2, was set up and frequencies 
of the pairs taken, first with 1-~3 o~ the right an4 then 5-15. '{he latte! ~av~;~ very much 
better frequency, and a frequency of .the dig~:aphs. made with 5-J.5 ()n the right and 12-2 on 
the left gave excellent results. The digraph. GX was followed two out of three times by FA. 
GX-FA was assumed as CH and workjng upon this clue· the pairs ve:cy quickly thereafter fell into 
their proper positions in the rectangle. · · · 

OcTOBER 9, 1918. 
~.NOTE ON "RICH!" ADFGVX CIPHER. 

SOJ,.U1'10N .01' X:;EY Of QC'J:'OlJ~R. 2~1 ~9, ~o,:s1. 
. ... .. 

The solution of this key was a,eeomplished· in the: space of~ hours and was obtained 
without the use of a single-frequency tabulation. ~The .methpd, e~ployed was the one which 
has been described in a fonner note: ,th~ method fonnulated by Captain Painvin, where two 
messages enciphered by the same·key are fou:Q.d to possess similm- e,ndings. 

On October 30 it was obsel"\Ted that twp me~ages had been~sent from LP to NKJ for 
COS addressed to the Ka.ukasus·Delegation,.the one ·RIC:IU 338'Rn{i the other RICH! 274. 
It was found upon inspection that the RICH! 274 was I} duplicate of RICH! 338 minus three 
prefatory lines in the RICH! 338. 

\. 

'rhe messages were divided as follows: 
· . r ' • · ; 

RICH! 338 V A X V V V ,AX G A . F A. A, A, D- -A .,A l){ VI IV A A A G A 
D V G V. V ·D A · A A V - V X OJ IF> I{ F /f ;X -D A X F A X X 

G V F X V VIlA D G A g X .& A A >X f ;F ·A X V A A V Dl 
IF F V F' X · F G' X F A . F V G F X F 'D A 'VI IV A A D LQ 
F G D i X D F: X X A G A ~ lA k V 'o 1·A A F A A D A V 

D A X ~ ~ D XUX X X ~ ti' rt A, V A v;f 'G A F F A D A 
A F D X A A G V G D. X X lJ G A A V ,D AIID A X ~ 
- j i ' 

X G X P ~ X V v~o X G Y A D ~ V·X·G F X V F D A F 
F A 0 F Ai ; G ·o D .,'A X. F D Xi G l A· D tX '){ X D X F X XI 
lA X ~A G F 0 G D V X F F D [) X ··){:'·X -XIID A F X U 
F D F X X D A X V D X A 4l lG X :AD' A D A V A A A D 

G F X D X A DIID F X . X A ~ I F A V ~p X F D D A G A 

AIIG F F D F F A A .F . X <i ~ D D F G . V A XI IX G G U 
,. I~ ' . . ' 2 l I' 

V A F X X X A· F F -F A G Fl _, 



10 

RICHI 274 IAAXFA V D ·I [ Q .• J2• ·A G A AI jAAFAA 
XAADXI IGXAAA X F FA X V A A V Dl 
' ' Pt X··Ji V 2 AAV-1261 ) IG·J D X G XFXXV 
V·X~FX Y: F D··/t F ; F A D F A GIIY X Q A 
Si;VF;XY Yl~ D A V A A A D G 

. ' FXPXA 
6VfGA F F A p A . A~j[ X F D FXXQA 
AIIEQXg ~AD1 XX X D X F X !I!YFFA 
Q DE G y A XI~ D F ·. G R X X D FXXAG 
&, F.;& X-~ A F ~FA· G fJIV V V AXG.AF 
AXVIIAG .A D V G V V D A A A v v X DIIX 
P'VGFX 'F D·A VIK! iF D G D V X F F D D 

1 2 s 4 a s 7 s o'w n u u u u w u ~ 
RICt!t 274 A A G A G V V A F F F D X A V A X G 

A A X A X X X D D· X D F D F V G F F 
XFAGDGDAAFXFFVVAGD 
F A A' V X F A V VJD G A G A A D X G 
AAA.GGXXAAFXADFXVFD 
VDXDXVFAVXAFXXGGAV 
D A F X F F A A F 1 X D X X X A V F X 
XVFXXDXDGDXGDXFVVF 
FDAVXAXGAAXAFAADGF 
DAXGVFGFFXXDXFAAFD 
DXVAVFVXFVDDXFAAXD 
AAAADAFDADXFAFDAFX 
GAAVXDXXDXFGGAAVDX 
ADVDGFVAAAXVAGAVAX 
AXDAVAVDAAXADFXXVX 

G X V o· 

RICHI 338 V V D A F V A X F D A D A D G D G X 
A A D D F A A X D ·A D D X A X F F G 
XAFGVAVXXXGAGFAXFG 
VAVAFnDXAGVXAXDXDA 
VGXGXXAFAXXFCFAAFF 
V' A D X F D A D G D G D F X D A F. V 
ADAAG~FAVXFXDFAXAA 
X V X A X G A V G .G X (;.,G D V F A F 
G G F A F o' ~ l D X V X D F A A F X 
AVAXAX~VIFFAVXAt;x 
FVXFFXAPXXnDXXADG~ 
ADXFVtiVGVX~XFDDXAA 
AAGAGFDAGVF~~AG,DF 
AAVXFXAFAVFXDXFDOF 
DAFVXAXFADADDVXDFF 
A V X A F A A A V X.D X X D D A G A 
A V V A D. G A D D G }' F X X X G V G 
XXVVAiDA~V~l·XAAAAF 
V D D V D X A . : :.a· :X X A D A X 

DAYI2A 
IAAGVG 
.v D X G VI 
X FAX X 
DIIFDAV 
XVDXA 
AFXGA 
ADIIAFV 
A A AD A 
F G X FA 
X X X XI 
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When set up, the length of the transposition key proved to be 18, giving 4 long columns 
in one message and 14 in the other. The difficulty'which confronted us now was the determi
nation of the relative position of the 4long colu'mns 6_::12-15-16 which naturally placed them
selves on the extreme left. To accomplish this without the laborious compilation of frequency 
tables was our aim.1 This we succeeded in doing in the following Jllanner: 

(1) In RICHI 274, the 4 long columns 6-12-15-16 were placed on the extreme left. 
The position of these columns was thus. lhnite4. to the: first 4 columns. 

(2) If RICHI 274 ended GXVD, RICHI 338 must end the same and the columns which 
corresponded to these in RICH! 338 (2-1-17-11) therefore aligned themselves within the 
limits of the numerical order ll-J41 inclusive: 

(3) In RICH! 338 there were four short col:umns.: 3-9-10-18, which placed themselves 
on the extreme right and which thus fixed OAAX as imip.ed.iately preceding GXVD in RICH! 274. 

(4) If DAAX preceded GXVD in RICHI 274 it must itlso precede GXVD in RICH! 338. These 
columns were found to be 4-8-'-13-14 a:qd their limits were fixed within columns 7-10, 
inclusive. 

(5) Two columns remained, 5-7, and thus these were proyen by elimination to be the 
fifth and sixth columns. 

6 U U HI~ 71' 8 U Uj3 1 U Ql~ 9 a~ 
RIC HI 27 4 IV D · V A G V A A X A A A X F G F F G 

XFVGXXADDFAAFDXDXF 
G F V A D D G A F. V F X G X A A F D 
FAADXAVVGAAFXGAVDG 
XAXVGXGADFAAFXAAFD 
VFGGXFDAX.XDVAAXVXV 
FXAVFAXAXXADFDFFXX 
DGFVXXXDDXVXVXFGDF 
AAADXXVGFADFGXAAAF 
FDAAVGGFXFADFXXFXD 
FDAAVVAXXFXDXDVFVD 
AFDADFADAFAAFXAADX 
DGAVXXVXGAAGDF~DXX 

F VA V G V D A A.G 0 A A XV A A X 
AAXXVVADDFXAVXDAAX 
G XV D. 

1 See in this connection note 12, A Mechanical Method for Determining the Key for the Transposition in 
ADFGVX Ciphers, Given Two Messages Having Identical Endings.-W. F. F. 
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6 U U Ml5 ~~~ 8 ~ Ul2 1 U Ul3 9 W ~ 
V. D G D F A A' X A D V V G A D F D X 
A1 D X F F A J) X X A A A F D D D A.·G 
A A K X V v· G X G 'F A X F G F X X G 
D X D X F D .• X A X JA V, D V V A 'G A 
x'~ A A X A G F G F G V F X X A X F 
D D D A F A ~ D F X A V F G D G D V 
FXAXG~.AADFDAAFAVXA 
G G V F X .A A V G .o V X A X X G G F 
DXAAFAAADFGGFVFDXX 
X A A V A D X V V .X V A X F A X F X 
XDADFAFFX~YFGDXXXX 
DXDXVVFGF~DAAAXVXA 
F X G F Q D ! A F A A A D F G G V F 
x·XFDFAXFDXAADFVAVF 
A.DXDXXVFDVADFAFADF 
AXDAFAAAXDVAGDXVXA 
G F X'G D A AD X XV A V F V D G G 
AXAAADVAXAXXAAVAVF 
DXDAVXDAXADVXG· 

(6) Having thus fixed the position;of two columns there remained simply to place together 
in RICHI 338 the columns which contained the same letters and which would naturally take 
position as the sbrteenth and. seventeenth oolumns or, 10 columns removed from the fixed 
columns, 5 and 7 in RICHI 274. (Thii followed from the fact that the text of RICH! 338 
ran 10 letters ahead of the similar text of RICH! 274.) These columns were 3-10. 

(7) The placing of the remaining pairs was accomplished by continuing to build up upon 
this sequence by the same sort of cross fire between the two messages. 

(8) Inspection of 5-7 had indicated FA as E and therefore the arrangement of columns, 
when once paired in their relative. order, was very easily determined by pairing them in such a 
way as to bring out FA -as the prominent digraph. Thus 10-3 was chosen in preference to 
3-10 because of the number ofAli'!s which would appear if the pair was placed in the latter order. 

(9) To return to the system of cross fire. building up of the pairs in the rectangle, the position 
of 5-7 having been fixed as cohurii:tsS and' 6, respectively, in RICH! 274, the columns correspond
ing or those which contained the identidal letters with 5-7 in RICH! 274 were identified in 
RICHI 338 as columns 10-3 and were placed for reasons which we have stated in a previous 
paragraph as the fifteenth and sixteenth columns. 
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(10) Our skeleton rectangles a.ppea.red,then·as follows: 
: 't 

1 2 a 4 a 8 7 ·a II 10 11 12 18 14 14 18 17 18 
I, 7 JO 8 

RICHI 274 GV FG 
X :X XX 
D D FA 
XA DA 
GX FA 
XF XX 
u XF 
ix x ·o F 
~:t AA 
j') 

V G XX 
vv v v 
D F DA 
XX XA 
GV AV 
v v AD 

l 2 I 4 5 e 7 I ~ 10 u ~~ lJl lJ J,l 16 17 18 
s 'I 10 8 

RICHI 338 FA . D D 

u AD 
vv XF 
FD GV 
XA XX 
FA D D 
GF XA 
XA GX 
FA X F 
AD FA 
FA XX 
vv XX 
G D VG 
u vv 
XX DF 
FA XX 
DA G V 
AD vv 
vx 



(11) Our 10-3 having been properly placed in.RICI:II 338 ~the fifteenth and sixteenth 
columns, the 10 and 3 col~ in RICH! 274 quite naturally place themselves in the same 
numerical order ot' columns, i.e.; 15 and 16. . 

(12) There rem~no:w in the last of our five.<Uvisions in RICH! 274 columns 9-18 which 
cannot take position as the fifteenth and sixteenth <'olumns since these are occupied by 10-3. 
They therefore fall into p~sition as the seventeenth:and eighteenth columns, in the order 18-9 
rather than 9-18 for the sake of the greater nuniber of FA's in the former, a digraph which has 
been identified as haviilg the highest frequency. ! 

(13) The process just outlined is now repeated. The columns which are identical with 
18-9 in RICH! 274 are sought for in RICH! 338." Since the text of these columns in RICH! 
274 contain in their last J.We the digraph, XA, 4 lErt;ters removed from the end of the message, the 
same text must appear jn P,ICID 338, 4 letters rem(}ved from the end. XA is found in columns 
13-8, which therefore faU into columns 9 and tp. :, Columns 14-4, which are left in this, the 
third of our five divisiojis:,accordingly take tht~ p(fsiHon of columns 7 and 8. 

(14} The final position of the columns was as follows: 

RICHI 274 

., ·, 

6 w ~ ~ s 7 u ' u L n 1 u 2 w a ~ u 
fVDAGVAAXitAXAFGGF 
x·v F G X X FAD D 0 A FA X X F D 
~VFADDVGFiiXGFFADA . 
rAADXAAVGVGFXADAGV 
XXAVG~FGDAXAFAFADA 

V. G F G X F X D X A A V A D X X V V .. 
J 

~FAXVFAXXXAODFAXFXF 

.tiFGVXXXXD~XXVVDFFG 
. l 

&AADXXAVFGXFGDAAFA 
1'f 

FADAVGFGXFXDFAXXDF 
.~ADAVVFAXXDDXXVVDF 

ADFADFF~ADXAFADAXA 
DAGVXXAVGXFGDAXAXD 
FAVVGVGDAAXAADAVXA 
AXAXVVFADQXAVXADXA 

• I 

GVXD 

./ 

\' ,J 

" '• 
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6 » u w 5 7 u 4 u ~ ll 1 u 2 w 3 ~ 9 

RICH! 338 V G D D F A D .A A X A V G V D D. X F 
A X D F FA A.O'X X D A FA AD G D 

A A A.X V V F G G X G X FA X F G X 

DDXXFDXA4XVVDAGVAA 

X A F A X A F G q F X V F G X X F A 

D D D A F A X~X F D G V F A.D p V G 

FA X X.G F.F AD A FA A D.X A A V 

qVGFXADAGVXXAVGXFG 

. D A X. A. F A F A D A V G F G X F X D . 

x A A v ·A·. o x x v v F A X: v· .F A x · x 
XADDFAXFXFDFGVXX~X 
DDXXV¥tiFFGA~AD~XAY· 
F G X F G D A A F A F A 0 A V G F G 

X F X D f A ·x X D F F AD A V V F A 

A .x D D X .X V V D F .A D. F A D F F A 
A D X A F A D A X A D A G. V X X A V 

G X F G·D A X A X D FA V V G V G.D· 

A A X A A D A V X A A X A 'X V V F A 

OOXAVXADXAGVXD 

5. NOTE ON "RICHI" ADFGVX CIPHER 

SOLUTION OF KEY OF NOVEMBER 1, 2, 3 

,, 

As this last solution was accomplished by principles involving an interesting combination 
of several famillar methods, it has been thought worth while to include this in a further 
memorandum. 

At 4 a.m., on November 1 a first and second part of a RICHI ADFGVX was communi-
cated to OSM by LP, the second part of which contained 264,letters. 

On N ovemher 2 this second part was repeated but bearing a preamble RICHI 266 instead 
of 264. 

The text of the two II\essages follows: 

2-TL RICHI 264 D V D V F D V F A G XV X F F F V G G G A G G X A 

X D X G F XV V D D G F G F D F A V G V D A F G F 

G X D F D XV V D G D G V F F G D X D G A X A XV 

GVGAA A V F V G V F D G D X A F D X A X G V F 

A G D D D V G D V V G G D G G G VA AD D G D V F 

V D D D X DVXDX D V D VA V G XV V D F V F D 

A X D G D A V G X D D D A D G F V G D G AVA X D 

ADD G G F D F A G G FA X G F F X D G G G V G A 

F D F X X D A G A V G D V V F G X G F V F D X A A 

VAG A G A A V G D G G G F D VAG G V X A ADD 

D D AVA V VA D G D G D D 
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2-TL RICHI 266 D V V D F DVDVG D V V G F F V G G G AX DAD 
D G G G F XV V D D A ADD G DVVGV D A F G G 
F G F D F A V V D G D G V D F VVDAX GAXAX 
V G D D D ADGFV G V F D G D F G X D F D X G V 
FAG D D V G ~A A V F G D G G G V G A X G V F X 
D F F D D DXGFA G~VXF VA V G X VXGGX 
A X D X D G D A V G XDFFX D A G V G D G AVA 
ADGDG DDFDF AGGFV XDXDV D G G G V 
G A F G X G F V F D AVGDV V F V F F G D X D X 
AAVAG AGVXA ADD'GG FDVAG XAFDX 

' .. 
AXDDA VA V V G AAVGD G 

It was at once concluded from a comparison of the two messages that the RICHI 266 
was the correct version of RICHI 264 which had probably been garbled in its encipherment. 
If this were the case then we might expect to find an identical beginning in the two messages 
which would extend as far a~ the garbled portion and from there, following an hiatus of 2 letters 
(266-264), a similar ending which would extend in RICHI 266 in an order 2 letters removed 
from the same similar ending in RICHI 264. 

The messages were therefore divided off or cut with reference to their identical beginnings. 
The cuts indicated a transposition key le~gth of 19. This meant that RICHI 266 was an 
exact factor of 19 (19X14). We had then, therefore, but to set up RICHI 266 in 19 columns 
of 14letters in length and follow the division thus made as a check in the cutting of RICHI 264. 

The messages were then set up as follows: 

1 3 3 4 6 6 7 8 9 W U ~ ~ H M W n ~ W 

RICHI 266 D F G V V G V G G F V D V F G A X G D 
VFFGVAGVDFAGGDGVAGD 
V V X V D X V F G D V o· D G G G A F A 
DGVDGAFAGDGAGAVDVDV 
FGVADXDGGDXVAGGVAVA 
DGDFGVGDVXVGVGAVGAV 
VADGVGDDGGXXAFFFAGV 
DXAGDDFVAFGDAVGVGXG 
VDAFFDGGXAGFDXXFVAA 
GADGVDXAGGXXGDGFXFA 
DDDFVADAVXAXDXFGADV 
VDGDDDFAFVXDGDVDAXG 
VGDFAGDVXXDADVFXDAD 
GGVAXFXFDFXGDDDDDXG 
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RICH! 264 D F G V V G V G .G F V D V F G A X G 0 
V F F G V A.G V D VAG G D G VAG D 
DVXVDXVFGDVDDFGGAFA 
VGVDGAFAGDGAGAVDVDV 
FGVADXDGGDXVAGGVAVA 
DGDFGVGDVXVGVGAVGAV 
V A D G V G D D A D V X A F F F A G V 
F G G F F V X D A V D D X A D G G G A 
A G F G F G A V D X F D D X F X A V D 
G X G X G A F G D D V D.A G X G A X G 
X A.F 0 DAD D G X FAD V X F VA D 
V X'D 'F X A XV D D,D D D F D V GAG 
x o F o o v A v v v A G a x A F o o' o 
FXAX FXG DXFGDCOGDD 

In cutting RICID 264 we had only to follow the beginning of the columns as cut in RICH! 
266. The division between columns 1 and 2 in RiCH! 264 followed naturally from the identity 
with the similar beginnings in RICH! 266. Since column 2 in RIClii 266 began FFVGGGA 
(providing, of course, that our theory was correct) column 2 in RICH! 266 must likewise 
begin FFVGGGA. 

A further check, if further check were needed, was given by the possession of the two mes
sages of identical endings. Having cut columns 1 and 2 in RICH! 264 by means of a comparison 
of the beginnings, we had now to look in RICH! 266 for a column ending as column 1 in RICH! 
264 with AGXVXF. This column was found in RICH! 266 in the position of the -tenth column 
ending with these identical letters. In the same way when column 2 had been cut in RICH! 264 
its ending GGXAXDX was found in RICH! 266, in the eleventh column. Employing this double 
check, the columns in their proper length in RICH! 264 were very quickly reconstructed and the 
short columns fixed upon as 5 and 9. 

From this point the solution followed as described in our last note of November 1. The suc
cessive steps were, in their order: 

First: The short columns 5 and 9 in RICH! 264 were placed on the extreme right of the 
rectangle. It was, of course, impossible to determine immediately the relative order of 5 and 9 
but it was enough for the present to know that 5 and 9 would occupy in one order or another the 
position as. the eighteenth and nineteenth columns taken in the numerical succession of the 
columns. 

To avoid a repetition of an unnecessary number of letters we subjoin only the three final 
lines of each message. 

1 2 a 4 5 o 7 s g w n u a u ~ re 

RICH! 266 

RICH! 264 

1711: 1:1 
D F 
AX 
X D 

XD 
D V 

Second: If columns 5 and 9 occupied the position of col\lmns 18 and 19 in RICH! 264, then 
the columns containing at their ends the same letters as 6-9 would, in RICH! 266, occupy 



the position of the first and second eol~mns, since the concluding text of RICH! 266 ran two 
letters in advance of the sa.me text i:& RICH! 264. These columns were identified in RICH! 
266 as columns 16 ~d 3 an4 they were a.ccordi.ngly placed in the position of the first and second 

columns. j{
6 

!I 3 4 6 s 7 s 9 10 u 12 13 14 16 16 17 11
6
8 1:1 

RICID 266 D G D F 
xo· AX 

D V · X D 

RICHI ~64 V D 
FF 

'. " '~, ~l. . f 

Third: With colump.s 16 .and ,3 placed in position .in RI,CI,II 266, the same columns must 
occupy a position as the first and se,condcolumns in RICIII 26f. We had then to look in RICH! 
266 for the columns which ended. similarly to 16 ··an.d 3 in RICH! 264. These columns were 
found to be 15 and 41 and for reasons which wehitd stated in the former paragraph they must 
follow 16 and 3, since the identity.'of RIC~! 264 will follow two spaces removed fromRICHI266. 

! J I. 

11 21· a 41 6 • 1 8 ·9. 10 u 12 13 1~ 16 16 17 . 11! 1;!11 
116 31 16 •I u • 

RICID266 D G V D D F 

X D F F 
D V D A __,.._ 

RICHI 264 V D D F 

EJ:AD 
Q...! G X 

A X 
XD 

X D 
D V 

Fourth: In the same way columna 12 and 7. were. placed in their pqaitions as the Bft4 and 
sixth. columns in :RICHl266 following the. identity con.ta~ in columns 16-4 in IUCHI 26:4. 

RICH! 266 
1
1 21 3 41 5 61 7 
163154l:a7 

DGVDDF 

XDFFA.:..Q 
DVDAGX 

RICID 264 V D D F 0 X 

;,•' 

FFADGA 

D A·Q..:! F X 

8 9 10 11 u 13 14 16 111 17 (~ ~~ 

D F. 
AX 

XD 

x·o 
D V 

• 

Fifth: This criss-cross building up was continued by the same proeess as has been 
described. It can be followed without the necessity of further explanation from the outlines 
as given: 

> ..,. \ 

RICHI 266 
1
1 21 3 41 5 61 7 81 9 
16 3 15 4 12 7 6 18 

DGVDDFDX 
XDFFADGA 
DVDAGXFX 

Rlcnffl264 V D D F D X A A -. 
FFADGAVD 

1!:> A G X F X F. D 

10 11 12 13 14 15 16 
17 ~~ 1:1 

D F 
A X 
xo 
X D 
D'V 



Sixth: 

. Sev-enth: 

Eighth: 

Ninth: 

REF. ID:A68206 

11 21 3 ., 6 6[. 7 81 1 WI ll ~ u H ~ M u 1168 ~~~I 
16. 3 16 4 12 7 ·, 6 18 8 17 

RIC HI 266 D ·G ;V. D D F D X A A D F 
X D F F A D G A V D 
DVDAGXFXFD 

A X 
XD 

RICHI 264 V -o .D F D X A A V G 
. F. F A D · G. A V D V . D 

D A G x:F X F D G G 

X D 
D V 

j 1 2j· 8 . 4J 6 .6, 7 . 81 9 10,. 1.1 121 13 14 16 16 17 118 191 
16 31 16 41 12 7 8 18 8 17 1 19 li' Ill 

RICBI 266 D G V D D F D lC A A V G D F 
XDFFADGAVDVD AX . ' ., -
D V D A .G :x F X F D G .G X D 

RICHI 264 V D D . F D · ~ 'A A V · G V G 

F F A D G A V 0 Y...Q X o· . 
D A G X. F. X F.D g_,g F D 

XD 
D V 

.. 

RICHI 266 

RICHI 264 

1
1 21 3 ., 15'.'61 1 81 9 lo[ 11 1~ u i.4l' 16 16 17·118 1111 
16 a 15 41 ~ 11 6 18 s 111 1 1111 10 131 , 5 ol 
D G V D D F 0 X A A V G V G D F 
X·D F FAD G A V O·V D X D A X 
D V D A G X F. ~ F D G G F D X D 

' 
V· D- D~· D X A A V G V G D- D 

~· ·:· _. J --

F F A D G A V ·D V D X D V G 
D A. G X' ·r. X F D G' a: F D D G 

XD 
D V 

1
1 21 3 41 5 6J . ' 8j 9 10[ 11. 12J .13 14l16 16,17 118 191 
18 3 15 4 ».': 71 6 lsi 8 17~ 1· ~ut 10 13 14 2 6 9 

RICHI 266 D G · V D D F D X A· A 'V G V G D D D F 
XDFFADGAVDVDXDVG AX 
D . V D A G X. F X F D G G '. F D D G X D 

' 
RipHI 264 ·. V D D F D X A A V G V G !LQ F X X D 

FFADGAVDVDXDVGXD DV 
D. A G X F X F D G G F D D G D X 

.. 



Tenth: 
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1
1 21 3 ., 5 61 7 81 9. 101 11 121 13 141 15 161 17118 191 
16 3 15 4 12 71 6 18 8 171 1 19 10 13 14 2 11 5 9 

RICH! 266 D G V D D F D X A A V G V G D D ! D F 

XDFFADGAVDVDXDVG~AX 

DVDAGXFXFDGGFDDG~XD 

RIC HI 264 V D D F D X A A V G V G D D F ~ · D X D 

F FAD G A V D V D X D V G.X ~AD V 

DAGXFXFDGGFDDGD~X 

Having located the precise position of column 11 in RICH! 266 as the seventeenth col
umn, our task was now a very simple one. Column 2 in RICH! 264 which corresponded in the 
identity of its lettel'$ with column 11 in RICH! 266 or the seventeenth column must occupy a 
position in RICH! 264 two columns removed from the seventeenth column. Accordingly upon 
the identification 9f this column in RICH! 264 as column 2 it was placed in its position as the 
fifteenth column. Column 14 adjusted itself by elimination, within the limits set by the division 
which has been described above, as the idxteenth column. 

Column 14, now that it had been fixed as the sixteenth column, fixed also column 10 in the 
division alongside as the fourteenth column since the identity 'DVD in column 14 or the six
teenth column in RICH! 266 must be prooeded by two columns in RICH! 264 with the same 
identity. This, therefore, at the same time fixed the position of column 13 as the tb.;.rteenth 
column since column 10 had-been proved to be the fourteenth column as the columns were limit
ed to one of the two columns, the thirteenth or fourteenth by the limits which had been fixed 
earlier in the study;. · 

The two messages as they finally appeared were as follows: .1 

3 16 4 15 7 12 18 6 17 8. 19· 1 . 13 10 2 H 11 9 5 

RICH! 266 G A V G V D G G, X G D. D V F F F V G V 

F V G. G G 'G. G A A V1 D V.' G F F l> A D V 

X G VtG V~Q-F X A,t A:V D D V G V G D 
V D D V F A D A V A V D G D G A G G G 

VVAGDVVXAGAFADGGXGD 
D V F; !J (j', G' A V G D V D V X. G G V V G 

D F ~F D X G GAD V VAG A F X G V 

A V G G F D X D G V G D A F X V G A D 
A ·p p··x G F A D V G A V .D A D X G X F 

D F-G G X X F D X A A G G G,A 0 X G V 
o'G F F DX D A A A.V D D X D X A V V 

GDDVFDXDAAGVGVDDXFD 

DXFFDAAGDVQVDXGVDXA 
VDADXGXFDFGGDFGDXDX 

OEM NACH GEHEN NUMEHR SAEMTLICHE 

SCHIFFE VON KOSPOLI NACH ODESSA BEZW. NIKOLAJEW. 



REF ID:A68206 

41 

3 W • a 7 H ~ 6 D 8 ~ 1 ~ W 2 U ll U 6 
RICH! 264 G A V G V D G' ·c X G D D V F F F V G V 

I 

F V G G G G G A' A y D V G V F D A D V 
X G V G V D F X A F.A D D D V F V G D 
VDDVFADAVAVVGDGAGGG 
V V A G D V V X A G A F A D G G X G D 
DVFAGGAVGDVDVXGGVVG 
DFGFDXGGADVYADAFVAV 
G G F D X D G V ~ D A F X V G A D A F 
FXGFADVGAVDADXGXFDF 
G G X X F D X A A G G G A D X G V D G 
FFDXDAAAVODXDXAVFGD 
DVFDXDAAGVGVDDXFDDX 
F F D A'A G D V D V D X G V D X 'A V D 
AD X G X F p F G G D F G D X_D X 

OEM NACH GEHEN NUMEHR SAEMTLICHE SCHIFFE 
VON KOSPOLI NACH ODESSA BEZW. NIKOLJEW. 

The omission ol the letter A in "NIKOLAJEW" in RICH! 264 was the only difference, 
beyond a few errors in transmission which distinguished the two messages. 

It is interesting to add that work on the solution of the key was begun in the afternoon 
of November 2 and completed within an hour and a half. 

Although we had no confirmation as to the number of days for which the key ran since 
we had received up to November 2 only messages of November 1, we had no hesitation in 
notifying the French and British Cipher Bur(laus in Paris and Lo;ndon that the key which 
we telegraphed them was the key for November 2 and 3 as well as the 1st. Our supposition 
proved correct and we were enabled to decipher the messages for the following 2 days as soon 
as they were received from our wireless station. 

NoVEMBER 4, 1918. 

6. SPECIAL NOTE ON "RICHI" ADFGVX' CIPHER 

(a) The activity of the RICHI ADFGVX Cipher, although having abated s()mewhat since 
the conclusion of the armistice,. conti.nues greatly above its former normal record of August and 
September. 

The solution of the key for messages of November 16, 17, 18 brings the total number of 
successive days for which the messages have been read to 22.' The solutions comprise 7 differ
ent keys, 4 of which were solved by our office. 

Since, from December 1 to the 21st of the month, messages will have been ciphered by the 
same keys as those of November 1Q-30, according to directions from the Chief Signal Officer in 
Berlin to the Black Sea stations as embodied in a deciphered telegram, it will be possible 
without further work to translate the messages of December 1-9, inclusive, with the keys 
which we have now solved. 

(b) Commencing several days prior to the conclusion of the armistice, RICH! ADFGVX 
messages began to be intercepted which proved upon translation to indicate that stations in 
the rear of the German lines had begun to use this cipher in communication with German 
General Headquarters and amongst themselve8. The same key in use between Berlin and 
the Black Sea area was employed. Traffic of this kind was particularly noted between two 
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stations, CM and CZ in the region of Metz, and between SY (Spa) and neighboring stations. 
This communication continued simultaneously with the use of the CHI ADFGVX Cipher which 
had been employed on the Western Front since Ma~ch. While the key for RICH! ADFGVX 
has a life of 3 days, the keys for OBI ADFGVX have never been known to continue in use 
for more than 1 day. 

(c) At the same time that the RICH! ADFGVX Cipher appeared on the Western Front, 
a form of transposition cipher suddenly appeared and was employed from a period beginning 
shortly before the armistice until only several days since. 

The fact that t~ P,rinciple employed wqs that of ~ double transposition was confirmed in 
a message sent in the RlCBI ADFGV.X. Cipher recently deCiphered. 

From station SY (Spa) to station RVV (location unknown), via. station N4 (location unknown) 
Sent at 21:03, 9 November; intercepted by station at G.H.Q., American E.F. 
German text: · · 

"UEBER 2 .· BAYRISCHE GENERAL-KOMMANPO, MUENCHEN: AN 7 RESERVENDIVI
SION; LANDWEHR REGIMENT; AN FECH: NICHT DURCH KABEL. ARMEE
SCHLUgSSEL OOPPELT, EM~FANG BESTAETIGEN: O.H.L. ROEM. 1 ANR. 
11338 . . GEHE;IMORDRE." 

Translation: 

"To the 7th Reserve ·Divi~ion, Landwehr Rgt., for the Director of Railways; .Via the 
2d Bavarian Army Stnif: ·Do not' serid by cable. Key·for"the army iS'~~ :double 
endphermerit. 'Aeknowledge receipt:· Higher Command; '!· ANR 113'38. · ·Secret 
Order." . · . ' 

NovEMBER 20, ;1918. 

7. NOTE ·ON REcONSTRUcTION OF AN INCOMPLETE ADFGVX 'MESSAGE 
( ·• " I;' 

On November 3, 1918, a l3·piU,'t message from NJrJ to LP (Constantinople to Berlin). was 
intercepted. Two of the parts were missing and 4he thirteent.h1 RICH! 222, lacked the last 67 
and 11 additional letters. It was, however, translated without great difficulty, and -it is worth 
while quoting as an interesting example of the treatment of the numerous garbled ADFGVX 
messages which are intercepted. · ~ ' : 

The message when prop,erly set up appeared aa follows= 

~ M 4 U 7 U ~ 6 H 8 ~ 1 ~ W 2 H U 9 6 
F-V--D-F-G-GGAVGDAD 
X-F--D-X-D-VDVGVGGA 
V-G-VD-G~A-VDDVFGAA 
A -.A-D V-A - G- F F X G D A G G 
X - A - A V - G :- V - G D A D - D D V 
F-F-GD-A-V--GXG~GDF 

A-F~-A-G-X-GGGD-VG~ ·· 
.D- G-- V- D- D- F X~ G- G G G 
G-G--D-V-V-GDAG-VGF 
X-G---~D~--DXVV•XV-

0 - D ~ V D -. J,C -. F - X X G X - X F F . 
F-A-D D -A-· V- D ·x' 
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Now, by reference to the key--square which had already been obtained by'the solution of 
the ADFGVX key for November 1, 2,- and 31:it is ·evident that the initii:d·combination (F-) may 
stand for any one of six letters or numbers~ i.e., ¢, 2, G, 7, Q, or T, and so on for the remaining 
pairs. Fortunately, the missing letterS fall in such a way that in all cases but five we are limited 
to a choice among six values. Therefore, by setting up the translation: iD. the following fashion 
it was possible to pick out the correct letter by a process of elimina.tion. 

¢ J I L 0 0 L R Y R· J: D .0 U F U I J Y D 
2 M C Z V V Z C 4 C M_8 V R S fi .Q M I 8 
GH2G77Q~fi!G-ZIZM~~QHWM7¢Q.QtlQY¢2tlLW 
7 ~ 8 W N H W V A V E N N D B D 8 E 0 H 
QKMH~E H S3S KB EJK JMKFB 
!P41AA .! !6X P5 AY3 Y4P95 

Y y Q F 0 R ~ 0 R U J 0 0 y ¢ U 0 9 0 R 0 J 
4 I V S V C Z V C ! M V ·V 1 2 fi V X V C V M 

g A B N I L E 7 Q 7 B Z .Q H G 7 Z L H 7 A 7 ~ L -G ¢ 7 I 7 N Z ~ ! 7 - H 
AO N~N V WNVO~N N 07DN5N V H ~ 
3 F E K ~· § H ~ § F'K E E F Q J ~ P ~ S E K 
69 A3A X 1AX9PA A 9!YA6A ! A P 

fi R 0 0 Q D ! F F 0 D 0 R 9 J R B 9 L 9 ·· Y U I 
CC VV 88C§§V 8 V C !MCC !Z! 4 BC 
ZZ!77,NWW2QQ7BW~I7--Z-!KTHZZMTGTA1Q¢2 
VV NN NH8BBN N N V 5EVV 5W5 A D8 
S§ E~ BBMKK~ ~ ~ S PKSS PHP 3 JM 
XX AA 55433A 5 A ~ 6P!X 61,6 6 Y4 

R U J 
C I M 
ZLH! 
VQE 
SF K 

! 9 .E 



A study of the message when set up in this manner produced the following translation, in 
which there are two doubtful values, both of which.are numbers: 

(Continuation of Teil XII) 

TEILEN DER X 11 X ARMEE DEN MARSCH DURCH UNGARN AUF OBER SCHLESIEN 
ANZUTRETEN X EINv.ERSTAENDNISS ~ETBN .XX 0 X K X M X RM X 1 X A-GR 
-X OPX 

NovEMBER 4, 1918. 

ADFGVX KEY FOR NOVEMBER 1, 2, AND 3 

A D F G V X . 

A 

D 

F 

G 

v 
X 

'· 

u 
R 

¢ 

~ 
~ 

J 

y 

.r L 

c z 
2 G 
~ 

8 w 
--1---

M H 

4 1 

0 F 9 

v s X 

7 Q T 

N B 5 ------
E K p 

1-------
A 3 6 

8. NOTE ON ADFGVX CIPHER 
(Western Front) 

STUDY Oil' KEY Oil' OCTOBER 8 

H. c. SKINNER, 

First Lieutenant, M.I.D. 

The following trench messages were identified upon their interception as having similar 
beginnings. The third message, CHI 92 which factored similarly to the fust message CHI 136 
when a transposition length of 22 was assumed, was found to possess a signature of 26 letters 
which agreed with 26 of the 36 letters which formed the identical beginnings of CHI 136 and 
CHI 164. 

Although five more lines were to be had in a message of CHI 110 which factored precis~ly 
for 22, experimentation with a few frequencies proved that, without more material, further work 
was useless. This was true despite the fact that frequencies were limited in one division to four 
columns, the· long columns 1-14-21-22 and in another division to 4-18-20-15. 

These facts more or less demonstrated the impossibility of a solution of ADFGVX where 
the number of lines fall short of 45-50. (The method of solution with similar endings where 
the key may be solved with but two messages is, of course, excepted.) 

Previous work on the RICH! messages of September 13, 14, 15, where the transposition length 
was clearly 22, had proved that even with 35 lines, hope of a successful solution might be vain, 
particularly in this case where E was evidently the doublet VV and the text of the messages 
available for our purposes varied so greatly in subject matter as indicated by a count of the 
cipher letters. 

Certainly, so far as the method of solution with a number of messages which factor exactly 
for the assumed transposition length is concerned, from experience with a number of such prob
lems it would seem that, without as many as 40 lines at the least from which to base frequencies, 
one may entertain little hope of a solution.• 

The following numbers of lines were used in the three solutions by the exact factor method: 
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Lima

June 3------------------ 87 
sept. 19, 20, ~1---------- s1 
O~t. 4, 5, 6-------------- 69 

I. SOUILLY 07.43 PPN v DOD · 08. 20 
CHI-136 lA X v D X G v IF G A v D D IY D X A A D L! D v G A IY F X v v 

A!EVXA GDIVVX XAAIGG DXXGIA XGXVD IEXGVA 
G IX A G A X A IQ G G V X A IG A D V G X I!._Y G D V G X !!..X V G 
A A IV G D · V X D lA G 'A. D F" G IL-Q V G X A IQ_Q A X A X IG G D V 
X XID_Y A V D V VI~ D VA X D N F D 0 D U M 

II. G.H;Q. 09.36 DOD v - 09.35 
CHI-164 lA X A V X V G A IF G F V ! D V DIY V X F X V G !!..X V A X X G 

IYXADD DD!f:XG FXVGIY._YFXVV AVIGGV VAV-G 
j!GFXG GAif:AV VVXDIL_!VVFD VAJQVV DDGXIQ 
AAFVG VXI!...YV VXFXA IXVXXX GDjyVA FAVAIA 
XXVFD DUXX XXXIDG FGAAX AIGGVF AXAID_Y 
AXGGA DIVVXV XAAG 

III. FRENCH STA. 
CHI-92 D A A A XI 

VVgjAA 
X!IGDA 
v VI 

18.47 - v PPN 19.15 
GAAEID FXYIXD V~VX-. YIAAX[I VGAYID 
VAIXAV [IDVV~ XVFQI'A DV.QIXX F.l...YIGV 
Yl D A V A D V U !I G V D gj G V V Ql D D G D VI D A X 

11 a~ ~12 1 8 u ~ ~J4 ~ ~ Wl3 & 6 9 ro ~ w UJ 
CHI-136 A X D V F V G X 9 D X X G X V V F A F G V A 

PPN v DOD X V V V G V G A A G V G G V D F V V X G G G 
VGADAXDGDADVDVXXXGGGDA 
DDVVVXXAVXVGVGAVAXVVVD 
XVDADAXXC;AGXXAAVGVAXXF 
GGVXDAGAlXAAXADADDGADG 
V XV D 

CHI-164 A X D V F V G X G D X X G X V V F A F G V A 
DOD v --- X V V V G V G A A G V . G G V' V X X G A V V X 

A V A X F F V V A G V X V X X A G F V V A X 
VVXVVXVVFGAXFXFDFXVDFV 
X X G X A V A F V A X X A X X D X G V D A F 
VFGADVVDGAXXXGVDVGXGVD 
GXAAVA-VVXGXADGDGADXDO 
AADGDVGAXA ' 

' 
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CHI-92 D X D D G V D D A G X D G G D V A A X X G D 
- v PPN A X D A A G V V D V. D V V V F X A A A V D A 

A F G X A A V V V D V V V X X - X V V F A V 
A X D V F V G_X G Q ~ ¥ G XV V F-A F D VA 
xvvv 

NovEMBER 4, 1918. 

9. SPECIAL REPORT ON THE DOV~E TRANSPOSITION CIPHER 

(Employed between the German Gerieral Staft and General vo:a Kress; Tifiis) 
\ 

The inference that the transposition cipheri, which have been passing between Berlin and 
Ti:Bis were double transpositions, has been confirtned by two telegrams of July 23. 

On July 23 two of these ALACHI telegrams were intercepted; One sent by LP (Berlin) to 
COS (Tiflis), and the other sent by OSM (Constantinople). This latter telegram was solved, 
having been found to consist of a simple tra~position only. The first telegram, however, 
failed to yield to the same method. 

The telegram was then subjected to a double operation of the transposition by which the one 
message had been solved, and it was found to yield itself immediately to solution. 

Following are the two messages: 

From LP to NKJ for COS. • ALA CHI 266: 
E H NT I XNFM·U M A IRA I C 1!: I T A WAN N E ED E G 
X D N G R 0 R I T U E S A U C E P C U T E B 0 T E T I F Q L 
N N SET N 0 E H E E S N E L REG E Z V U I E E I N N N D 

EN 0 M N E R H S S H X R T 0 M RINK U E A G T RET G H 
X NSF T F T E B Z US RET XL N P 0 E E I H F L S 0 C 0 
NZENR XNBRG P R I N R' E H L 1!: 0 D SF R T U I R U I 

AU ARE N I D H N EM VB E A WAS E GVE.OX I LEX N 
B LIEN H T S R 0 A R R 0 E AT G N C D 0 A C R A E S K F 
T X A E E I H S N R HAC E R HGGNS D I E I R D 

From OSM to COS. ALA CHI 152: 
RRSCH N SEAT N WENT U R ZAG L B D L M I E A E E 
G A I R L R 0 M G H N EN M F N N S I U Z T D L I 0 R FA J 
EN F J N I AU B T 0 E T R C A E R I S R K R AD F A I T T 
LLEUA HBHRS E N G I 0 V 0 A L T RRJBU I E I G T 
T E T L N NEWEL I T A E Z F P K E T L N I T P S G M H B 
AT 

The key for solution of the second message was the simple transposition: 

16-4-5-1-22-11-14-21-8-3-19-13-7-20-10-6-12-18-15-2-9-17 

. ' 



REF ID:A68206 

- ' ' 

The first step in the solution of the first me~sage was to transpose it thus: 

w 4 6 1 ~ u u ~ s·~ w u 7 ~ ro 6 u ~ w 2 9 u 
URTERNBAIMRLEDKNELOIHE 
AIEHHSRENEOSLOUSTEDRSA 
R T B N G F G E N E A 0 R A E E X X S A S W 
E U 0 T G T P I N D R C E C A T L N F I H A 
NETINFRNDEROGRGNNBRCXS 
I S E X S T I S E G 0 N E A T 0 P L T E R E 
D A T N D E N N N X E Z Z E R E 0 I U I T G 
H U I F I B R R 0 D A E V S E H E E I T 0 V 
NCFMEZEHMNTNUKTEENRAME 
EEQUIUHANGGRIFGEIHUWRO 
MPLMRSLCERNXETHSHTIAIX 
VCNADREEROCNEXXNFSANNI 
B U 

The transposition is then repeated, as follows: 

w 4 a 1 ~ u u ~ s a w ~ t ~ ro e u ~ w 2 g u 
ZUFUENFVIEREINSXANHEER 
ESGRXEICHHORNXISTGEDRA 
HTETXABNAHMEDESANGEKOM 
MENENTRANSPORTESDRINGE 
N D E R F 0 R D E R L I C H X W E I T E R E 
TRANSPORTEMUESSENFOLGE 
NSOBALDEINRICHTUNGVONQ 
U ARANT A ENE STAT I O·N EN IN U 
K RAINE E R F 0 ~ G T I S T,X I C H B I 
T T EMIR V 0 R S,C _H LA E G E H _IE R U 
E B E R B E S C H L. E U ~ I G T Z U M A C H 
EN XL U DEN D O_R F F X 0 P Z WE I X A 
N G 

The encipherer at Constantinople was probably indifferent enough to consider that a single 
transposition was sufficient for security. That the practice, however, of using a single trans
position in the ALACHI is not an isolated occurrence is indicated by a communication from the 
British which says: 

"ITO CHI and ALACHI ·are both douBle tra'nspositions for certain. The Boche has been 
making the error of using ALA CHI as a single transposition in the Black Sea area; the keys 
change daily, and when used as a double transposition, no 'dummy' letter is inserted." 

It is interesting to note ·the contrast between the careful methods of the encipherers at 
Berlin and those in the East. In the ADFGVX telegrams, Berlin never sends a filled-up rec
tangle, or if the rectangle fills itself up naturally, it is run over with the addition of X's. Among 
the Black Sea stations, the practice has generally been to fill the rectangle. 

September 10, 1918. 
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10. SPECIAL REPORT ON CIPHERS 

During the week of August 12-19, quite a few miscellaneous ciphers were intercepted by 
the high-powered station located at G.H.Q. 

One of these was a simple substitution cipher passing between General von Kress at Tiflis, 
and Helferich at Moscow. It was probably the use of this system by General von Kress which 
was referred to in the solv-ed messages of ADFGVX of August 8 and 9 in the following terms: 

"The cipher method prepared by General von Kress was solved here at once. Its further 
use by OP is forbidden." 

This same cipher had been noted previously as passing between SEW, a Russian station 
at Nicolave, and Army Group Eichhorn at Kieff. It would seem to indicate, therefore, that 
the use of this cipher was in m~re or less general use among German representatives in the 
Caucasus. No simple substitution ciphers have ever before been intercepted by us, so far as 
we are aware; in fact, the use of purely substitution methods of encipherment by the Germans 
on the Western Front is, and has been, since 1914, with the exception of a very short period, a 
thing utterly unknown. 

A key for the ADFGVX ,cipher, employed between Berlin and Constantinople and the 
East, for July 22 was solved by means of the method formulated by Captain Painvin of the 
French Cipher Section in Paris-, and explained in the report of last week. By this method it 
is possible to arrive at a solution with the text of but two messages, and without the labor of 
preparing great numbers of frequency tables. In fact, at the time of the first application of 
this method by Capt. Painvin on June 1, he completed the entire solution of the key within 
less than an hour, and from information contained in the telegrams he was able to warn the 
French of a heavy attack impending north of Montdidier. 

Since July 3 messages passing between Berlin and General von Kress have been intercepted 
every few days. These messages give every appearance of being transposition ciphers, and in 
the opinion of the French and British experts, they are most probably a form of double trans
position which the Germans have been known to make use of at various times since 1914. The 
system was in fact, the first employed by them on the Western F.ront. 

Some hints as to the nature of the method are contained in the ADFGVX messages which 
were solved for August 8 and which read as follows~ 

"* * * The Alachi method is only to be use.d in communicating with places which employ 
the 'dividing system' (in ciphers).· For other places, the new Itochi method with 'dividing 
system' was sent to Kress on July 18. New instructions regarding double transposition are 
shown. Wireless seetion, General Staff" (Berlin). 

From this information it would seem that the preamble "Alachi ", "Gechi ", "ltochi ", 
"Richi", etc., which always accompanies the German transposition ciphers, indicates in each 
case the particula.'r method employed . 

.A.uousT 20, 1918. 

11. TRANSLATION OF A CAPTURED GERMAN DOCUMENT 

INSTRUCTIONS FOR GRILL CIPHERS 

Preparation of the GriJJ,.-(1) A square sheet of paper is taken and divided into smaller or 
larger squares, according to whether it is to serve as a grill for long or short messages. The fol
lowing grill is for 100 letters, its sid4:18 beil;lg.eqqa,l to 10 small squares. It is advisable to prepare 
the grill from coloreq paper, e,g., a cover fer 1~8.1 documents. · 
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1 2 I ·m I . ' 7 • • 1 .. 
• 1 2 3 " 5 I 7 1 2 

X 
------ m ----

• 7 1 >< z I " I 2 I 

-- ----m • I 1 z >• ~ 1 2 s " --

1m 
~0 

Di Di 1m I I s 1 2 I 

li I " I 1 1 I " I I 

-----

" 122.~2~ 2 1 I 2 >< 1 5 M_• 7 

00§ 1m 
---

1m z '1 " 2 1 7 • gggoo --------m 2 1 • I " 3 2 1 • 

1 • m 7 • 5 " 3 2 1 

EXAMPLE 

(2) The squares are then numbered consecutively in rings from the outside to the center, 
always with one figure less than that of the nutnber of the smalfsquares forming the outer edge. 

(3) Each figure is then cut out once from each recedim.g ring (lettered from outside to center 
as {a), (b), (c), (d), and (e)), thus: 1 once, 2 once, etc. Nine grill-holes are thus formed in the 
outermost ring (a) through the removal of figures 1-9, seven holes in the ring (b) (figs. 1-7), five 
holes in the ring (c), three in the ring (d), through the removal of 1, 2, and 3, and lastly, one hole 
in the center ring (e) through the rem.oval of 1. 

Since each figure appears once in each square, and a gre~_~,t many methods of arrangement 
are consequently possible, this system is proof against incompetent or unauthorized attempts 
at decipherment. 

In the example, the small squares which, as a possible form, are cut out, are inked over. 
(4) The following should be written at the corners of the grill: .Left top 1; left bottom 2; 

right bottom 3; right top 4. 
(5) If the side of the square is composed of an uneven number ~f small squares, the inner 

ring will not, as in the illustration, consist of four squtU"es, but of one only, which, if the grill 
be turned, remains in the center. Such a single square is not to be cut out. The vacant space 
thus left is to be filled in with ink. 

(6) Grills for 25, 36, 49; 64, 81, and 100 letters are to be prepared each week, and marked 
(25)Anna, (36) Berta, (49) Clara, (64) Dora, (81) Emil, (100) Franz. 
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Preparation of the cipher.-(7). The grill is chosen according to the length of the text, thus: 
for 38 letters, the Berta grill, for 55 letters, the Dora grill, for more than 100 letters, the Franz 
grill, etc. The grill is laid on a squared paper, as described in (1), the corner figure 1 at left top. 
The letters of the plain text are then written through the holes of the grill, from left to right, 
as in ordinary writing, up to the last hole. CHis taken as a single letter, there being a special 
Morse sign for it. The corner figure 2 is then placed at left top and the following plain text 
letters written through the holes which remain. The corner figure 3 is next placed at left top 
and writing resumed, the corner figure 4 finally being placed at left top, writing being continued 
through the holes. 

(8) With a text longer, than 100 letters, a new square is described in the same way, the 
corner figure 1 at left top, the ~1 being the same, or a smaller size. This second square may, 
or may not, be filled with text letters. When the clear text is finished, the word "End", or 
an X, may be written through the unfilled holes, the grill removed and the remaining space filled 
out with nulls. 

(9) If a hole has inadvertently been omitted and remains unfilled at the end, an X is inserted 
in it. 

(10) If the text containS fewer than 100 letters, so that not all the holes .are filled, the 
word 11 End" or an X should be inserted in them and the process at .the end of (8) continued. 
In the case of nulls, letters are not used in alphabetical sequence, as e.g., X, Y, Z, but in their 
order of frequency, thus many E's fewer N's, T's, etc., or, words quite irrelevant to the text are 
written in after the word "End." , 

(11) When the cipher is finished, a different figure, chosen at random, is each time attached 
to the null and the whole divided into groups, of 5, regardless of square and grill. 

(12) Grills vary according to the length of the cipher text. Each telegram must therefore 
begin with the name in clear text of the grill or grills used. If "Franz, Anna" be used, the 
telegram must contain more than 100 letters, etc. The large Franz-grill is used for messages 
up to 100 letters, then the Berta-grill. 

(13) The cipher-text follows in groups, of five letters, with a period after each group. The 
receiving station returns each group as received to insure correctness; but the telegram is not 
repeated in entirety at the end. 

(14) Reception.and decipherment of cipher.-Paper squared in conformity with grills is kept 
in readiness at stations; The cipher letters, as received are written cross-wise on squared 
paper in the form of the grill whose· Jiame, in clear text, is the first word of the message. This 
name is noted down, but not spelled out nor recorded in the plain text. 

(Hi) If the gnill is now latid on the text, first with figure 1 at left top, the beginning of the 
message can be read through the holes. Thereupon, 2, 3, and 4 are laid in turn at left top~ 
until the entire text has been read. 

(16) This grill-process.is adapted as well to telephonic conversations and to correspondence 
in which secret orders are given and in which the so-called "General Staff Process" must not 
be ·employed. ' 

Translated OcTOBEII. 23, HH8. 

12. A MECHANICAL METHOD FOR DETERMINING THE KEY FOR THE TRANSPOSITION IN 
. ADFGVX CIPHERS, GIVEN TWO MESSAGES WITH SIMIL'AR ENDINGS 

·This memorandum will use for its examples the messages given in the memoranda. dated 
November 1, and November 4, 1918, tlUs office. 
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'MSIIO&A!mlfll OP NOTJiKBl!lR 1. 

After having identified the similar sections, the messages were set up as shown below (cf. 
pp. 36 and 37): · 

' . 

1 2 a • a o 7 8 e ~ u ~ ~ u u ~ u ~ 
RICID 374 A A G A G V V .A F F F D X A V A X G 

A A X A X X X'D 'oX D F D F V G F F 
XFAGDGDAAfXFFVVAGD 
FAAVXFAVVDGAGAADXG 
A A A G G X x:A A F X· A D F X V F D 
VDXDXVFAVXAFXXGGAV 
DAFXFFAAFXDXXXAVFX 
' '. ~< • 

XVFXXDXD~DXGDXFVVF 

F D A V X A X :G A A X A F A A D G F 
DAXGVFG7FXXDXFAAFD 
oo x v A v r v ·x F v o· n x r A A x o 
A A A A D A. F D A D X 'F A F D A F X 
. ' . 
GAAVXDXXPXFGGAAVDX 
ADVDGFVAAlXYAGAVAX 

• . I ' 

A X D A V A V .D I. A X ;A D F X X V X 
G X VD 

''! 

' RICH! 338 . V V D A F V A x· F il ·A D A D G ·D G~ X .. ,, 
AADDFAAXDADDXAXFFG 
X A F ·G V; A V. X X X G A G F A X f'''G · 

VA VA F D.D X A~ V ~·A X D X D A 
V G X G X . K A F A X X F. G ·r A A F f 
VADXFDADGDGQFXDAFV 
ADAAGFFAVXF~DFA~AA 
XVXAXGAVGGXGGDVFAF 
GGFAFDAADXVXDFAAFX 
AVAXAXDVXFF~VXAVXX 

FVXFFXAFX~DDXXADGX 

ADXFVDVGV~A~FDD1AA 

AAGAGFDAGVFXFAGFDF 
A A V X F X A F A V F X ·o X F D D F 
D A F V X A X F A D A D D V X D F F 
AVXAFAAAVXDXXDDAGA 
AVVADGADDGFFXXXGVG 
XXVVAADAAVAXXAAAAP 
VD DVDXA G X X AD Ax· 



&2 
Let us now draw up a table ~ho~ the. •qtliy~~~cy,,pf the various columns, upon the basis 

of each pft;IT of columns whose last three or foW: letters. are id~ntical . 
• , ; .:~ '--~ ;1 ~ 1 ." . ~:· ', ·: ·· ' J)~ '· ." ~ "'. ,.,~ ·~: .. :~·-·: '.i' ~ ;L 

'· v 
' ( 

' ( 

RICH! 274 RICH! 338 
OolUIDD , Oolumn 

f~eq_u$ 16.; .. 
2 ,equals ( 7 . ~·-

·~ ~. 3 equals· 4···· 
4-'eq\uds 9 
5 equals 1 Q_,, 

.;.. (i equ~s Jl·: 
; , 7: eq;uals . 3 ~ 

,. }··.· , 8 ,eq.Uals 15 . 

•,1 

.,:._ g·.. · ·uats .: ~ 8 · .. 
·' . ec;l . ' . 
1Q'equli:ls '14·· · 

' -· tf'equals;12:'~ !·. :. 
i- ·~r J '12\.equals '17: • ., 
l! '~ r .l:tJequals.-:6:, · 

··-1 1 J.\..equ~(~S., !-, , .••• 

. 15,1eqn#s .1,. 
' ~16 'equals . 2· 

·1 7'-equtils·' 5'· 
.'uf et'fllals c13 \ 1 

.. .. ' 

.. 
' 

! •' 

As regards the mathematicai relations alone, the sequence of numbers in the transposition 
key may be regarded in :the naiure df ti: cycle . .: Th .. d..,termination~f ta transposition key, 
therefore, consists of two· l!teps: · . · ·, .' ' .~ 'l :_, ·.: ; 

1. Building up the nwn~riealsequen~e in the key, i.er, tb,e.cycle. 
2. Finding the exact.position of ope,coliupn .. hi.tlie ~yc'Je: · ·. " . 
1. Since RICH! 33(h~s i4 1oiy(coluir'ins, and RIC'Hl 274'h{s 4 long columns, then it is 

evident that the identitias in ·tlffise t""o messa~ rurl itotig at· a1l: iiiterval of 14 minus 4, or 
10 spaces. The columns·whoae 'equivalencies are showri-> in the preceding table, therefore, will 
be 10 spaces apart in the cycle .. That is, for example, if .we begin to build up the numerical 
sequence by placing colum,n l ~d,lr (1. spaqe marked ll1 ",on cross-s~ti~n paper, then the equiva
lent of column 1, which is column.l61 sh01.1l<l be pla~e~ 10 sp~es;removed from the position 
occupied by column 1 in the cyCle, i.e., under the space marked (l1f''; and the equivalent of 
column 16, which is colunin 2, shoul<;il:)e placed 10 spaces removed ftoril the position occupied by 
column 16, etc. Since th~ ntm1erlcnl sequence is in t~ natrlre of a cycle, as stated above, when 
one arrives at the extrenie right of th~ series, one merely comes back to the extreme left and 
continues. To make the: procedure perfectly clear the successi\l'e placements for six columns, 
beginning arbitrarily with c.olumn l, are shown herewi,th:, 

2 3 • u 4 7 8 9 Ill 11 1J 13" ,. ,16 16 17 18 

1 16 
1 2 16 
1 .2. 16 '! 
1 2_ 3 16 7J ,, 

' 

1 2 3 
l 

16 7 4 
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Continuing this procedure, the completed hyde is 88 mllows! ~·. '· .. 

1 2 3 4 s o ~ ;s_..·~~ ro: ~:t,:·u.~a 14 16 10 11 1s 

1 17 2 10 3 18.9.6 15 12 19.5 7 14 4 13 8 11 

2. Referring to the set-up of RICH! i74:~ ~.hQwn above, it is seen that the long columns 
are 6, 12, 15, and 16, and therefore they c<>P.stit~t¢ ~lie first four columns on the left. The cycle 
shows that column 6 precedes the others in th,e'sequ'ence; that is, it is on the extreme left in the 
transposition key. The completed key ;:may be written, therefore, merely by advancing the 
series of numbers in the cycle so that 6 comes··tu;st .. Thus: 

6-15-12-16-5-7-1~15~11-1-17-2-10-3-18-9 
' ' 

MEMORANmUM Oll' NOVEMBER 4 
{ > ;ol f• •. 

The two messages, after the identiti~' h$d 'b.ee:n ;found, were set up as follows: 

1 2 3 4 6 o 1 a e: w:u a ~ u M w u ~ w 
RIC HI 264 D F G V V G V G GL F. V D V F G A X G D 

V F F G V A G V oL V' ·A ~G G D G V A G D 
D V X V D X V F d.• D: V' ;D D F G G A F A 
VGVDGAFii~C~GAVDVDV 
F G VA D X D G G.ti'X VAG G VA VA 

' .. . '~. . . 

DGDFGVG&~XV~VGAVGAV 

VA D G V.G D DAD V X A F F FAG V 
F ·.G G F 'r V ~ D .A V D Dr x· 'A~ G cr G A 

··, . 

.A. a F a F' e; .A ·v o x F· 1>"·o ·x· F x A v. o·. ,. 
> .' I'' • • ' " • ? ••• , 

GXGXGAFGDDVDAGXGAXG 
lf A ,F D 0 A.o_'o G X F A D V X F' V :A D 

;.,• :1; 

I ~ : ! : • ,;~ 

V X D F X A.X V D D D D D F D V GAG 
x · o F o o v .'A' v v v A a· 1G x A F D 'o n · 

;, ' .!, j ... . 

' ' 

, F X A X F X G., D X F G D G D ~ ,D D 
' 

RICH! 266 D F G V V G V G G . F V 0 V F G A X G D 
V F'F G VAG V D FAG G D G V.A G D 
V V X V D X V F G D V D D G G G A f A 
DGVDGAFAGDGAGA.lDVpV 
F G VA D X D G G.D XV A G G y·A VA 
DGDF~VGDVXVGVGAVG~V 

V A D G V G D D G G X X A F F F A G V 
·o X A __ G D. D F V. A F G D A V G V G X ·c 
VDAFFDGGXAGFDiXFVAA 
GADGVDXAGGXXGDGFXFA 
DDDFVADAVXAXDXFGADV 
VDGDDDFAFVXDGDVDAXG 
VGDFAGDVXXDADVFXDAD 
GGVAXFXFDFXGDDDDDXG 

;: :· 

f !''·•' 



The table of equivalents is as follows: 

RICHI 264 RICHI 266 
Clohmm Ocilumn 

1 equals 10 
2 equal$ 11 
3 equals 4 
4 ecj.uals 7 
5 ~uals 16 
6 ectuals 8 
7 84lUals 18 
8 equals 1 
9 equa.la 3 . 

10 equals 14 
11 equals 5 
12 equals 6 
13 eq~ 2 
14 equals i 
15 equals 1~ 
16 equals 1.5 
17 equalS 19 
18 equals 17 
19 equals 13 

The identities in these two messages run along at an interval of two spaces (RICH! 266 
may be considered as having 19 long columns, RICID 264, 17). Therefore, the equivalents 
will have to be placed two spaces apa.Tt. The completed cycle is as follows: 

1 I I ' 6 0 7 8 II 10 11 12 13 H 16 JA 17 18 111 

1 13 10 2 14 11 9' 5 3 16 4 15 7 12 18 6 17 8 19 

The set-up of RICH! 264 shows that. columns 5 and 9, being the only short ones, fall on 
the extreme right. The cycle shows that column 5 follows column 9 in the sequence. The 
completed key may be written, therefore, by advancing the series of numbers in the sequence 
so that number 5 occupies the position on the extreme right. Thus: 

3-16-4-15-7-12-18-6-17-8-19-1-13-10-2-14-11-9-5 

The interval, i.e., the number of spaces which must be left between equivalents in construct
ing the cycle, will be even in number in all cases, since it takes two cipher letters to make one 
clear-text letter. In cases where the number of columns and the interval possess a common 
factor, the condition might arise where the cycle cannot be completed in one step, for after 
a few placements have been made, one comes J»ck to the starting point. In such a case, how
ever, one can complete it by taking advantage of such. clues as are offered by the set-up of the 
messages, specifically, the number and identities of long and short columns. It may be well to 

' . 

. l 
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illustrate by one artificial example. Given 'two messages in which the interval is 2, the long 
columns 9, 10, 14, and 18, and the following table of equivalents: 

T..t.BLB 3 
OolUDIJI Column 

1 equals 15 
2 equals 13 
3 equals 16 
4 equals 1 
5 equals 12 
6 equals 20 
7 equals 5 
8 equals 17 
9 equals 10 

10 equals 4 
11 equals 9 
12 equals 19 
13 equals 8 
14 equals 18 
15 equals 3 
16 equals 6 
17 equals 7 
18 equals 2 
19 equals 14 
20 equals 11 

Starting with column 1, the following partial sequence is constructed: 

1 2 a ' 1 6 7 s 11 10 11 12 11 14. 15 16 17 18 111 :ao 
1 15 3 16 6 20 11 9 10 4 

The equivalent of column 4 is column 1, and we are then brought back again at our starting 
point. The cycle shows, how~ver, that column 10 succeeds column 9, with one column inter
vening. Since columns 14 and 18 are long also, and since the table shows column 18 to be the 
equivalent of column 14, it is evident that the latter must be placed between columns 9 and 10, 
and column 18 between columns 10 and 4. From there on the sequence can be completed 
without further difficulty. 

The advantage of this method is that it is almost entirely a mechanical one, and may save 
time in detennining the transposition-key in this cipher. It is also evident that it may be 
used in ordinary simple, transposition ciphers of the columnar type. 

January 6, 1919. 

0 

WILLIAM F. FRIEDMAN, 

FirBI Lieutenant, M.I.D. 


