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. Investigatiop of Security Violation.
° SEC/C ‘ " Chief, UC Group 15 Sep 52 .

1. At 0930, 4 September 1952, Lieutenant Tefft of this office, reported to
me that. two papers of a classified nature (Inclosures 1 and 2) had been found in
a supposedly empty burn bag in this office by ‘the Security Watch Officer on the:
evening of 3 September 1952. These papers and the report of the Security Watch
.Officer (Inclosure 3) were handed to me at that time. -

2, A security viclaticm has occurred 'I'hese papers were not under proper
safeguarda from the time of closing of the office until)discovery at 1800.

3, It has been t.he pract.ice in this office to place’ burn bege in the waste
basket at sach desk or other working position into which are placed all papers of
a classified nature for which disposal is desired. Because the volume of such .
papers is small as campared to the capacity of the bag, all bags are emptied into
one bag daily. That bag is then sealed and turmed in for burning. . A1l emptied
bags are reinserted in the waste basket in an upside down position.

- Le On 3 September, Diver, D.E., CT2, USN, emptied the bags (see’ his state~
ment, Inclosure 4) but does not recall inspecting the particular bag in which the
papers were founds This bag is at the desk occupied by 1st Lt.. GoVe Tefft, USAF,
His statement: ia~appended as Inclosure 5.

5. Other cccupants of t.hie office have been questioned and their replies
are as indicateds

M/Sgte Jo Fe Piller’ - Checked his desk and waste basket, win'dow's:, safes,
. " typewriter, and trays. Did not notice Lt. Tefft's
waste basket, Left office at 1635. ,

CTC C.Hs Stubblefield -~ Checked his desk, safes, and floors. Left office
‘ - at 1628 to catch bus. ‘Does not remember checking
50 o Lt. Tefftts waste basket. :

rd

AL . Mre He Do Jones - cgecked his desk and waste basket » loft oft‘ice at
‘ . 1630,

7 - 6. In this small cffice, physical security has been a reSpcncibi].ity of each
" individual with final inspection by all hands at closing time. In this case the
unemptied burn bag escaped notice by everyone. Therefore, while Diverts failure

to empty that bag constitutes responsibility for this violation, the failure of Lt.

. Tefft to insure that his 'desk was secure is a contributing facbor to the violation.

T In the opinion of this officer the exposure of highly classified material

tion is not intended. All of the personnel involved in this matter are impresséd -
deep]y by an cccurrecnce of the very lapse that they have conecientiously at.t.empted
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Leclassified and aggroved for release b

to compromise is a serious matter and minimization of the seriousness of the viola- .
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to mroid. For thiskreason, it is recommended that no further disciplinary action be

taken against any person or persons 1n this office.

' 8. In order to aid in preventim of a x'ecurrence of this violaticm the follow-
ing steps have been taken: ,

4

8e Iesuance of an office ordex- on. seenrity.

b Provision of a cheok-off sheet to be 1n1tialled by t,he person made
responeible for the checldng of ibems listed,

Hhile praotical means are served by the coneolidation of all burn bags 1nto ene,
there will always remain the possibility of papers edhering to the bag and of eg-
caping notice that such has occurred. Any method of responsibility fixing will not
guarantee a recurrence, Assistance of the Security Control Division in devising a
system which will provide a more nearly automatic syst.em for dealing with burn ma~
terial 4s requested. .

9. The vigilance and thorou@nesa of the mspec'oion by the Secnrity Watch Of-

f’icer, 1st It. Me We Meadows, in- discoverﬂ.ng this breach of seourity, is cmmendable. -

10, Downgraded to OONFIDmTIAL when Inclosure 11is renmved

‘ Jo Ao WILLIMMS
o Captain, U.S. Navy
Chief, Coordinator's Group

Inclosures -~ § -
As stated., :
(Less Inclosures 1,2, & 3)
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St.atement. Re Securit Violation
g of 3 Sgn_&ember 1952

o

At appraximately 1605 on the day of the sbove security violation

" I made the rounds of room 19-240, NavBecSta, as is my daily procedure,

collecting the contents of the burn bags in the room, consolidating
them into one, and replacing each empty. burn bag, upside down, in the
wastebasket from which it was taken.

My normal procedure in emptying the burn bags is to take each of

the bags in order, proceeding around the room in & clockwise manner,
Each bag is ingpected, after emptying, to insure that all paper has
been removed, : ‘
Accordingly I can offer no explanation for the violation in
question. To the best of my knowledge the procedure outlined above
was followed on the date in question, though I must state that I do
not positively recall emptying the epecific burn bag in which the
classified 1nformation was found by the Security Officer.

[

Donald E. Diver
cT2, U.8. Navy

Tnclosure 4 with UC Gp n/p to SEC/C dated 15 September 1952, )(
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- SECURITY VIOLATION
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At the close of each working day(1630) I make a security chsck
of Room 194240, This check means a survey of the entire- space
used as the office of the Coordinator Group. It includes all
safes, oabinets, desks, Cleradesks, typswriters, waste baaket.s »
burn bags, fans, winﬁcwa, walls, floor, and 1ighte.

On 3 Soptember I made the usual check and noticed nothing unusual
nor irregular. I knew that CT2 Diver had emptied the burn bags, .
‘which he usualy does betwsen 1600 and 1610, because I had seen

him making his way. around the office as usual and I had s:lgned

the chit authorizing destruction of t.he contents. :

At approximately 1745 the Patrolman on Post No. 4, while making :
his tour of building 19, found two documents in the burn bag behind-
and .to the left of my desk. M/Sgt. Piller, who sits direotly bos
hind me, has talked with tho patrolman since the reported viola-
tion occcurred. The patrolman stated that the papors were found
stusk in the burn bag which apparently had been emptiad and turned .
upside down in the waste basket, ' _

Obviously I ehould have turned the bag over and examined it before

" leaving the office. The faot that I did not do so indicates e de-

gree of negligence on my part. I accept responsibility for the ree
ported violation, . ' '

Stepa have been taken to make certain that there will be no recur-
renco, . .

GEORGE V. TEFFT
1st Lt., USAP




