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"To my disciple, colleague, snd friend, Lembros Demetrios Csllimehos--
vho, having st en e2rly sge become one of the grest flsutists of the world,
deserted the profession of musicisn, in favor of snother in which he is
making noteworthy contributions-- ’

From
illiem F. Friedmen--
who, having st sn esrly sge sspired to become noted in the field of biology,
deserted the profession of geneticist, in fevor of snother, upon which he
hopes he hes left some impression by his contributions.

In short: From deserter to deserter, with sffectionete greetings!

W.F.F,
Weshington, 21 Novemter 1958"

(Facing pege %)
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THE LEGENDARY WILLIAM F, FRIEDMAN
By Lembros D. Csllimshos
Unclassified

PROLOGUE

When I joined the U.S. Army to enter the cryptologic service of my adopted
country on February 11, 1941, Willism F. Friedmen wss already s legendary figure
in my eyes. I hed read two esrly pepers of his, "L'indice de coincidence et ses
applications en cryptographie" end "Applicstion des méthodes de la statistioue &
le cryptogrephie,’ when I was living in Peris in 1934, concertizing as a flute
soloist throughout Europe while privately pursuing sn active hobby of cryptology,
which I felt would be my niche when the time ceme for me to enter the army. (Be-
sides the U.S. Army, I was 21so lisble for service in the Greek, Egyptizn, and
Turkish armies, and berely missed being in one of the latter.) As 2 member of
the originsl group of 28 students in the Cryptogrsvhic School at Fort Monmouth,
N. J., I wes overjoyed when I found thet Mr. Friedman's texts on Militsry Crypt-
anslysis were to be our 0ld snd New Testaments combined.l

I did not meet Williem Friedmsn until after our school moved in October of
1942 to Vint Hill Ferms Ststion, Wsrrenton, Va. The previous summer I had been
promised s direct commission by the Headguarters stsff of Fort Monmouth. At thet
time I was, 8s a senior privete first cless-~I kad the renk that went with the
job--hesd of the langusge depertment snd teught Itslisn and cryptenalysis znd,
since I was presumably indispensszble on weekdays, pulled KP only on Ssturdsys
and Sundsys, Tired of weiting, I went to Officer Candidste School and gredusted
with my cless in August 1942,

It wes 2t Vint Hill thst Mr. Friedmsn first psid us & visit, snd wve were
gll properly impressed st the dapper figure with the Adolph Menjou moustache,
the charscteristic bow tie, and the tvo-tone black-and-white shoes--the crypto-
logic giant who ssked the most searching ruestions end understood our =nswers
even before we hed finished our explenstions, Heving been at Vint Hill for 1k
months and, thinking thet I might be stuck there for the duretion of the wer (I
wes Chief Instructor in cryptsnalytics, with sever=al hundred students in the
school), I seized the opportunity, when Mr. Friedman sgsin visited us, to ask
him to get me out of there., In two weeks I wes transferred to Arlington Hell
Station where I was to have been assigned to Mr. Friedmen for four months to

lThe way I got into the Cryptographic School wss no eccident. I peid a
courtesy cell on my New York City draft board complete with wsxed mustache,
goatee, big black hat, Chesterfield coet, spats, gloves, and cezne, like something
out of a Dumas novel. When I showed them the list of kO-scme works on cryptology
I hed resd in preperstion for eventual military service, the bosrd sent me to
Army Headouerters in Church Street, snd they in turn sent me to Governor's Islend,
where G-~2 arrsnged for what I thought wes to be Army service of one yesr in the
Cryptographic School.
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write & course in operstional cryptanalysis and then to heve been sent to
Burope. The Army, though, hes 2 wonderful wesy of working. The officer to
vhom I was to have reported was on lesve; I reported to the wrong officer,

was sent to the wrong building, found myself two weeks later enrolled in a
Japsnese course, snd it was msde perfectly clesr that my destiny was eventual
service in the Far East., Mr, Friedmsn discovered my predicement too late to
do snything sbout it, so sfter s yesr st Arlington Hall I went to New Delhi
as an Assistant Signal Intelligence Officer for the Chins-Burme-India Thester.
When the wsr was over I was sent as a junior ceptsin to Lesvenworth (to the
Command and Genersl Staff College--not to that other plsce). When I gredusted
in February 1946, Mr. Friedmen recuested my sssignment to ASA, »nd I was de-
tailed ss his Technicel Assistant.

FRIEDMAN THE MAN

My respect and sdmirstion for the men for whom I worked increesed with
every contact and discussion, At first, our relationship was most formsl--
"Captein C." end "Mr. Friedmsn." Iater on it beceme "Csl" end finelly
"Lembros," but it was nlweys "Mr. Friedmsn." It took Msrk Rhoads, his admin-
istrative essistant and collesgue of long stending, = dozen yesrs to csll him
"Bill"; and Mr, Friedmen was "Bill" only to his friend and respected colleague
Brigesdier John H. Tiltmen, to the Chief, ASA, end to a hendul of senior mili-
tery officers. To the rest, including his closest associastes of the esrly 30's--
Solomon Kullbsck, Frenk Rowlett, snd Abrahsm Sinkov--he wes always "Mr. Friedmsn"
even when they were not in his presence,

I used to sperk of him sffectionately ss "Uncle Willie'"--vwhen not within
esrshot; the sobricuet czught on snd beceame widespread ot Arlington Hsll, end
when he learned of thre sppellailion he wss smused. But once, at an Agency party
wvhen the two of us were by ourselves at the csnape table end I called him "Uncle
Willie," I wes mede eswsre of my impertinence. One simply did not take liberties
with WFF,

Mr. Friedmen's desk in his privste office in Headouarters Building at Arling-
ton Hell wgs sbout 1 feet from mine in the outer office, but much of our dsily
contact was in the form of written notes. I would screen incoming technical ps-
pers snd passs on to him those meriting his personal sttention, with s buck slip.
He would buck notes tack snd forth to me, sometimes exchanging six or seven notes:
Mr, Friedmsn was fond of written records., Since he did superior work himself, he
expected that sll thcse sround him would slso do the same, without cuestion. Com-
pliments were hard tc come by. Once, when I did something evidently worthy of
particulsr notice, he wrote on s note, "Cept. C.--Good!" I poked my hesd into his
door snd incuired solicitously "Are you ill, Mr. Friedman?" "No, why?", he re-
plied. I answered "You wrote 'Cood!' on your note.” He lsughed, =2nd from then
on he sllowed himself an occesional complimentery sdjective that greetly sdded to
the psychic income that wes alreedy mine in hsving the privilege of working with
him., On another occssion when I outlined what I thought was an especially good
idea, he listened pstiently and, when I hed finished, said: '"Thet's fine. I have
8 patent on that." At snother time I received his compliments on an original pro-
cedure, until I found out & couple of weeks lster that he had 2lresdy written
about it end had forgotten sbout it, so I emberrassedly brought it to his atten~
tion, Homerus nutat.
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As en Army captain, I wes very proud to work for Mr, Friedmen, in view
of what he had done snd wes doing for his country. Alweys a stickler for
le mot juste, he abhorred imprecise or inelegsnt lsngusge. Once, when I did
not use the term "repetition” when he felt that I should have, he ssid: "Don't
ever use ’'repeat! as a noun again!" When I found that the dictionary recog-
nized the use of "repeat" ss a noun, I was s bit miffed, but I swallowed my
pride and was very careful in the future how I expressed myself to the Great
One., On snother occasion, when he csme across the cover name ICKY in a tech-
nical report he blew his top, exclaiming that this word made him puke Z;ié7o

Mr,., Friedmsn hsd complete feith in his subordinstes--otherwise, he felt,
they wouldn®t be working for him. He took for grsnted that I knew el1ll that
wes necessary to know sbout cryptenalysis--s most flettering compliment, but
unreslistic., One day » psper ceme through on 2 most complicated snd sbstruse
phese of a technicsl metter sbout which I comprehended not even the title. I
shrugged my shoulders snd bucked the paper to him, feeling that this certsinly
wos one matter with which I should have absolutely nothing to do, especially
since three lesding technicisns of the Agency differed amonz themselves =2s to
the merits of technical points. To my horror, Mr. Friedmsn bucked the peper
back to me with e note, "Captain C.: plesse study end prepsre comments for me,"
I was frantic. But I spent the next three dsys working 18 hours » dey, did sone
historical resesrch on the problem, spoke with technicians on the project, for-
tunstely come up with a refutation of points held by the suthor of the pasper,
discovered s new spproech, and drafted s substsntive reply worthy of Williasm
Friedman., It wasn't until meny yeers leter that I told Mr. Friedman how that
one paper msde me sweat blood--he of course had blithely sssumed that I wss
versed in all mstters of cryptanelysis, including that one,

When I wes first sssigned to Mr. Friedman's office I was living in 2 room
on the third floor of Hesdecuarters Building: my femily was still in New Jersey,
vhere they had been while I wes oversess, =s gparitments were slmost impossible
to obtain in the immediate post-wsr yesrs in Washington. I was working two
shifts: the dey shift for Mr. Friedmen, the swing shift for me, With Mr. Fried-
men's knowledge end permission, I went systematicelly through all his files, r=ad-
ing hundreds of technical reports over a period of msny months, trying to remem-
ber 2ll I could in this unperslleled opportunity for scouiring & comprehensive
technical educetion, The effort paid off when my boss ssked me sbout things I
had slready digested and on which I was now knowledgesble: my ready answers
strengthened his conviction of the extent of my cryptenalytic knowledge.

Mr., Friedman was meticulous in his work habits, whether on steff policy vapers
or in technicsl exposition., He would first think out the problem or situstion
in bro=zd outlines, and then would mep out points 2, b, ¢,...n in logicel pro-
gression, with clerity of exposition and the grentest attention to detail. He
wasted but little time or motion, snd especislly on technicsl mstters he knew
instinctively when he was on the wrong track-—a splendid attribute for any
cryptanalyst. He nad immense drive, s=nd knew how L0 orgsnize his collesagues for
the most effective tesmwork to achieve the maximum efficiency of effort.
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In his technicel writings, Mr. Friedmen wes & men of punctilio, In the
first book that he wrote for the U.S. Government, "HElements of Cryptenelysis,"
a little gem of 157 pages published in May 1923 by the Office of the Chief
Signal Officer, he brought order into the chsos of cryptologic exposition of
previous authors in the public domain. This work he expanded in the late
1930's into his eclsssic textbooks, Militsry Cryptenalysis, Parts I-IV. He
had a flair for the cdrsmatic, as witnessed by the following extract from one
of his technicel papers? in which he not only had two successive sentences
ending with exclamation merks, but with some itslics throwm in for good mes-
sure:

"A set of fifty test messages, each 25 letters in length snd be-
ginning at the ssme initisl enciphering juxteposition, was submitted
by Mr. Burdick. By superimposing the messages the writer solved them
end completely reconstructed both basic alphesbets, by 2pplying =nd ex-
tending the principles of irdirect symmetry of position thet were first -
discovered by Mr. Burdick himself! It is not often thst & cryptanslyst
unknowingly discovers the very weapon that demls the deathblow to his
own brein-child!"

It's too bad thst not meny tellers of cryptologic tales emulate the patterns
set by the Master,

On a couple of occesions in the esrly 1950's I received brief handwritten
notes from Mr. Friedrian ssking me to do something or other which I felt really
wasn't necessary. So I just let the notes go by, hoping he would forget zbout
them. BSeveral weeks later, he asked me what I hed done sbout the items, and
I lost no time in doing what he ssked me to do in the first place, msrvelling
at his memory., Much later I found out his secret: he kept carbon copies of
everything he wrote in longhand, no matter how brief! I wes shocked: I never
really got over what I considered to be 2 very unethicel and underhended wsy
of doing business. After he retired in 1955 I wes bold enough to tell him of
my feelings, and he got a kick out of my reaction to his crsftiness.

Mr, Friedmen had a fine sense of humor, but his wes a passive one, enjoy-
ing others' overt amctions. He was particulerly fond of me and enjoyed my com-
pany, considering me a character (this proves thet Mr. Friedmsn was not always
infallible in his judgment), and after he retired snd we became fast friends I
was able to pull his leg (in private, of course!) and trest him more irreverently
than anyone else dsred., Only once, however, did I overstep my bounds. He never
like to think of eventusl death, snd I had the temerity to suggest to him thet
after he passed on to the Great Beyond he should will his body to NSA so we
could stuff him and prop him up in a corner of the Cafteria, Needless to say,
that went over like » lead balloon.

2"The Principles of Indirect Symmetry of Position in Secondsry Alphabets
and their Application in the Solution of Polyalphabetic Substitution Ciphers,"
Office of the Chief Signal Officer, Washington 1935, .
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T used to smoke Roi Ten Golfers, little cigars about 33" long. Once in
the late '50s when I was visiting Mr. Friedmsn at his home, he asked "Why do
you smoke those little cigars?” I replied that I liked their taste snd con-
venient size. "You know, somebody might think that's an affectstion,” he
sgid, as he dipped into his engrsved silver snuff box. I asked him if I
might try some of his snuff, gingerly plesced some in esch nostril, sneezed,
blew my nose (intc & handkerchief), =nd found tuat it was s pleasant senss-
tion., So for the next dozen yesrs I gave up smoking in favor of snuff, and
I collected over 170 varieties from all over the world. What bothered me,
though, wes that as soon as I had gotten hooked on snuff, he guit., Now that's
no way for a pusher to act, I thought. (I myself guit in 1971, one less vice
in my repertoire.)

In the yesrs after his retirement, Mr. Friedmen used to call me seversl
times a week. The phone would ring, 1'd pick up the receiver, snd = voice
would say "Cal?" I would reply, "Yes, Mr, Friedmsn." At other times the voice
would say, "Professor?”, snd again I would reply, "Yes, Mr. Friedmsn." Once,
however, when I picked up the phone and 11 I hesrd was someone clearing his
throat, I said, "Yes, Mr, Friedmen," and he was too startled for words: he
never got over it. How could I explsin to him that s musician's eer could
recognize the "harrumph" of a particular spesker? This is closely correlated
with linguistic telent, snd Mr., Friedmen was not conversant with eny lsnguage
other than English; but that did not prevent him from achieving significent
successes with cipher messsges in Japsnese and other languages.

Mr, Friedman often relived his esrlier yeesrs, and he found mine a willing
ear as he recounted his early triumphs and successes. His career was rich in
experiences, richer perhaps than anyone in the cryptologic world has had, be-
fore or since, I would ssk him ebout technical points, snd he would outline
for me a particular solution that he had sccomplished years before. I sin-
cerely regret not tsking notes of our discussions, for somebody should have
been a Boswell to his Johnson.

During the last several years of his life, I was Mr. Friedmsn's close con-
fidant., There were times when he felt depressed, thst the world was no dsmned
good, end thst he really hsdn't done anything tc mske it s better place to live
in., Of course I vehemently dissgreed, pointing out all he had done for his
country (as if he didn't know!). He often ssked my sdvice on various matters,
technical and nontechniesl, so I proposed that he retain me es an advisor for
a dollar a year: after sl1l, he didn't have to take my advice, but if he paid
me he would respect me more. Seversl months sgo Mrs. Friedman found among her
husband's effects a note resding "Pay Cal & dollar & year."

Mr, Friedmsn alweys had e very inguiring end discerning mind. He was s
bibliophile, & gentlemsn, and & true scholar. He was astute in judging charsc-
ter, snd he could resd his sdversaries like s beok. He wss, as I heve indi-
caeted before, very sensitive on interpersonal relationships, snd he relished
the friendship end scouaintance with high persons in the government snd in in-
dustry, both here and abroad. He was an elegant dresser, prided himself on his
ability as s ballroom dancer, snd was & golfer of no mesn stature,
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FRIEDMAN THE CRYPTOLOGIST

Willism Friedmsn wss blessed by phenomenzl luck throughout his entire
career ss a cryptanalyst--everything he touched turned to plsin text, s sort
of latter-day Midss. But since this luck wss so consistent it couldn't hsve
been just luck; on the other hend, it must hsve been luck. He wss a young
man when he started, sand therefore had the courage of his convictions and the
boldness of youth, He started young enough not to be scared of the msgnitude
of the problems facing him: had he been a Ph.D. with three or four yesrs'
post-graduate training, he could have been ruined, His definition of a crypto-
gram wes simply s secret message that vas meant to be solved, just that., Time
and again he shouldn't have been able to solve s particulsr message Or s crypto-
system, but he did: the odds were agsinst him, but luck was for him. That is,
luck tempered by logicasl insight and remsrkable intuition., ©Some of his early
solutions may seem 2lmost childish by present-day stenderds, but William Fried-
men was the first child of sny sge to srrive =t those solutions. N

He wasn't disturbed by the apperent odds agsinst him: after pll, even s
simple substitution cipher in a literal system involves 26! (= k,03 x 1020)
possible elphebets, and it can be demonstrated thst, if there existed a computer
capsble of testing 1,000,000 slphabets per second, even if we hed 1000 of these
computers it would take over 1 billion yeers to run the gsmut of all the slphs-
bets. He might hsve countered thst, since there is ¢ .5 probebility of success
halfway through, he would expect results sfter only 500,000,000 years.

There is no lesst common denominstor of what mskes a brillient'crypbenalyst:
he cen be 2 mathemsticisn, but he mmy just es likely be sn esrcheologist, a chem-
ist, A biologist, & nusicien, 2 gambler, a painter, or a cook--in short, just
about snything. Now Mr.. Friedman's background in mathematics wss slight: col-
lege freshmezn msthemstics. Even if he computed odds incorrectly, it didn't make
any difference becausie he would forge shead in his blissful ignorance and solve
the problem anyway. On sever=sl occasions he told me thet if he had hed more of
e mathematical background, he might not have been sble to solve some of the things
he did. Mr. Friedmen mzy not have been a mathemsticisn, but he had superb msthe-
maticsl feeling end insight, inventing technioues that were missed by mathemati-
cians working on the problem. A clessic exsmple of his innovative sbilities wss
in his solution of the Hebern machine in 1923, the first solution in history of
8 wired-rotor cipher mzchine. He postulsted that there were 91,000,000,00C alphe-
bets involved when there were reslly only 45,000,000,000 end--in spite of his
modest msthemsticel hackground--originsted an importsnt theory of coincidence end,
with only ten messages, arrived at s solution of the mschine.

I told Mr. Friedman of an ancedote I used to relate to the students in my
clesses as sn example of his leck of mathemsticsl profundity, but stressing to
them that this had sbsolutely no besring on his prowess as = cryptologist. 1In
his 1923 work, "Elements of Cryptsnalysis,” he gave on p. 105 three T2-letter
transposition messages with the following footnote:

I‘g
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"As an example of a most remarkable coincidence, note the appear-
ance of the word CIPHER in the cipher text of the third message. Theo-
glcally, such an event will havpen, as a result of chance, once in
(=308,916,776) times. The word CIPHER does not appear in the plain-
text message at alll”

What Mr. Friedman did not note was (1) that Che cipher texts did not approach -
the appearance of random text but were composed of a good assortment of letters
as found in English plain text; (2) that in calculating probabilities, he did
not take into account in which message, nor at what position in that message,
the word should be; and (3) that he was not even looking for that particular
word in the first place. Mr. Friedman always got a charge when I related this
anecdote. To offset this mathematical lapse, though, it must be remembered that
his paper written in 1922, "The Index of coincidence and its applications in
cryptography," was the pioneer paper in cryptomathematics.

As a simple example of the perpetual luck which plagued him, a case may be
cited of a hkl3-letter cryptogram submitted to the War Department for solutionS.
The cipher text factored to 10 alphabets, and Mr. Friedman unerringly selected
equivalents for plaintext E in some of the alphabets when the next highest
cipher values were only 1 or 2 tallies less than the supposed E plain, and he
derived five other values scattered sporadically in the cipher message. At
thic point he focussed his attention on the beginning of the text, which he had
thus far deciphered as - = TTH - - - - - « It must begin, said Friedman, with
the words BUT THOUGH--and it did. Well, I assure you, dear reader, that this
will be the first and last time you will ever encounter a message beginning with
the words BUT THOUGH: the Friedman luck paid off again.

Another unbelievable piece- of luck occurred in 1917 when Mr., Friedman was
at Riverbank laboratories in Geneva, Illinois, where he was employed as a gene-
ticist mating fruit flies (or rather, helping them to mate). The British knew
of a geared disk cipher device invented much earlier by Sir Charles Wheatstone
which was regarded as absolutely indecipherable if the sequences for both plain
and cipher components were unknown. The British did not dare use it earlier in
World War I, because if the Germans captured it they too would have the inde-
cipherable cipher. But now, since the United States had entered the war, the
British decided to use this device for joint U.S.-British communications since
its indecipherability was acknowledged by both London and Washington. But some-
body in Washington suggested that perhaps it might be wise to have the device
tested by William Friedman at the Riverbank Laboratories which were operated by

3¢f. L. D. Callimahos and W. F. Friedman, Military Cryptanalytics, Part
E, Ppo 108"113-




REF ID:A4045961

a wealthy eccentric named Colpnel George Fabyan, who had a quasi-official rela-
tionship with the Government.* Accordingly, five very short test messages--a
most unrealistic test--were sent to Friedman, and by a process that remains a
mystery to this dey he was able to scrounge out from the cipher texts the se-~
quence for the cipher component, a numerical-key columnar transp031t10n-m1xed
sequence based on the word CIFHER. But now he was stumped, since he didn't
quite know what t¢ do next (it wasn't until 192° that he discovered the prin-
ciple "of reduction to monoalphebetic terms, which would have made the oproblem

a very simple one). But he called in' one member of his staff, his wife Elize-
beth, told her he was going to give her a certein word, and asked her to give
him the first word that occurred to her. He said "cipher," and she replied
"machine." Sure enough, the plain component was a numerical-key columnar trans-
position-mixed sequence based on MACHINE. And one of the messages read "This
cipher is absolutely undecipherable.”  The solution went back to the British
and, although 11,000 of the devices had been manufactured, they were never used.

Mr. Friedman returned to Riverbank Laboratories after the war: he had
been in France as a member of the Code and Cipher Solving Section, G2 GHQ AEF.
At Riverbank occurred a third example of how he was hounded by incredible luck.
The AT&T Corporation had devised a very complicated cipher teleprinter, adjudged
to be beyond the realm of solvability. But though (there, I did it!) the system
was good indeed, there was still a Friedman to be reckoned with. Accordingly,
a set of 150 cipher tapes was dispatched to Riverbank, and for six weeks, some-
times working 12 hours a day, Friedman and his staff of six studied the traffic,
His staff was disheartened: this was the first time they spent such a length of
time on a system without solving it, and they wanted to quit. Friedman, though,
was sure that his methods were correct--therefore was it not possible that
either he or one of his assistants had made an érror in transcribing the punched
tapes into characters on paper? He asked them Lo hang on for one more week to
review their work. Sure enough, in checking, he discovered that one character
had indeed been omitted accidentally in transcribing one of the tapes--but thaz
character was at e very crucial point. Within minutes, he made an entry into
the plain text, and the system was solved. To make the solution even more con-
vincing, a punched tape was laboriously prepared by hand and sent to Washington
with the proper indicators: when the tape was set on their machine and the mes-
sage read, it gave the proof of the solution.

uFabyan's title was an honorary colonelcy conferred by the Governor of
I1linois for Fabyan's participation as a member of the Peace Commission that
negotiated the TrLaty of Portsmouth, which uermlnated the Russo-~Japanese War ia
1905. One of Fabyan's fields of 1nterest was cryntography and in the latter
part of 1916 he established a Department of Ciphers at Riverbank, first headed
by Miss Elizebeth Smith and later by Mr. Friedman, who took over both the Depart-
ment and Miss Smith. The Department of Ciphers conducted cryptanalytic work for
the State, War, Havy, and Justice Departmeants, since at the time none of these
organizations had any cryptanalytic units whatsoever until the Army established
a unit (under Herbert O. Yardley) in the latter part of 1917.

5For Mr. Friedman's own account of this solution, see "Can Cryptologic His~-
tory Repeat Itself?", NSA Technical Journal, Vol. XVIII, No. 3, Summer 1973.
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All of these wonders William Friedman accomplished without the benefit
of any machine aids whatsoever. In fact, during Riverbank days he invented
the very first mechanical cryptanalytic aid made in the U.,S. It was called
the poly-alphabet wheel" and consisted of the 26 letters A through Z on a
rubber-faced wheel which, when inked, could be used for running down the
alphabet from a predesignated initial letter. The device was improved by
assembling ten such wheels tozether so that the plain-component sequencec
could be completed on ten letters at a time, but this required the services
of a muscular cryptanalyst to bear down on the roller.

On January 1, 1921, Mr. Friedman began a six-month's contract with the
U.S. Army Signal Corps to prepare cryptographic systems, and the contract was
renewed for -another six months. In 1922 he was hired as the sole cryptanalyst
in the Signal Corps, with a cauliflower-eared ex-professional boxer as s
secretary. Until April 1, 1930, the entire cryptologic organization of the
U.S. Army still consisted only of Mr. Friedman and one clerk-typist. During -
that first week in April, the Signal Intelligence Section was expanded by the
addition of three young high school mathematics teachers recruited by Mr. Fried-~
man as Jjunior cryptanalysts: Solomon Kullback, Frank Rowlett, and Abraham
Sinkov, who were to remain in cryptologic work, making notable contributions
for over three decades and rising to high positions in NSA and its predecessor
organizations.

An amusing story is connected with a challeng= message submitted to the
Signal Corps in 1933 by a New York lawyer representing his client, a poor devil
who had bought, for $100,000, the North American rights to a civher machine in-
vented in 1924 by Alexander von Kryha of Germany. The machine was touted by the
inventor as absolutely indecipherable, and a German mathematician had demon-
stratedBBhat the number of ways in which a message could be =2nciphered was
2.,29x10°°, a figure 100 million times as large as the number of atoms in the
universe. Friedman had studied the machine earlier, and had demolished it along
with everything else he studied. After an exchange of correspondence with the
lawyer, Friedman tolid his superior that it might be a profitable training exercise
for his subordinates if the 200-word challenge were asccepted. Accordingly, the
lawyer prepared a message enciphered on the machine, the alphabets and initial
setting being secret. The message, in triplicate as requested, was received on
February 24, and was date-stamped "Feb 24 AM 11:12," with the notation in Fried-
man's handwriting, 'Commenced work. W.F.F." On another part of the message was
the pixie-ish observation, 'Time out during lunch period, 50 minutes. W,F.F."
And then over the date-time stamp "Feb 24 PM 2:43," was the cryptic notation,
"Solved. W.F.F." Klapsed time: 3 hours and 31 minutes, less 50 minutes for
lunch--2 hours and 41 minutes! A letter with the decipherment and the keys was
sent to the lawyer that afternoon. This solution in 2 hours and 41 minutes is
remarkable not only because of the absence of any machine aids at that time,7 but

6In selecting his personnel, Mr. Friedman picked the three persons from the
civil service list who had made the highest scores on the mathematics examination.

7It was not until 1936, after Mr. Friedman's continued insistence, that the
Army obtained its first IBM data processing machines for cryptologic purposes.
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particutarly so for the light it throws on Mr. Friedman's direction and organi-
zation of the cryptologic effort of his three assistants. As a result of this
solution the Signal Intelligence Section gained. renewed respect and--far more

important--recognition at the highest Army levels and increased fiscal support.

Cryptologic litersture in the 1930s was woefully inadequate.9 Mr. Friedman
therefore embarked on a program of translating foreign works in the public
domain, and of publishing technical reports of the solution of cryptosystems
studied, in order to begin collecting a body of literature for training crypt-
analysts in the years to come. As a consequence, during an eight-year period
in the 1930s the members of the Signal Intelligence Section (numbering not more
than eight at any one tine, including student officers) wrote over 16 books of
expository technical-works in cryptanalysis.lG Friedman systematized the art,
and unfolded the science in his classic four volumes, Military Cryptanalysis,
Parts I-IV. When Kullback, Rowlett, and Sinkov were recruited, they spent their
first iwo years with Mr, Friedman in a course of study, consisting of a series
of cryptanalytic problems prepared by the latter; the textbook was "Elements of
Cryptanalysis,” then the finest work extant. In 1931 1lst Lt. Mark Rhoads was
asgsigned to Mr. Friedman for one year, to learn all there was to know about
cryptography and cryptanalysis. Towards the end of his year, Lt. Rhoads wrote
a memo to the Chief Signal Officer saying that one year was insufficient to leurn
all there was to know about cryptology: it would take two years. Consequently,
Lt. FRhoads was kept on for a second year and becams the instructor for lst Lt.
W. Preston Corderman, who was assigned for a two-y2ar tour. The Signal Intelli-
gence School was formally established, and Lt. Cordermen (later to become Chief,
Army Security Agency) was the instructor for the naxt student, and so on for a
number of student bodies consisting of two each. Thus was established the ground-
work of scientific cryptanalytic training.

Friedman studied many proposels for cryptographic systems, embracing both
manual. and machine methods, demolishing everything that came his way. Good
cryptographic ideas were hard to come by, as requirements were stiff and standunrds
set were high. One machine that was studied, the IT&T cipher machine with ten
large cam wheels for teleprinter encipherment, had a pericd of 8.65x101%: the
inventor and his sponsors claimed that cryptograms produced by the machine were
practically, if not absolutely, indecipherable without the key. It took almost
four years to construct the machine, at a cost of approximately $100,000--but it
took Friedman and his staff less than three hours to break it. In another case,
an ingenious machine fractionated a plaintext letfzr into two parts, subjected
these fractional parts to a complex substitution, and finally recombined the parts

SFor the story of this solution in detail, see L. D, Callimahos, "QeE.De--
2 Hours, 41 Minutes," NSA Technical Journal, Vol. XVIII, No. 4, Fall 1973,

9Cryptologic literature in the 1970s is woefully inadequate. .
lOIn a memorandum which I sent on June lh, 1960, +© the Director of TrginiﬁJ
NSA, I pointed out that by cemparison, NSA should have published approximatel;,

3200 books in the last 8 years, but that the true figure was less that 16, o
one-half of one percent of the productivity of the early Army effort.
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to produce a single cipher letter: this was a brilliant idea that did not long
withstand Friedman's scrutiny. In addition to his ability to destroy everyone
else's ciphers, Friedman was able to invent a number of cryptographic systems

for his country that would withstand sophisticated attack by enemy cryptanalysts.
For his inventions Congress in 1956 awarded him $100,000 in compensation for pro-
fits he might have realized if the patents had not been held secret by the Govern-
ment.

Because of Mr. Friedman's foresight and pioneering efforts in cryptanalysis,
cryptanalytic training, data-processing machine utilization, and cryptanalytic
organization, the U.S. Army was fully prepared to meet the cryptologic chsllenges
of World War I1II., Friedman took part in all these aspects during the war and con-
tinued to make notable contributions. After the war a most spectacular role of
cryptanalysis was revealed in the hearings held by the joint congressional com-
mittee on the investigation of the Pearl Harbor attack. At that time it was muade
public that, shortly before the war, the U.S. in a brilliant stroke of crypt-
analysis had been able to reconstruct the Japanese cipher machine which was used
for the highest-level diplomatic communications, enabling this traffic to be read
throughout the war. The successful solution of this machine, known by its cover
name as the PURPLE machine, represented 18 months of intensive study by a group
of UsSe Army cryptanalysts under the direction of William F. Friedman.

Mr. Friedman continued after the war as Director, Communications Research,
under whom I was privileged to work as an Army officer. With the establishment
of the Armed Forces Security Agency in 1949, he became Chief of the Technical
Division and I was once again working for him, but this time in civilian clothos.
In 1952 the National Security Agency was created; he was now Technical Consultant
to the Director, and two years later was named Special Assistant to the Director,
the post he held until his retirement in 1955, after over 35 years of service
with United States cryptologic activities.

EPILOGUE

His inventions and many achievements won for Mr. Friedman the nation's hizhest
awards and a reputation as one of the world's leading cryptologists. In 194k, he
was presented the War Department's highest decoration, the Exceptional Civilian
Service Award; in 1946, he was awarded the Presidential Medal for Merit; and in
1955, Mr. Allen Dulles, then Director of Central Intelligence, presented him the
National Security Medal, the country's highest award for contributions to the
national security. He was the author of many classified publications and training
texts, of articles in scholarly journals, and of the articles on cryptology in the
1927 and 1954 editions of the Encyclovaedia Britannica. With his wife (who was for
years a cryptologist with the Treasury Department), he wrote the book, The Shaze-
spearean Ciphers Ixamined, for which they were were awarded the Folger Shzake-~ -
spearean Literary Prize and the Fifth Annual Award of the American Shakespearean
Festival Theater and Academy.

On Sunday, November 2, 1969, William Frederick Friedman died quietly at his
home in Weshington, D.C., and was buried with full military honors in Arlington
Cemetery. The legendary figure is with us still--in the works he left behind, in
the science he created, and in the inspiration he bequeathed to his colleagues
and friends.
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WILLIAM F. FRIEDMAN (1891-1969), dean of modern American cryptologists, the

most eminent pioneer in the application of scientific principles to crypto-
logy who laid the foundation for present-day concepts. Born in Kichinev,
Russia, on September 24, 1891, he came to the United States in 1892; he
retired from the Natlonal Security Agency in 1955, after 35 years of service
with U.8. cryptologic activities, and died at his home in Washington, D.C.,
on November 2, 1969,

B.S. (Genetics), Cornell University, 1914; Research Fellow, New York
State Experiment Station, Geneva, N.Y., 191L; Graduate Student and Instructor
in Genetics, Cornell University, 191Lk-1015; Director, Department of Genetics,
Riverbank Laboratories, Geneva, Ill., 1915-1916; Director, Departments of
Ciphers and Genetics, Riverbank Laboratories, 1916-1918; 1lst Lt., N.A.,
serving in Code and Cipher Solving Section, G2, GHQ AEF, Chaumont, France,
1918_1919 (retired as Lt. Col., USAR, 1951); Dlrector, Denartment of Ciphers,
Riverbank Laboratories, 1919-1920; Cryptographer, Qffice of the Chief Signal
Officer, Washington, D.C., 1921; Cryptanalyst, War Department, 1922-194T;
Director, Communications Research, Army Security Agency, 1947-1949; Crypto-
logic Consultant, Armed Forces Security Agency, 1949-1951; Research Consult-
ant, National Security Agency, 1951- -195k4; Svecial Assistant to the Director,
NSA, 1954-1955 (retirement); Member, IISA Scientific Advisory Board, 195h-
1969, Special Consultant, NSA, 1955-1969.

For his many contributions to the security of ris country, he received
the War Department Medal for Exceptional Civilian Service (194k), the Presi-
dential Medal for Merit (1946), the Presidential National Security Medal
(1955), and a special congressional award of $100,0(0 for inventions and
patents in the field of cryptology held secret by tre Government (1956).

For their contributions to literature, he and Mrs. Friedman received the
Fifth Annual Shakespeare Award in 1958 from the American Shakespeare Festival
Theater and Academy for their book The Shakespearear Ciphers kKxamined.

Mr. Friedman was a member of Sigma Xi, the Cosmos Club, the U.S. Naval
Institute, and The Shakespeare Association of America. He was listed in
Who's Who in America and in American Men of Science.

Author of many classified books and brochures, technical treatises, and
articles on cryptologic subjects; articles in the Signal Corps Bulletin
(1925-1940); Riverbank Publications on Cryptology (1918-1922), the more im-
portant of which are "Several Machine Ciphers and Methods for Thelr Solution,"

"The Index of Coincidence and Its Applications in Cryptoaraphy, and "An Appli-
cation of the Science of Statistics to Cryptography." Technical papers and
reports published by the Office of the Chief Signal Officer and by the Signal
Intelligence Service (1935-1945), among which may be mentioned "The Principles
of Indirect Symmetry of Position in Secondary Alphabets and Their Application
in the Solution of Polyalphabetic Substitution Ciphers,"” "American Army Field
Codes in the American Expeditionary Forces During the First World War,"

"Analysis of a Mechanico-Electrical Cryptograph " and "Military Cryptdnalysis”
(rev1sed and enlarved in the late 1950's by Lambros D. Callimahos 1n the "Mili-
tary Cryptanalytics” series). Encyclopaedia Britannica article on "Codes and
Ciphers (Cryptology)," 1927 (revised 195k). '"Jacques Casanova, Cryptologist,'
in Casanove Gleanings, Nice,France, 1961. Co-author with his wife Elizebeth
Smith Friedman, of The Shakespsarean Civhers Examined, 1957; "Acrostics, Ana=-
grams and Pheucex, Philolosical Querterly, 1959; 'The Cryptologist Looks at
Shakespeare" (Folger Literary rrize), L1955,
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