,{ijj' A o e§E§ﬁ§E1A4146658.

\ . . X XL

NAVY ﬂEPARTMENT

gg;ggiGégzglzo Office of the gggginggogeval Oﬁeu&tions
— May 15, 1943
Prom: . The Assistant Diree%g;_gg.ge)wal Conmmnications,
To : - - Colonel ¥, P, Corderman.
v | Sub ject: ;‘Suggested Solution of Commercial Enjigma
Reference: ~ (a) Memo of Apr. 5, 1943 on the above subject.
Enclosure: (A) Reference (a).

- 1. The subject method of solution was discussed at &
conference at the Naval Communications Annex on May &4, 1943,

The Army representatives present vwere Major Rosen, Captain Seaman,
Captain Dunvell, Mr. Fermer, and Mr. Small, The Navy repre-
sentatives were Lieutenant Oommander H, T. Engstrom and Licutenant
Commander R. B. Ely. : .

2. Research on a machine which will carry out the suggested
opsration as well as other more general processes was initiated .
by the Navy in September, 1942. General designs were completed
in January, 1943, and a model of the equipment 1s novw under
construction. Delivery i1s expected in about one month. -

3. Discussions at the conference showed oomplete'agreément
on the general design of the equipment. . o .

4., The proposal of the reference in handling turn-over
points 1s sound. It is intended, however, to check the operation
of a single unit before considering tandem operations.

5. Your cooperation in suhmitting the reference is
apprecisted,

E. E. STORE
Captain, U, 3. Navy

Reclassified and approved for release by NSA on 10-21-2014 pursuantto B O 13528
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.
SUGGESTED GENERAL SOLUTION ‘FOR THE

COMMERCIAL ENIGMA, WHERE ONLY THE END PLATE AND
WHEEL WIRINGS ARE KNOWN

*#%%

By the'methbd to be described, we should:be.able to "break"
any averege messagg’cngiphered'bj'the éommerciai enigma, in an
houﬁ's testing'time, even though the indicators ere not known.

 ’Thie method useS-high,sbeed‘analytic‘machinery already
developed. . | | B | |

No plain text assumptions-aré_hecesgary.

1. Basic prineiples underlying solution: |

Suppose a davélopment‘sheeﬁ is made'up by enciphering
only the letter "B at every possible setting of the commercial
enigma. The other 25 1etters are left undeveloped. |

Then by superimposing an unknovn message against this '
development and noting "hits," the setting where most "E's“ are
possible can readily be determined.

Such a seeting is not necessarily the prope; one hovever,
unless many hupdred letters of message text were used in the
test. | | o

Novw suppose thét a development sheet hasrbeen made by
enciphering the nine highest frequency,lettefs at each setting--
80 th&t|wh9n any given letter<of the message to be~tésfed is
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|
i

_elic agaimst_this deveiopment; a “hit" at any position of this
'developmemt meems that eifher an,ﬁE" or a "P" or an "0" etc.,
could have'been_encibhered at this position.'ﬁA no-hit means
that a mediom or low'frequencyhletter would haﬁe been enclphered
at this point. | o

| If thirty-six coneecutive 1etters of the message are slid
simultameously, and their hits totaled, the proper setting '
- should give an estimated total of 26 hbts (on average) Only
seven improper’ cases (out of 2 400 000 teets needed in: the
commercial enigma) will equel-or‘exceed this average value,
-~ (8ee paragraph 3 below.) Such & test ie therefore practical
if the tests can be made speedily. » .

2. Equipment to be used.--A high speed index of coincidence

‘analyzer 1is needed. - This,machine sheuld give the total number
"of coincidences for a euperimpoeition 38 letters wide, at each
setting, - Furtﬁermore, at;each setting, each of the 36 letters
should be .teste'd,.in its owm column egaimsi:. a 26 ietter alphabet
whose indimiddal ffequenciee sre eitheé "1" or “¢" This can
be accomplished by a tepe vith 26 levels or more, in vhich the
frequency of "1° is indicated by punch“, and of “¢" 1s indicated
by no-punch" Speed is assumed to~be 120 000 positions per
minute. we understand this equipment iS'forthcoming soon.

' S Mathematics 1nv01ved.--Given N identical variates

(in this case N = 36, sinece. our test is 38 letters wide) with
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any one of the variates to be indieated by "x" and to- take -
on the following values with the probabilitles assoclated

" thereto:.
Rendom csse: | ' Causal case:
x P . x  p~
1 9/26* 1  T1/200%
¢ 17/26 . @ 29/180

*For English, if it is ome of the 1etters
E,T, O’A Ng I,R’S’H ) .

: Eipgéted'vglue xr(rahéom) 9/26 or .346
415
.710

Question: What is the probability that ‘the rendom value

VarianceIX’(randbm)

Expected value x (causal)

(13

will be'greater»than the_average causal value, glven a total
test N variates vide? - .

The inverse of this nrobability vas looked up in the
, standard npormel-curve charts, wherein Xg (the value for X as
1t appears in the tables) was.
WG found thst for Ry = 4.5, the probability that it would equal
or exceed 1s only 3/1 000 000 and for Xt to equal h 5 BN must
be exactly 36 1etters. (Assuming 10% inaccuracy however this
vould require 54 letters. ) L

4, Bffect of the ringstellung --The above caelculations

were made considering the second-vheel turnover point, or

v ;3;‘;f§§E@ﬁEEF%> 
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'"ringstellung , to ocour at the end of the first 26 latters in -
each message, and after each set of 26 thereafter. |
Diffevent ringetellungs can be provided for, however,
by several methods, all practical. ‘ S
' Perhaps the simplest is to use two high specd anslytic L
machines, wired in parallel. to the same counting wechanism,. .
The mastar“ "development“ tape is. ‘then prepared in
* duplicate, as follows:
 Each cyele of 26 alphabets generated by the first vheel
.between motions of the second wheel, is repeated immediately
after itself before the kick over. takes place. R k
Eighgeen:congegutive_letters or,the message text are then
set up on one inthg gnaljticmachines; the é7th to ith letters
afé set up ph-thefsecond machine.. The tape on the second machine
is advanced 52 positions,with ;eteﬁénce_to the gape on the first
mechine., The two machines are then.run in synchronism, their
'.outputs‘be;ﬁg vired in pmrallel. The resultiis a test Qf 2 x 18
or 36 letters, as requiréd. The proper setting can be‘found it
vthe breakover occurs somewhere between the 18th and 27th letters
of the mesaage, these not having been set up on the test board.
Supposing the breakover to have occu:ed howeve: betueen the 27th
and the 34th lettersw then wé should have started with the 9th
letter to set up,oﬁr teﬁt;‘.a sécon@ rUn is therefore mg?e, |

setting up the machines pegilnning at the 9th and 35th letters,
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A third pun is made at the 17th and 43rd léfters.,'Thié covers
_praétiéa;ly‘é§ery possibility in just three runs.
Since we.expected\7'bad settings per run, the total
number of bad seftihgs equalling or exceeding the average
good value is therefore only 21. '
If it is desired ﬁd use just one machine, we will
require é tape of ten million positions, run_thréugh three
times. The tape is made up as follovs: the basic tape is
spread out to every other position, and 1ts duplicate advanced
52 positions and printed in betﬁeen. 'The‘édmb;ned tape is
thén‘put in the anslyzer. The first 18 letters are then set uﬁ
across the test étrip at every other position, and the 27th to
L4th letters set up in between. Five ﬁillion’interspersedh
: aettings of the master'tape willoof course be 1mposs1b1e
séttings, and'the effective length oftthe-tape'as'far as huﬁber
of comparisionslgoeg wiil therefore,be only the remaining 5,000,000,
and half of'these_éré duplicates.~ éo for three runs ve must still
deal with only 21 bad settings sbove the average good value.
Another methqd of-usingva single'machige conslsts of making
a tepe only 5;ooo,boo long, and making three runs with the twq
18 1ettef groups stafting in egch of three positions for each run.
(Not to be deseribed here.)
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Less letters would have to be taken into the test of |

course, if a1l 26 could be. used in each alphebet and accurate

frequency velues punched" into the tape by varying the sizes

~of the holes “punched" * This is not considered necessary,

since the 36-wide test should be possible with astandardized
machinery. | -

It should be ooted thet':epid anaiytic apparatus 1is used

_throughout; the tiﬁes of'testing are exceptionally short; bad
cases as high as the average good are not too nnmerous, end
can be lessendd withlangueges other than English, and best of &ll,
no plain text guesaee are required. "

The bottleneck, if gny, 1is in preparation of the development
tapes. We have not been informed as to the exect nature of the
machines accomplishing tape manufacture, and cannot estimate
‘times here. . | | A

. Possibilities for solving Orange and Yellow traffic may
develop out of thia proposed Indigo method, -

*For German;iappfoximetely 25 letters.

Section B III F
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9PSIS 3115.-0en. : ' '  $PSIS-3
' ist Memo Ind.

Director;ot Communications Reﬁaa?eh, 3 July 1943.-
To: Commanding 0fficer, Arlington Hall Staticn

1. In o paper dated 5 April 1943, the 885 Gescribed a
"Suggested Gensral Solutlon For The Commerical Enigma Where
Only The End Plates And Wheel Wiringe Are Enown”. The basic
ides vas entirely conceived and elaborated by 888 personnel,
independently of any contact with the Ravys, The title of the
paper vas unnecessarily limited, heecause the principles are :
applicsble to the steckered Enigma &lso, It presented possidili-
ties fzg a purely statistical metho¢ of solution, not requiring
any cribs. : . '

2. In viev of our previous relations with the Navy in
rogard to technical resesrch aond development, as soon as the
proposed nev solution eppeared to offer possibillities, 2 con-
ference wvas arrenged with the Navy for the purpose of disclosing
the idea to them and possibly inftiating & Joint project for
incorporating wmodifications in an existing Navy RAM known asa
"Tetra-Tessie" with a view to trying sut the new statistiesl
method conceived by SES perscnmnel., This conference vas hsld
on May 4, and is the one referr2d to in the Nevy nemorandum
dated May 15, Inssmuch as I vas away oo & mission, I was not
present at that conference, ‘

5. 1t wes only at the end of the conforence, sfter our
representatives had disclosed the bosic principles of our
proposed method of statistical solution, that the Navy repre-
septatives saw fit to disclose to our representatives at the
conference the fact that they had under develcpment a new plece
of equipment krown &s "Hype”, vwhich was intended to operate
along somevhat new lines in connection with E solution activi-
ties but etill requived the use of "cpibs®. They indicated
hovever that they were awars of statistical poasibilities along
lines similar t¢ oura, _ S

§, After some discussion, during which our representatives
pointed out how the "Tetra-Tessie" machine might be modified,
the Navy repressntatives thought that the "Hypo™ machine might
be used for the type of statistical solution proposed by 888,
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Thersupon our representatives left with the Navy the memorandum
dated April 5, to vhich reference was mide in the first psragrarh
above, for ths purpose of closer study by the Ravy to determine
the feasibility of the solution by use of a suitably modified
"Hypo™ machine. It vas Jjointly agreed not to initiate an
additional developsent project for squipment specifically designed
to operate acoording to the principles disclossd in the above-
mentionsd memorandum. . '

’ 5. At no time during this conference did the Navy mention
the fact that although they had disclosed "Tetra-Tesaie™ to

the Bri{ish they had withheld this technical development re-
lating to the "Hypo® machine from the British. This fact
developed only during & conversation between Commander Wenger
and myself on the evening of June 17. I must admit that I wvas
considerably astonrished to learn this fact, and it should also .
be stated that our representatives at that conference vere glso -

~ talken aback vhen they learned that the "Hypo® development,
although dating from September 1932, had not been praviously
disclosed to 8895, : | :

6. Only general features vere discussed and few details -
of the "Hypo" equipment were made available &t the conference.
After more mature thoupht snd deliberation, keeping in mind
the fact that the proposed "Hypo" machine is intended for “orid®
operation, 1t was not and is still not clearly apparent to us
how the "Hypo® machine can be directly applied to the statistical
method proposed by us; hovever we ars still not cognisant of all
constructional and operating details of the "Hypo" machine and
no effort has been made by us to secure these detalls. It was
decided to weit until the proposed egquipment has heen reduced .
to practice before going furthor into the matter. This did not
seem to be long off, for delivery of the *Hypo" machine wvas
indicated as being c¢nly about a month off. . :

T. In view of the foregoing, it is clear that the 835 is
not under any obligaticn to the Navy for any of the ideas
involved in the 888 proposed statiatical method of solution as.

~ disclosed in the above-mentioned memorandum of 5 April 1943,

8. There i3 now considerable doubt in our minds ss to
vhether ths proposed "Hypo" apparatus csn be resdily modified
« to accomplish the type of statistical solition proposed dy us,
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and.we are undertaking studiea independently of the Navy, with.
& view to initiating & pwoject for the canstruction of e maehine
that will accomplish it.

c 9. Although 1t is rsalized that this qpestion invblves

_ matters of poliey, I feel nevertheless warranted in meidng -

‘the recommendation that we sbide. strictly by the terms of our
recent agrecment with the British in respect to & complete '
lnterchange of technical information, especislly in regard to
the "B" problem. This may not be the time to make a disclosure °
.0 the British but I feel that we way vant to be free to make - .
& digclosure should our preliminary inveatigatioﬁs preve the
feasibility of our propoeazh.- N _

10.- In viaw of the fact that Gaptaxn Seaman and ﬂr. Ferngr
are umavare of the situation raised by your memorandum of June
. 28, and ipsamuch as they are still avaiting trensportation
1t may be desirable to communieate with them with a view to
giving them proper 1ns§ructions in the premises.

w_lliam;F. Friedman
Director of Gammnnications
- Reseayreh -
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Director of Communicstions Eeseerch, 3 July 1943.
Pos COmmﬁhding Offacer, Arliﬁgtoa HéllfStationf
‘1, In a8 paper dated 5 April 1943, the 358 described a

#3uggested General Solution Por The Commerical Enigma Where
Only The End Plates And Vheel Wirings Are Known®. The basie

'1dea was entirvely. conceived and elabvorated by SS8 personnel,

independently of any contéct with the Eavy., The title of the

. paper vas unnecessarily limited, because the principles are

applicable to the steckered Enigms &1so. It presented possibili-
ties for a purely statistical method of solution, not requiring
any cribs, )

-

\ -
2. In view of our previous relations with the Nevy in

. regard to technical research and development, &s soon as the

proposed nev solution appeared to offer possibilities, & con-
ference was apranged vith the Navy for the purpose of disclosing
the 1dea to them and possibly initiating s joint project for
incorporatlng modifications in an existing Navy RAM known as
SPetrs-Teasie" with a viev to trying out the new statistiecal
method conceived by BSS personnel. This conference was held
on Mey 4, and is the one referred to in the Nevy memorandum
dasted May 15. Inasmuch &s I vas awvay on a mission, I was not
present at that conference,

. D It was only at the end of the conference, after our
representatives had disclosed the basic prineiples of our .
proposed method of statistical solution, that the Navy repre-
sentatives saw fit to disclose to our representatives at the
conference the fact that they had under development & new plece
of equipment known as "Hypo™, v¥hich wvas intended to operate
along somewhat new lines in connection with E solution activi-
ties but still required the use of "cribs", They indicated
hovever that they vere &ware-of statistical possibllities along
11nes similear to. ours. ,

: 4, After some. discusaion, dnring vhich our representstives
pointed out hov the "Tetra-Teszle" machine might be modified,
the Navy representatives thought that the "Hypo® machine might
be used for the type of stat&stigal solutlion proposed bx 5884
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Thereupon our representatives left with the Navy the memorandum
deted April 5, to vhiceh reference was made in the first paragraph
abecve, for the purpose of closer study by the Navy to determine -
the feasibility of the solution by use of a sultably modified

o” machine, It was jointly agreed not to initists an
edditionel development project for equipmenti specifically designed
%0 operate according to the principles disclosed in the above-~
mentioned memoraundunm, ' R :

5. At no time during this conference did the Navy mention
the fact that although they had disc¢losed "Tetra-Tessie” to
the British they had withheld this technical develcpment re-
lating to the "Hypo" machine from the British, This fact
developed only during & conversation between Commander Wenger
and myself on the evening of June 17, I must admit that I was
consliderably astonished to leaPn this fact, and it should also
be stated that our representatives at that conference were also
taken aback vhen they learned that the "Hypo" development,
although dating from September 1942, had not been previously
disclosed to 388, ,

G, Only general features wers discussed and few detalls
of the "Hypo" eguiprient were made avallable at the conference.
After more mature thought and deliberation, keeping in mind
the fact that thé proposed "Hypo” machine is intended for "erid"
operation, it vas not and is still not elesrly apparent to us
how the "Hypo™ maehine can be directly spplied to the statistical
method proposed by uz; hovwever we are still not cognisant of all
constructional end operating detalls of the "Hypo® machine and
no effort has been made by us to secure these cCetails., It was
declded to vailt until the proposed sguirment has been reduced
to practice bvefore going further into the matter, This did not
seen to be long off, for delivory of the “Hypo" machine was
. Andlcated a3 being only about a month off,

. 7. In viev of the foregoing, it is clear that the SSS is -
not under any obligation to the Navy for any of the ideas

_involved in the 855 proposed statistical method of solution as
disclosed in the above-mentioned memoreandum of 5 April 1943.

8. There i1a now conasiderable doubt in our minds as to

vhether the proposed "Hypo® apparzstus can be readily modified
to accomplish the type of statistical solution proposed by us,
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end ve are undertaking studles independently of the Navy, with
- & view to initlating a8 project for the construction of a machinc
‘that vwill accomplish it. ,

9. Although 1t is realized that this question involves
matters of policy,. I feel nevertheless warranted in making
the recommendetion that we abide strictly by the terms of our -

- recent agreement with the British in respect to a complete
1nterchange of technical information, especially in regerd to
the "E" problem. This may not be the time to make a disclosure
to the British but I feel that ve may want to be free to make
& disclosure should our preliminnry 1nvestigations prove the
fea81bility'of our proposal. .

: 10. In view of the fact that Captain Seaman and Mr. Perner
are unavare of the situstion raised by your memorandum of June
28, and inasriuch &8s -they are still avaiting transportation

it may be desirable to communicate with them with 2 view to
giving them proper instrncticn: in the premises.

William F. Friedman
Director of Communications
‘ Research



