R - - o
FRene .- - .2 niE= X ita My rs A S LA A
[

—upee ., REF.. ID; 259349
ol NPT o 4. A I

Euf N \j'

1. In August 1953 the Mxecutive Secretary, WrCTR, expressed comcorn
ovir the high peraontage of COHINT compronises due to ineffective
cxpications decurity. ¥Ne recommcended that the Director, XSA, bs
fnstructed by UECIB to tske certaln speaific actions, including inspecticns
if necessary, to remedy the situation (USCIP 13/358).

#. Subeequent pepers recamarded elimination of the inspection
slmies from the Executive Secrelary’s groposed dreft. Ynstead, tho Drector,
B4, would be requested to esteblish and mitnit for Board epproval minteus
W - %&ﬂm ”ﬁ% systens, meeﬁretg; mcueaai
training prozrens follomved TECIB meedbers transminsion
of CAONT by eleotrical wesns.

2. O § Yodruary 195% USCIB spproved o new Tirective §9 "instrustions
for Reparting Compronises snd Possidle Compramises of COMINT Information
wl of C Gode Words.™

L 9 8 Juyy Y95% tco1B approved {UScrn 13.5/48) the "mintemm
atauaaﬂs? tted by Director, tISA. é&tlﬂe:’“wuy Pequivenents
for Trapscission of COURT by Electrica) Mesas.®

5. To Ms amsusl report to TCTB {BCIB 5.4/12) the Exccutive
Wmﬁdﬂdﬂmmmm, NA, prepare snd forverd %o USCIB
in time eoniiferation st the Septerber meeting a status report on agticn
takun to Improve comnmicatioos secmrity in the COMIET slements umder his

swrational or tachnical comtrol, together with eny reccemcndations ha
ht deem appropriste.

S copsTERATLON

- 6. Us0M 13.8/8) circulates for UCIB comsidoration the Status Report
#itmitted by WA, 5/

9. hscoverin%_ pororandin {6 is painted out that, whils encryption
or101s Aol equipnont Tailures are relatively frequent, more than half of
Y conpronises of COTRET Infarmation contimo to involve transmission in
the ¢lear on Igterceptible vire or ralilo circuits, In a8dition, s high
pircentage of these clear text trananissions are fus directly to inattention
o aavelessnons an the part of the operators.
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8. the memorsnium states that, since improvements in equipants
mmudmhwmtmﬂ&dhﬁnhwmmtum
#tuation, prevantive and corrective sction in the future sbonld place
incrossell end contimed empbasis an Apecific guides snd criteris for
training and indoctrination of persomne), snl on the besic responsibility

af comeirnd te davelop In sibordinntes a deep samse of personal responaibility

for the maintenance of security.

9. The report reveals that ihe bazard to security as a result of
Mvumzfp!ainin@aga transnissions was recopnived and brought to the
sttontion of the Service ngtolo?c Agensies by the Director in July 1951,
fince that time, verfous equipment moldifications and other corrective
widina have been recoiiiind-¥. Boma of those were immediately sdopted by
fne or wora of the Baxrvices; others have not yet beon fully implerxinted.
In the moentine, the viclations contImie at s high rate) snd incressed
siphaais on h‘ainincf appenrs to be the main solution.

10, The wamorsihm states tpe.:fmemticn af & successful training
a‘@m will :’e?xira the exercise of strict sfninistrstive emtrol, and

t tho s ty to exercise such conirol resides in the Ddrector walder
the termg of BECID #9. It is, mevertheless, the Director's intention not
to aspuse direct administrative eontrol ad this time, But to contlime to
&t throuzh sod in collaboration with tho Services. The success of the
sutperative effort in , 8 the proegptness of Service cooperation
in alopting future reccom-ndetions for the improvement of commmications
petirity, vill determine whether or not the Pirector should conaider the
gxeriise of more direct control.

3. In affition to esteblishing specific training criteria, tbe
Director contenplates the following tiomal corrective action:

e Inmuo of check-off lists covering a1l es of eaxnnication
:ﬁtsgny, ‘b;ot:: used in the conduct of Gggin&i;n inspoctions of field
tions Coapmanding 8fficer or cor Charge. Reporto of thess
inspectiona will be mibmftted to ¥EA. e

P Notificeation %o the Rervice Field Activities that NuA is

paved to provido, e request, Visit Teams for the cenduzt of
orpal, instructional visits to £leld stations.

BECORENDATION ’
a8, ¥o recormendation requirved on this ftem.
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