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MEMORANDUM FOR THE MDmERS C6 USCIB: 

Subject: Oanpraniae ot Codeword and Associated 
IntOI'ID&tion. 

23 

1. The enclosure is torwarded. tor Board coasidera-
tion at the request o£ the Director, NSA. 

2. It is requested that your views with respect to 
the recommendations contained in paragraphs 4 and S be 
ent,ereci on the attached vote sheet • 'Which should be re­
tumed to the SecretaJ7 b7 Fridq, 23 Januar.r 1953· 
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eTOP SECRE?ie 
NATIONAL SECURITY AGENCY 

WASHINGTON 25, D. C. 
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fOP 8JilC1tB! • SEeUB!'f!' fHPOJtl()\t!Oif 

MIIIORANDUH PO.R THE ACTING EXECUTIVE SECRE!Aar, usom 

SUBJECT: CCIIlpl'aDiae ot Codeword and Associated Intomat1on 

3. The D1J'ector concurs 1n the view that the codeword must be 
ccasidered camprcmised.. Codeword changes n01'!D&ll1' are not made =l•a 
a comp:rcm:lae has occurred. Not all cod.-orcl com.p!'CIId.ses result, however, 
:ln cocleword changes. No criteria have bean •tablieheci whereb7 it Dill' 
be decided wheliher a given compromise whould be tollowad b7 a codeword 
change. The likelihood that the codeword may have bean revealed to 
unauthorised persons need not be weighed in such a decision becauae 
this question will ~ have bem CCMidered in dec1diug whether 
a codeword camprcm1ae baa occurred. 

4. As a recamnanded criter1Cil, changes of comprom1sec:l codeworda 
should be acccmpl:lahecl whenever specific securit7 advantages result1Dg 
tram such changes 'IJJ/J.7 be foreseen. Apparentq, the ~ other secure 
critericn would be the automatic change ot a codeword whenever it is 
cempromised. Such automai;io chaages, hCMJYer, would seem to be 
inefficient ancl uneccmomical 1D those inatances where specitic seeurit7 
advantages are not foreseen. 

s. With f'urther reterence to the codeword camprcm1se reported b,r 
the Deput7 Director, GCHQ, the Director does not toreaee 8frT seourit7 
advantages which might result it the codeword were changed BDd recCIIIIUilds, 
therefore, that the codeword be retained. 

6. With turliher reference to the COMIN'l successes revealed b7 
the subject compramiae, no t'urther acticm seams to be required at 
this time. 
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7. It is requested that the above 1ntoi"JD8.t1cm and recarmendaticos 
be submitted to USCIB Members tor vote sheet appl'OTal. A final repl.J' 
to the JUIIIOrandum menticmed in paragraph 1, above, is being tdtbheld 
pending aucb approval. 

FOR THE llilBr.rOR: 
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/s/ P. P. Le1&h 
Pa P. LIIOH 
Captain, u.s. Hav 
Act1Dg Chie.t" ~ Staf't 
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