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UNITED STATES GOVERNMENT

DATR:

FROM

SUBJECT: Sepayate Codeword for Cryptanalytic Methods

1. ‘e Director hes revieved the procedures proposeld for a seperate codew
word for analytic methols as contained in & memorandun to you, dated § May 1952,
| fron the Chairman, USCIS Becurity Committee (SECCOM). As a regult of this review,
4t tns been Joterulined that the APRA position on this matter remains sudstantially
the samo a8 that contained &n youwr penorandun on this sibject, dated 15 Janunry
m’”mm, m-

} #. The attached dvaft merorandum {Inclosure) for the Chairman, SFCCOM, cone

| tains & firm AFBA policy position on this matter and msintains that separate
codevords for cryptavalytic wmethols and COMINT end projucts should be provided.
It is thercfore recomended that the Inclosurs be forvarded to the Chalrman, SECCOM,
for consideration. .

_ AL¥RED R. WARCY
Colonel, Bignal Corps
Chief of Staff
Inclosure - 1 .-
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Is X socordance with the recoczardation eonisingd dn your miaurandes
of § Wy 1952, the Direator, A¥SA, s been affordad the oppartunity to
arriew the procedures shioh have besn proposel for establishing & separate
sdawor far cryptenalytie methods. As & residt of this review, & fim

ATEA palicy pesition has boen setablished whish s pressnted in the following
puTagrapha.
£» The AP position an this metis receing sdgtactislly the e
A that forwnrdad fur your sonsiderstion in sy mmcandus af 15 Jaasry
1952, In addition, the fullovirg eommerts rewnlted from DIRAPSAYE windy
of your mesordndus of 5 Mey 19523
S Ny the BRUSA Agrecosd, the basic definition of COKINT and of its
o extagorise, spocial intelligence and treffic ixtelligence, relates
to the eud groduct, Historically, this has been the sase since the
wry first codewrd whe veed, The irtentlon ws to require the
irtelliparos 20 slassifind to be hasflad in such & way 89 to protect
She source. Jn addition, the BRUSA Agreccart stipnlstes that T0P
MCHET codeword pedtection shall be sesorded to techrigues related to
W wd product dn acder 30 winlxise the possible inferance derivabls
Shout CAORT suconsmms, Nowevesr, the two flelds of cryptanslitio

mthod and COMIN recults aro, in gereral, quite mepsrats, both as
to matorial Looluded and persocmel irvolved, Yhersfirw, the applle
siicn of wparate codewords to thes is quite femalblo. In the limited
&% of ovwrlyp, the sorvention otmld be thet the produst endoword
1000 wl2 be ued wineo its jrotection Lxplies the protaction of the
FREN ol therdy the sethod,

be The respocaibility of the Director, AFIA, to saintaln adequate
setirity procedures within the COMYC feld i belsg fully discharged,
The dosire to sstablish & separate methods sodeward is meent to
‘mmmmiwmdmammt
of the CONMEC f1ed4, In the 1zt of this, the Loplicetion thet &
mmu«mw:;m Mﬁuﬁmm-mato

v S Ly Lo pulfl L e

hmgdhthgmgowmkhmm«u. $ince




there is a much strister limitation of COMSEC methods to the "need to
knenf® prineiple, the danger to the security of COMIKNT by the establishrant
of a separate msthods codeword is not evident. This is further substanti-
sted by the fact that there are virtually no consumers of this material
sutside of AFSA and, consequently, compronise is unlikely sincs there

is litile or no dissecination in any form.

3. At the recent US/UK Camzamication Security Conferance, this subjeot

was discussed with sssbers of the london Gypher Policy Beard. The opinions
that were expressed on this natier were as followst

a. The UK representatives statelthat, in their cpinien, a single

codeword fer documents sontaining methods and techniques, as distinguished
fyon the sodeword for docunsats containing enly the end products of

COMINT oparations, would result in greater protection for the COMINT end
productss This opinion was basel on ths fact that a fair munber of
people who would requirs indoctriration for the methods eodeword would

o lJonger require indoctrination for the end product codeword.

be The US repvasentatives felt that the provision of a separate sodeword
would result in increassd security for cryptanalytic methods and techniques.
Material of considerable cryptanalytic importance, currently unprotected
Wy codeword, could, under the proposal, be distributed with a greater
neasure of security than is now possible.

G« Both the US and UK representatives sgreed that the propossd divisien
wiuld simplify the problesm of indoctrinsation. In ens ¢ass, it would be

unnscessary to divulge the content cr nature of the COMINT end product

to persons concarnad enly with msthods and techniques. The corollary

of this would follow with respect to the indoctrination of thospe concerned
enly with the possession and evaluation of the COMINT dnd pwoducte

d. It was also felt that, once having adopted a codeword for methods
dacurents, there would salder: be neceasity for changing the word on
account of its actual er suspected coupramise; further, it was felt that
the codeword itself need not be classified as is the codeword for the

exd product,




he Therefore, the USCIB Coordinator requests that you re-examine the
procadures for establishing a sodeword for analytic methods, as proposed in
your semorandun of 5 Nay 1952, in the light ef the AFSA poliey position noted

.. sbave, and the agreecent reached on this matter hetweon the U3 and UK reprs-

sentatives at the recent Comrunication Security Conferwnce.




