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MEMORANDUN FOR THE MEMAERS, USCIB SECURITY OGOMMITIER %a
SUBJECT: Codewoxd for Anslytis Mathods

There is attached a draft mamorandum on this subject for the
Coordinator which contains the eonclusions snd rescomendations
which the Comaitteo reached at its mesting on 27 August 1952,

It is requented that you adviss the uwndersigned of my
ohanges or corrections which you desire to have made in this
draft memorandum by telephone or in writing prior to the
closs of Lhusiness on Monday, 8 Siptember 1952,

Roterd &, Rechard

-/ |
ROBERT F, PACKARD
Cheilrman, USCIB Security Comitten

Encl

Draft Memorandum for the
Coordinator _
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3 Septenber 1952

HEHORANIUM POR THE USCIB COORDINATOR
SUBJECT: Codeword for Analytis Mathods

1. Referzice 18 mads % the mysoracduon an thds subjest from the
Cotcrdinatos to SEOG0M dated 1S Jenuary 1952 and 16 July 1952 and to
smmia interim 2aport to the Coardinator of § May 1992,

2. The Security Comittes has reconsidered this problem in
the light of the resent mcmorandum from tha Coordinator and has
reached the conclusions which are cutlined below, Thess conclusions
differ in part from those centaingd in the Committee’s Interin
réport to the Coordinator,

3, The Comxittes has concluded that, within the CONMNY fleld,
cryptanslytie methods and tesimiques oan be proto&ad adsquately, if
handled in accordanee with the existing provisions for the protsetion
of Special Intelligense and Traffic Intelligense, as appropriats.

It is felt that the sstablishment of & separate category or sub-categoxry

of COMDIT and the use of & separate codeword for cryptanalytic methods
and tecmiques is not necessary, and would not necessarily afford
additional sscurity protection. As a corollary, it is felt that

this is equally true as it would apply to the protection of COMINT
products. Theas views are based on the following factors.
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a. Saourity protection of information conoarnieg
cryptenalytis rathods and techniques muat rest
prizarily on propar control over ths distibution of
this informatien, {.e3 strict application of the
"negde-to-inow", This prineiple spplies sually snd
48 a8 spplicable in tho field of mathods sad tadwiques
as in tha field of COMINT produgtion,

be Infoamstion conserning mathods end technlques
is not entirely saparable from information containod
in pooducts, This is partioularly true as regards
Teaffic Intelligense, It would not bs possible to
oronte & separata package for all information dealing

excluwsively with methods and technigques, The rasulting
oveslap would be confusing and eould not be handled
propexly by the use of either s methods codeword or a
products codeword for information in this area of

ovexlap.

6. There is no nead for producing psrsonnel in
AFSA or for consumer agencies to receiws informatim
dealing with mothods end teolmiquas erxcept in those
spacific instendes where that information is pre=-
requisits t0 propsr intelligence use of COMINT produsts,
Hor 18 it negessary for eryptanalystis to raseive COMINT
products save in thoss specifis Instancos whers the
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informatdon contained in these products ip peerequisite

to their analytic tasks, Thess distinaticns can be ’

enforced adequatoly within the frexsvwork of existing

coderords, s incdaxd they appoar to bo at mresmi,

4. Indootrination for Spesial Intelligengsy o

Tealfic Tntelligsase does not require that; on the ane

hani, tho eontent of COMINT products be dlvulged to-

pordonsg concerned only with mothods and techniques or .

that, on the other, methods or techniques be divulged

to persons consernsd only with the production of ende

products., Indoctrination raquired only that all perscns

be instructed ;s to the nature of COMINT activitiss, the

sacurity practices governing them and the specific taske

to which they are assigned,

4o The Qéumittce has conoluded that, in the cawmnications
seourity (OOMSEC) field, optimm gecurity protection for cryptanalytic
mathods and techniques would be realised by application of the existing
ssourity practices for Speaial Intelligenta or Traffic Intelligende,
as appropriate, wherever this information (&) involves refercnoas
to foreign ccmmunications or (b) is similar to those used, or likely
to be used, in tho COMINT field, As a corollary, it is felt that’
COMINT produsnts wovld be adequately protectad within the COMSED
fislid uwnder such an arrangement, These views are based on the
following factors:
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8, The Coordinator's memerandus of 16 July indicates
that COMINT practices are not derogated by the prasm;t
means of handling oryptenalytio methods ad tsoniques
in the COMSEC field and that theo Mty protection of
COMINT products would not be thrautened by spplicatimn
of COMIIT practices to the handling of sryptanalytic
methods snd techniques in the OOMSEG field,

b No mnigue security practice or saps_wste upe of
a codaword for the protection of methods and technidues,
gimilar to that applied in the COMINT f£ield, has been
evolvad or suggestel for thes COMSEC fiald,

8o Use of the present COMINT codeswords in the
COMSEC field would be consistent with thoze provisions
of Appendix B of the BRUSA Agroement whioh state that
tsohnical matter appertaining to the mroduction of
Special Intelligends or Traffis Intallipmoce shall be
designated by the appropriate codawords and that
ecommmications which reveal sctusl success, progress
or procesg in the production of Spocial Intelligence
or Traffic Intelligentes shall bear ths appropriste
codewords.

d, Application of the present COMIT codawords to
methods and tachniques in the COMSEC field would be .
sonscnant with British practice save in thoss instanges




vhers the British may apply COMINT codewords to COMSED

information which does mot Snvolve foveign commmications \ _
or rothods similar to, or expected to be applicable to;. ' |
malysis in the COMINT £ield.

5. Ify in the Puturw, eircumstances ave changed so az to
require the estiblishment of a ssparate codeword for analytie
methods, thers is provision in the propoved revision of Appmdix
B whereby thiz aould be done through the establislment of sn
additional category or subs.category of COMINT,

6. ‘The Seourity Commities recommsuds, therefore, thats

8, No separate codeword be established for analytle
nothods at this time,
be That the present zeourity practices for handling

Spa¢ial Tntelligence ad Traffic Intelligence and the

present codswords, as spproprlate, be applied within the

COMSEC £ield %o that infermation sbout eryptanglytic

methods end teohniques which involvee either (1) foreign

communications or (2) methods similar to, or expescted to
bs spplicable to, methads and teohuiques used in the

COMINT fiald,

ROBERT F. PACKARD
Chairman, USCIB Seowrity Commitieo




